SAO Y; Bo Khoa hoc va Cong ngh¢; 31/12/2025; 19:12:21; +07:00

BQ KHOA HQC VA CONG NGHE  CONG HOA XA HOI CHU NGHIA VIET NAM
’ Poc lap - Tw do - Hanh phiic

S6:54 /2025/TT-BKHCN Ha N¢i, ngay g thang A ndm 2025

THONG TU
Ban hanh “Quy chuén k§ thuit qudc gia vé yéu ciu dbi véi

dich vu chirng thue thong diép dir liéu”

Cén it Ludt Giao dich dién tir s6 20/2023/QH15;

~ Cancu Lugt Tiéu chudn va quy chudn kp thudt sé 68/2006/QH1 1, duoc swa
déi, b6 sung boi Ludt sé 35/2018/QH14 va Ludt sé 70/2025/0H15;

Can cie Nghi dinh s6 23/2025/ND-CP ngay 21 thdng 02 ndm 2025 cua
Chinh phu quy dinh vé chit ky dién tw va dich vu tin cdy;

Can citr Nghj dinh sé 127/2007/NP-CP ngay 01 thdng 8 ndm 2007 cia
Chinh phu quy dinh chi tiét thi hanh mot sé diéu cua Ludt Tiéu chuan va quy
chudn ky thudt duoc sira doi, bo sung boi Nghi dinh s6 78/2018/NP-CP;

Cdn cir Nghi dinh sé 55/2025/ND-CP ngay 02 théng 3 ndm 2025 ciia Chinh
phu quy dinh chirc nang, nhiém vu, quyén han va co cau té chite cua Bo Khoa hoc
va Cong nghé;

Theo dé nghi ciia Giam dée Trung tam Chitng thue dién tir qude gia,
Bé truong Bé Khoa hoc va Cong nghé ban hanh Théng tw ban hanh “Q
chudn kg thudt quc gia vé yéu cau ddi véi dich vu chiimg thuc thong diép div liéu”.

Piéu 1. Ban hanh kém theo Théng tu ndy Quy chudn k¥ thuét quéc gia vé
yéu cdu ddi véi dich vu chimg thuc théng diép dit lidu (QCVN
139:2025/BKHCN).

Diéu 2. Hiéu lyc thi hanh
Théng tu nay c6 hiéu lyuc thi hanh ké tir ngay 01 thang 7 nam 2026.
Piéu 3. T chirc thyc hién

1. Gidm dbc Trung tdm Chimg thuc dién tir quc gia c6 trach nhiém té chire
huéng dan trién khai thuc hién Théng tu nay.

2. Céc tb chite, ca nhan c6 lién quan chiu trach nhiém thi hanh Théng tu nay.




3. Trong qué trinh thuc hién, néu phét sinh vuéng méc, co quan, t chiic,
c4 nhén kip thoi phan anh bang vin ban vé Bs Khoa hoc va Cong nghé (Trung
tdm Chimg thuc dién tir qudc gia) dé nghién ctru sira dbi, bd sung cho phi hop./

Noi nhin: BO TRUONG

- Thu tuong, cac Pho Thu tudng Chinh phu;
- Cac B9, co quan ngang B9, co quan thudc Chinh phu;
- UBND cdgc tinh, thanh phd truc thuge TW;

- S& KHCN céc tinh, thanh phd truc thude TW;

- Cuc Kiém tra van ban va Quan ly xi Iy vi pham han
chinh (B Tu phap);

- Cong bao, Cng thong tin dién tir Chinh phu;
- B6 KHCN: B0 trudng va cac Thir trudng,

céac co quan, don vi thudc Bo;
- Cdng théng tin dién tir Bo;
- Luu: VT, NEAC.
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QUY CHUAN KY THUAT QUOC GIA o
VE YEU CAU BOI VO'I DICH VU CHU'NG THUYC THONG PIEP D(F LIEU

NATIONAL TECHNICAL REGULATION ON REQUIREMENTS FOR ELECTRONIC
REGISTERED DELIVERY SERVICES

1. QUY DINH CHUNG
1.1. Pham vi diéu chinh

Quy chuén nay quy dinh cac yéu céu ky thuat vé dich vu chirng thwec thong diép do
liéu, yéu cau vé quy trinh van hanh va kiém soat déi vai td chirc cung cép dich vu
chirng thwe théng diép di liéu.

1.2. Béi twong ap dung

Quy chuén nay dwoc ap dung cho céc td chire, ca nhan co lién quan dén cung cép
dich vu chirng thye théng diép div liéu tai Viét Nam.

Quy chuén nay khéng &p dung cho T4 chirc cung cap dich vu chirng thwe thong diép
di liéu chuyén dung céng vu.

1.3. Tai liéu vién dan

[1] ETSI EN 319 401: "Electronic Signatures and Infrastructures (ESI); General
Policy Requirements for Trust Service Providers"

[2] ETSI EN 319 102-1: " Electronic Signatures and Infrastructures (ESI);
Procedures for Creation and Validation of AdES Digital Signatures; Part 1:
Creation and Validation"

[3] [1SO 29115: "Information technology -- Security techniques -- Entity
authentication assurance framework"

[4] NIST SP 800-63B: "Digital Identity Guidelines Authentication and Lifecycle
Management"

[5] ETSIEN 318 521: "Electronic Signatures and Infrastructures (ESI); Policy and
security requirements for Electronic Registered Delivery Service Providers"

[6] ETSI EN 319 532-3: "Electronic Signatures and Infrastructures (ESI);
Registered Electronic Mail (REM) Services; Part 3: Formats"

[7] IETF RFC 2045: "Multipurpose Internet Mail Extensions (MIME) Part One:
Format of Internet Message Bodies"

[8] IETF RFC 5322: "Internet Message Format"

[9] ETSIEN 319 531: “Electronic Signatures and Infrastructures (ESI); Policy and
security requirements for Registered Electronic Mail Service Providers”

pror-v) |




[10]

[11]

[12]

[13]
[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

(23]

[24]
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ETSI TS 119 511: “Electronic Signatures and Infrastructures (ESI); Policy and
security requirements for trust service providers providing long-term
preservation of digital signatures or general data using digital signature
techniques”

ISO/IEC 15408 (parts 1 to 3): "Information technology -- Security techniques -
- Evaluation criteria for IT security"

ISO/IEC 19790: "Information technology -- Security techniques -- Security
requirements for cryptographic modules"

FIPS PUB 140-2: "Security Requirements for Cryptographic Modules"
FIPS PUB 140-3: "Security Requirements for Cryptographic Modules"

ETSI TR 119 001: "Electronic Signatures and Infrastructures (ESI); The
framework for standardization of signatures; Definitions and abbreviations"

ETSI TS 119 312: "Electronic Signatures and Infrastructures (ESI);
Cryptographic Suites”

ETSI TS 119 122-3: "Electronic Signatures and Infrastructures (ESI); CAdES
digital signatures; Part 3: Incorporation of Evidence Record Syntax (ERS)
mechanisms in CAJES"

ETSI EN 319 162-1: "Electronic Signatures and Infrastructures (ESI);
Associated Signature Containers (ASiC); Part 1: Building blocks and ASiC
Baseline containers"

ETSI EN 319 411-1: "Electronic Signatures and Infrastructures (ESI); Policy
and security requirements for Trust Service Providers issuing certificates; Part
1: General requirements"

ETSI TS 119 512: "Electronic Signatures and Infrastructures (ESI); Protocols
for trust service providers providing long-term data preservation services"

ISO/IEC 21320-1 (2015): "Information technology -- Document Container File
-- Part 1: Core”

ISO 14641-1:2018: "Electronic archiving -- Part 1: Specifications concerning
the design and the operation of an information system for electronic information
preservation"

ISO 14721:2012: "Space data and information transfer systems -- Open
archival information system (OAIS) -- Reference model"

ISO 16363:2011: "Space data and information transfer systems -- Audit and
certification of trustworthy digital repositories"
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[25] IETF RFC 3161: "Internet X.509 Public Key Infrastructure Time-Stamp
Protocol (TSP)

[26] IETF RFC 3986: "Uniform Resource Identifier (URI): Generic Syntax"
[27] IETF RFC 4998: "Evidence Record Syntax (ERS)"

[28] IETF RFC 5280 (2008): Public Key Infrastructure Certificate and Certificate
Revocation List (CRL) Profile"

[29] IETF RFC 5816 (2010): "ESSCertIDv2 Update for RFC 3161"

[30] IETF RFC 6283 (2011): "Extensible Markup Language Evidence Record
Syntax (XMLERS)"

[31] IETF RFC 6960 (2013): "Online Certificate Status Protocol - OCSP"

1.4. Giai thich tlr ngl¥

1.4.1. Dich vu chivrng thwe théng diép div liéu: Dich vu do té chirc cung cap dich vu
tin cay thie hién nhdm ching minh viéc gvi, nhan, thoi diém g, nhan, tinh toan ven
va nguon géc cla théng diép dir liéu gitra ngwdi glvi va ngwdi nhan.

1.4.2. Théng diép dir liéu: Thong tin dwoc tao ra, gii di, nhan hoac lwu trir bang

phuwong tién dién tcr.

1.4.3. Dich vu gwvi, nhan théng diép di¥ liéu bao dam: Dich vu ching thwe thdng
diép dir liéu cung clp bang chirng vé viéc glvi, viec nhan, thoi diém givi, thei didm
nhan va danh tinh clia ngwoi glvi, ngwdi nhéan.

1.4.4. Dich vu gti, nhan thw dién tt: Dich vu chirng thwc thong diép di liéu chuyén
biét danh cho thw dién tl, cung cép bang chirng vé viéc gii, viec nhan va tinh toan

ven cla thw dién tlr cling cac phan dinh kém.

1.4.5. Dich vuy Iwu trir va xac nhéan tinh toan ven cua théng diép div liéu: Dich vu
lwu trir thong digp di liéu kém theo cac bdng chirng lién quan va cung cép kha nang

xac minh lai tinh toan ven cta théng diép dir liéu d6 trong sudt thoi han Iwu trie.

1.4.6. Ky so trén thong diép dir liéu dé lwu triv dai han: Viéc ap dung chi ky sb
va/hodc dau thdi gian 1&n théng diép di liéu va cac béng chirng lién quan nhdm duy
tri gia tri phap ly va kha nang xac minh dwoc trong théi gian dai, ké ca khi thuat toan
hodc chirng thu s6 hét hiéu lwe.

1.4.7. Kiém toan ky thuat: Hoat dong danh gia doc lap, khach quan déi véi hé théng
théng tin, quy trinh cung cap dich vu nham xac dinh viéc dap (rng tiéu chuan ky thuat
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bat budc ap dung, quy chuén ky thuat, yéu cau ky thuat cla chiv ky dién t& bao dam

an toan, chirng thw ch ky dién ttr bdo dadm an toan, chir ky s6, chirng thw chi ky s6

va dich vu tin cdy. Trong d9, tiéu chuan ky thuat bat budc ap dung khi dwore vién dan

trong quy chuan k¥ thuat hodc van ban quy pham phap luat.

1.4.8. T6 chirc kiém toan ky thuat: T4 chirc chirng nhan dwoc chi dinh theo quy dinh

clia phap luat vé tiéu chuan, quy chudn ky thuat, chat lwgng san pham, hang hoa.

1.5. Chir viét tit

CA
CP
CPS
CRL

DN

EAL

ECDSA

ETSI

FIPS

HSM

IETF

ISO/IEC

LDAP

OCSsP

PKCS
PKI
RA

RFC

Certification Authority T chirc ching thye

Certificate Policy Chinh sach ching thw
Certification Practice Statement Quy ché chirng thie
Certificate Revocation List Danh sach chirng thw bj thu hdi

Tén phan biét (trong dinh danh
X.509)

Cép d6 dadm bao danh gia (trong danh
gia an toan théng tin ISO/IEC 15408)

Thuét todn chir ky sb dwéng cong

Distinguished Name
Evaluation Assurance Level

Elliptic Curve Digital Signature Algorithm

Elliptic
European Telecommunications Vién Tiéu chudn Vién théng Chau
Standards Institute Au
Federal Information Processing B tiéu chudn x& ly théng tin lién
Standards bang Hoa Ky

Thiét bi bdo mat phan cirng (thiét

Hardware Security Module bi Iwru va x@ Iy khéa bi mat)

Internet Engineering Task Force Nhom cdng tac ky thuat Internet

Inte i I O ization f e n 2 , £
mational Hniza "1 chire Tidu chun hoa Quéc té /
Standardization / International -

Electrotechnical Commission SO gy (R ih GO

Lightweight Directory Access Protocol Giao thirc truy cap thw muc nhe

Online Certificate Status Protocol S;?T?lgttlictrg:::ég yétrr‘a tng e
Public-Key Cryptography Standards B tiéu chudn mat ma khoa cong khai
Public Key Infrastructure Ha tang khéa coéng khai
Registration Authority Té chire dang ky

Tai lieu tieu chudn ky thuat do IETF

Request for Comments -y

o B

N WP AR

o

—
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RSA
SHA
TSP
uTcC

X.509

Rivest—-Shamir—-Adleman

Secure Hash Algorithm

Trust Service Provider

Coordinated Universal Time

ITU-T Recommendation X.509

Thuét toan mat ma khoéa cong khai
Thuat toan bam an toan

Td chirc cung cép dich vu tin cay
Gi& Phéi hop Quéc té

Khung chudn cho chirng thw sb
trong hé thdng PKI

2. QUY BINH KY THUAT

2.1. Yéu cau ky thuat

2.1.1. Yéu cau déi vé&i ky thuat mat ma va chiv ky sé

St dung cac ky thuat mat ma theo quy dinh tai Bang 1:

Bang 1- Yéu cau vé ky thuat mat ma

Laal Tiéu chuan tham chiéu Surdinited
B uy dinh ap dun
Yéu cau Ky hiéu Tén tiéu chuin y ciniap ciing
PKCS #1 RSA Cryptography - Ap dung mét trong hai tiéu
(RFC 3447) Standard chuan.
- Déi voi tieu chudn RSA:
At s Public Key + Tbi thiéu phién ban 2.1;
atma ] N
hi déi Gryplagraphy forthe + Ap dung lvgc do RSAES-
Y Financial Services OAEP 2 . - )
x(PNa va ) s dé mé& hod va
BEYE ANSI X9 62- Industry: The Elliptic RSASSA-PSS d& ky
chir ky s6 2005 Curve Digital S—
Signature Algorithm | + D& dai khoa téi thiéu la 2048
(ECDSA) bit
- P6i véi tieu chuan ECDSA:
do dai khoa tdi thiéu la 256 bit
Céng nghé théng tin -
TCVN Ky thuat mat ma -
Mat ma 7816:2007 ;tjggt toan ma di liéu Ap dung mot trong hai tiéu
déi xtrng chuén
FIPS PUB 197 Advanced Encryption
Standard
FIPS PUB Secure Hash AP dung mot trong cac ham
180-4 Standard bam sau:
SHA-2586,
Ham bam SHA-3 Standard: SHA-384.
FIPS PUB 202 Permutation-Based :
Hash and Extendable- | SHA-512,
Output Functions SHA-512/224,

8

e

P N




QCVN 139:2025/BKHCN

SHA-512/256,

SHAKE?256

SHA3-224, SHA3-256, SHA3-
384, SHA3-512, SHAKE128,

2.1.2. Yéu cau déi v&i thong tin, div lidu

Dinh dang théng tin, di¥ liéu dap ng cac quy dinh tai Bang 2:

Bang 2 - Yéu cau vé théng tin div liéu

Tiéu chuin tham chiéu

Loai Quy dinh ap
Yéu cau Ky higu Tén tiéu chuén dung
Binh dang chin
thtr chi Ey b vg Internet  X.509 Public Key
danh sach thu hdi | RFC 5280 Infrastructure  Certificate and
. g Certificate Revocation List (CRL)
chirng thw chi ky Brefile
s6
Cu phap thong | PKCS#7 Cryptographic Message Syntax | pis s 1 &
diép mat ma (RFC 2630) | Standard '
CU phap thong tin | PKCS #8 Private-Key Information Syntax | 5 x4 5
khoa riéng (RFC 5208) | Standard '
Cu phéap yéu cau | PKCS #10 Certification Request Syntax Phién ban 1.7
chirng thuc (RFC 2986) | Standard '
Gjao dién giao ; . Phién ban
tiép voi cac thé | PKCS#11 | ryPlographic token interface | o
méat ma
Cu phéap trao dbi Personal Information Exchange L
théng tin ca nhéan PRk Syntax Standard Phisn ke 1.0

2.1.3. Yéu cau déi v&i chirng thw chiv ky sé

Chirng thw ch ky sé dap (ng cac quy dinh tai Bang 3:

Bang 3 - Yéu cau déi v&i chirng thw chir ky sé

Tiéu chuin tham chiéu

Loai Quy dinh

Yéu cau Ky higu Tén tiéu chuin ap dung
Internet X.509 Public Key
Chinh  sach ching Infrastructure - Certificate
thw chiv ky sb R 9947 Policy —and  Certification

Practices Framework
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Lightweight Directory Access
Lvoc dd Giao thire Protocol (LDAP) Schema
truy nhap thw muc RRL 4520 Definitions for X.509
Certificates
Lightweight Directory Access
RFC 4510 Protocol (LDAP): Technical
Specification Road Map
Lightweight Directory Access
RFGAa Protocol (LDAP): The Protocol |
. . R Ap dung bd
t?]'jc:m::wc truy nhap Lightweight Directory Access | bon tiéu
- RFC 4512 | Protocol (LDAP): Directory | chuén
Information Models
Lightweight Directory Access
Protocol (LDAP):
BREHSLS Authentication Methods and
Security Mechanisms
Giao thire truyén, Ap dung mét
nhan chitng thw chir Internet X.509 Public Key | hodc cé hai
ky so va danh sach RFC 2585 Infrastructure - Operational | giao  thirc
chieng thw chi ky sb Protocols: FTP and HTTP FTP va
bi thu hdi HTTP
Giao thtrc cho kidm X.509 Internet Public Key
tra trang thai ching Infrastructure Online
thw chr ky sd truc RFC 6960 Certificate Status Protocol -
tuyén OCSP

2.1.4. Yéu ciu déi véi HSM va thiét bi mat ma, lwu khoa

Thiét bi HSM va thiét bi mat ma, lwu khoa phai dap (rng cac quy dinh tai Bang 4:

Bang 4 - Yéu cau déi v&i thiét bi HSM va thé mat ma

Tiéu chuan tham chiéu

HSM. thist | (i thiéumtic3)

bi mat ma,
lwvu khoa 140-3

FIPS PUB

(t6i thidu muc 3)

Security Requirements for
Cryptographic Modules

Loai :
Loal > Quy dinh ap dun
Yéu cau Ky hiéu Tén tiéu chuan ' d ?
':Lf%iPUB Security Requirements for
Thiét bi Cryptographic Modules

Ap dung mét trong ba
tiéu chuéan.

10
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EN 419221-
5:2018

(t6i thiéu EAL
murc 4)

Protection Profiles for TSP
Cryptographic modules -
Part 5: Cryptographic
Module for Trust Services

2.2. Yéu cau déi véi dich vu chirng thwe théng diép div lieu

2.2.1. Yéu cau ky thuat déi véi dich vu chirng thwe thong diép dir lieu

Dich vu gt¥i, nhan théng diép di liéu bdo dam phai dap (rng cac yéu cau quy dinh tai

Bang 5:

Béang 5 - Yéu cau déi véi dich vu givi, nhan théng diép div liéu bao dam

Tiéu chuin tham chiéu

Loai Quy dinh ap
Yéu cau Ky hiéu Tén tiéu chun dyng
ETSI EN | Electronic  Signatures  and | Phién  ban
319 522: | Infrastructures (ESI); Electronic | V1.2.1
Part 1 Registered Delivery Services;
Part 1. Framework and
Architecture
ETSI EN | Electronic  Signatures  and | Phién  ban
319 522: | Infrastructures (ESI); Electronic | V1.2.1
Part 2 Registered Delivery Services;
Part 2: Semantic contents
ETSI EN | Electronic  Signatures  and | Phién  ban
Dich vy gi¥i, nhan 319 522: | Infrastructures (ESI); Electronic | V1.2.1
T S el s F Registered Delivery Services;
théng diép d liéu 1y B Bt
bao dam '
ETSI EN | Electronic ~ Signatures  and | Phién ban
319 522: | Infrastructures (ESI); Electronic | V1.2.1
Part 4-1 Registered Delivery Services;
Part 4: Bindings; Sub-part 1:
Message delivery bindings
ETSI EN | Electronic  Signatures  and | Phién ban
319 522: | Infrastructures (ESI); Electronic | V1.1.1
Part 4-2 Registered Delivery Services;
Part 4: Bindings; Sub-part 2:
Evidence and identification
bindings
_ . .. | ETSI EN | Electronic  Signatures  and | Phién  ban
Dich vu g, nhéan | 349 532: | Infrastructures (ESI); Registered | V1.1.1
thong diép di lieu | part 1 Electronic Mail (REM) Services;

11
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dién tkr

bao dam cho thw

Part 1: Framework and

Architecture

Electronic Signatures and
Infrastructures (ESI); Registered
Electronic Mail (REM) Services;
Part 2: Semantic contents

Phién ban
V.11

ETSI EN
319 532"
Part 2
ETSI EN
319 532:
Part 3

Electronic  Signatures  and
Infrastructures (ESI); Registered
Electronic Mail (REM) Services;
Part 3: Formats

Phién ban
V1.3.1

ETSI EN
319 o2
Part 4

Electronic  Signatures  and
Infrastructures (ESI); Registered
Electronic Mail (REM) Services;
Part 4: Interoperability Profiles

Phién ban
V1.3.1

Viéc Ky sb trén thong diép dtv liéu dé Iwu tri dai han phai dap (rng cac yéu cau quy

dinh tai Bang 6:

Bang 6 - Yéu cau vé ky so trén thong diép div liéu dé lwu triv dai han

Tiéu chuin tham chiéu

ky dién ter

Policies; Part 1: Building blocks
and table of contents for human

Loai Quy dinh ap
Yéu cau Ky hiéu Tén tiéu chuin dung
_ - Electronic  Signatures  and
Giao thtre dich vu ETSITS 119 Infrastructures (ESI); Protocols | phian ban
tin cay bao quan 519 for trust service providers | \/1 1.1
d liéu dai han providing long-term data
preservation services
Electronic ~ Signatures  and
Infrastructures (ESI); Data
ETSITS 101 | Preservation Systems Security; | ; »
533-1 Part 1: Requirements for Qgtigfzguécn?
Implementation and '
Bao mat hé théng Management E;f_g Tsp,:ig,l
bao quan dirligu Data Preservation Systems | ban V1.3.1;
RFC 4998 S ity:
QLMY RFC 4998 va
Part 1. Requirements for RFC 6283
RFC 6283 Implementation and
Management
Chinh sach vé Electronic  Signatures and - .
chitk Ky 66 VA ehir E;;'J;;;g Infrastructures (ESI); Signature 52“?”1 ban
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readable signature policy

documents

ETSITS 119
172: Part 2

Electronic ~ Signatures  and
Infrastructures (ESI);

Signature Policies; Part 2: XML
format for signature policies

Phién
V1.1.1

ban

ETSITS 119
172: Part 3

Electronic ~ Signatures  and
Infrastructures (ESI); Signature
Policies; Part 3: ASN.1 format for
signature policies

Phién
V1.1.1

ETSITS 119
172: Part 4

Electronic ~ Signatures  and
Infrastructures (ESI); Signature
Policies; Part 4: Signature
applicability rules (validation
policy) for European qualified
electronic signatures/seals using
trusted lists

Phién
V1.11

ban

Tao va );éc thwe
chir ky s6 AJES

ETSI EN
319 102-1

Electronic  Signatures  and
Infrastructures (ESI);
Procedures for Creation and
Validation of AdES Digital
Signatures; Part 1: Creation and
Validation

Phién
V1.4.1

ETSITS 119
102-2

Electronic Signatures and
Infrastructures (ESI); Procedures
for Creation and Validation of
AdES Digital Signatures; Part 2:
Signature Validation Report

Phién
V1.4.1

Ch ky sb cho
CMS

ETSIEN 319
122-1

Electronic Signatures and
Infrastructures  (ESI); CAdES
digital signatures; Part 1: Building
blocks and CAdES baseline
signatures

Phién
V1.3.1

ETSIEN 319
122-2

Electronic Signatures and
Infrastructures  (ESI); CAdES
digital ~ signatures; Part 2:
Extended CAdES signatures

Phién
V1.1.1

ban

ETSITS 119
122-3

Electronic Signatures and
Infrastructures  (ESI); CAdES
digital  signatures; Part 3:
Incorporation of Evidence Record
Syntax (ERS) mechanisms in
CAdES

Phién
V1.1.1
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Electronic  Signatures  and
Infrastructures (ESI);

Extended XAdES signatures

5398242 1EN PAdES digital signatures;
Part 1. Building blocks and
PAdES baseline signatures .
Ap dung mét
Electronic ~ Signatures  and | trong hai b
ETs| N | Infrastructures  (ESI); PAdES tiéu chuan:
319 142-2 digital ~ signatures; Part 2!| 19 EN 319
Additional PAdES signatures | 142_1
profiles
ETSI EN 319
Chi ky sé cho||so 32000. | DOCUment  management - | 142-2
PDF 1:2008 Portable document format - Part | 14050
' 1. PDF 1.7
ISO 14533-
Processes, data elements and | 3:2017
documents  in  commerce, | SO  32000-
ISO 14533. | Industry and administration — | 1:2008
39017 Long-term signature formats — IS0 32000
‘ Part 3. Long-term signature 2
profiles for PDF Advanced | 2:2020
Electronic Signatures (PAJES)
ISO 32000- Document management -
22020 Portable document format — Part
' 2 POF20
Electronic ~ Signatures  and
ETSI  EN :jr?fr.as“uc“.”es (ESI; XAdES | ppiay  pan
319 132-1 |g.|ta'l signatures, Part 1: V1.2 1
) Building blocks and XAdES
Chr ky sO0 cho baseline signatures
XML
Electronic  Signatures  and
ETSI EN | Infrastructures (ESI); XAdES | Phién ban
319 132-2 digital  signatures; Part 2:|V1.1.1

2.2.2. Yéu cau déi v&i quy trinh van hanh va kiém soat

2.2.2.1. T4 chirc cung cép dich vu gli, nhan thong diep dir liéu bao dam phai trién khai
cac bién phap bao dam quy trinh van hanh va kiém soat cung cép dich vu dap &rng

cac quy dinh cta tiéu chuan ETSI EN 319 521.

2.2.2.2. T4 chirc cung cép dich vu g, nhan thw dlen tlr phéi trién khai cac bién phap
bao dam quy trinh van hanh va kiém soat cung cép dich vu dap trng cac quy dinh cla

tieu chuan ETSI EN 319 531.

2.2.2.3. T6 chirc cung cép dich vu Iwu trik va xac nhan tinh toan ven cia théng diép
d@ liéu phai trién khai cac bién phap bao dam quy trinh van hanh va kiém soat cung

cép dich vu d&p (ng cac quy dinh cla tiéu chudn ETSI TS 119 511.
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3. QUY PINH VE QUAN LY

3.1. Phwong thirc danh gia sw phi hop ddi véi cac yéu cau tai muc 2.2.2 cla Quy
chuan thwc hién theo phwong thirc 6 (danh gia hé théng quan ly) theo quy dinh tai
Théng tw 28/2012/TT-BKHCN ngay 12 thang 12 ndm 2012 quy dinh vé céng bd hop
chuén, cong bé hop quy va phwong thirc danh gia sw phu hop véi tiéu chuan, quy
chuan ky thuét va Théng tw 19/2025/TT-BKHCN ngay 06 thang 10 ndm 2025 quy dinh
kiém toan ky thuat déi véi chir ky dién t&r va dich vu tin cay va cac quy dinh hién hanh.

3.2. T6 chirc cung cép dich vu chirng thwe théng diép dir liéu thuéc pham vi diéu chinh
tai muc 1.1 thwe hién cong bd hop quy theo quy dinh va chiu s kiém tra ctia cac co
quan quan ly nha nwéc theo cac quy dinh tai Théng tw 28/2012/TT-BKHCN ngay 12
thang 12 nam 2012 quy dinh vé céng bb hop chuén, cong bd hop quy va phwong thire
danh gia s phu hop vai tiéu chuan, quy chuén ky thuat; Thong tw 19/2025/TT-BKHCN
ngay 06/10/2025 quy dinh kiém toan ky thuat véi chi ky dién tl va dich vu tin cay va
cac quy dinh hién hanh.
3.3. Phuwong tién, thiét bi do: tuan thl cac quy dinh hién hanh clia phap luat vé do
lwong.

4. TRACH NHIEM CUA TO CHUC, CA NHAN
4.1. Trach nhiém ctia T chirc danh gia sw phi hop
4.1.1. Thye hién danh gia sw phu hop theo dling quy dinh ctia Quy chuén nay va thye
hién cac nghia vu bao cao két qua hoat déng danh gia chirng nhan hop quy dén Uy
ban Tiéu chuan Do lvdng Chat lwong Quéc gia theo cac quy dinh hién hanh.
4.1.2. Lwu trie hd so chirng nhan theo quy dinh tai Thong tw s& 03/2025/TT-BKHCN

ngay 15/5/2025 cua Bg trwdng Bé Khoa hoc va Cong nghé quy dinh thoi han lwu triv
ho so, tai liéu nganh Khoa hoc va Céng nghé.

4.2. Trach nhiém cla Té chirc cung cép dich vu chirng thuwe théng diép dir liéu
4.2.1. Tuan th( cac quy dinh trong quy chuén ky thuat nay.
4.2.2. Luu trir hd so chirng nhan theo quy dinh tai Théng tw s6 03/2025/TT-BKHCN

ngay 15/5/2025 cua Bo trwdng Bé Khoa hoc va Céng nghé quy dinh théi han lwu triv
hd so, tai liéu nganh Khoa hoc va Céng nghé.

5. TO CHUC THUC HIEN

5.1. Trung tdm Chrng thuwe dién t& Québc gia td chire trién khai hwdng dan va quan ly
theo quy dinh ctia Quy chuén k¥ thuat nay.

Cé&n c vao quy dinh quan Iy, Trung tdm Chirng thwc dién t& Quéc gia co trach nhiém
dé xuét, kién nghi Bé Khoa hoc va Céng nghé stra dbi, bd sung ndi dung Quy chuan
ky thuat nay.

5.2. Trong trwéng hop cac quy dinh phap luat, van ban quy pham phap luat vién dan
tai Quy chudn ky thuat nay co stra ddi, bd sung hodc dworc thay thé thi thwe hién theo
quy dinh tai van ban mé&i. Trong trwéng hop céc tiéu chudn dwoc vién dan trong Quy
chuén nay cé su thay dbi, bd sung, thay thé thi thwc hién theo hwéng dan ctia Bd Khoa
hoc va Cdong nghé.
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