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BO QUOC PHONG CONG HOA XA HOI CHU NGHIA VIET NAM

Poc lap - Tu do - Hanh phic

S6: 07/2026/TT-BQP Ha Ng¢i, ngay 20 thang 01 nam 2026

THONG TU ,
Ban hanh, sira d6i Quy chuin ky thuét qudc gia va Danh muc tiéu chuan
k¥ thuat mat ma ap dung bat budc trong linh viee mat ma dan sw

~ Cdn cik Lugt Tiéu chudn va quy chudn k) thudt s6 68/2006/QH11 duoe stra
doi, bo sung boi Ludt s6 35/2018/QH14 va Lugt s6 70/2025/QH15;

Cdn cit Ludt An toan théng tin mang s6 86/2015/0H]13;

Cén cir Nghi dinh s6 01/2022/ND-CP duge sira déi, bé sung béi Nghi dinh
s6 03/2025/ND-CP cua Chinh phu quy dinh chirc nang, nhiém vu, quyén han va
co cdu t6 chire clia Bo Quoc phong;

Can cir Nghi dinh 56 09/2014/ND-CP cua Chinh phu quy dinh chitc nang,
nhiém vu, quyén han va co cdu t6 chirc ciia Ban Co yéu Chinh phii;

Cén cik Nghi dinh s6 22/2026/ND-CP cua Chinh phu quy dinh chi tiét mot
s6 diéu va bién phdp dé t6 chike, huéng dan thi hanh Ludgt Tiéu chudn va quy
chudn ky thudt;

Theo dé nghi ciia Truong ban Ban Co yéu Chinh phii;

B¢ truong Bo Quéc phong ban hanh Thong tw ban hanh, sira doi Quy chudn
ky thudt quoc gia va Danh muc tiéu chudn ky thudt mdt ma dp dung bdt bugc
trong linh vuc mdt ma dan su.

Pidu 1. Ban hanh kém theo Thong tu nay gom:

1. Quy chuén k¥ thuat qudc gia vé ma héa dir lidu sir dung trong linh vye
ngén hang (QCVN 4:2026/BQP) kem theo Thong tu nay thay thé Quy chuan
ky thuét qudc gia vé ma hoéa dir liéu sur dung trong linh vuc ngan hang (QCVN
4:2016/BQP) ban hanh kém theo Thong tu s6 161/2016/TT-BQP ngay 21 thang
10 nim 2016 cia Bo trudng B Qudce phong;

2. Danh muc tiéu chuan k¥ thuat mat ma ap dung bét budc cho md-dun an
toan phan cing trong hoat dong dinh danh va x4c thuc dién tir tai Phu luc ban
hanh kém theo Thong tu nay thay thé Danh myc tiéu chuan ky thuat mat ma ap
dung bat budc cho mo-dun an toan phan cimg trong hoat dong dinh danh va xac
thuc dién tir tai Phy luc ban hanh kem theo Thong tu s6 87/2024/TT-BQP ngay
26 thang 10 nam 2024 cua Bo truong Bo Quédc phong;

Pidu 2. Sira d6i kém theo Thong tu nay gdm:

1. Stra dbi, bd sung mot s6 ndi dung ctia Quy chuan k¥ thuat qudc gia vé
dac tinh k¥ thuat mat ma su dung trong cac san pham mat ma dan sy thudce
nhom san pham bao mat dir liéu lwu gitt ban hanh kém theo Théng tu sO
96/2023/TT-BQP ngay 29 thang 11 nam 2023 cua B¢ truong Bo Quédc phong
(Stra d6i 1:2026 QCVN 15:2023/BQP kém theo Thong tu nay);
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2. Sira d6i, bd sung mot s6 ndi dung clia Quy chuén k¥ thuat qudc gia vé
dic tinh k¥ thudt mat ma st dung trong céc san phém mat ma dan su thudc
nhém san pham béo mat ludng IP st dung cong nghé IPsec va TLS ban hanh
kem theo Thong tu s6 23/2022/TT-BQP ngay 04 thang 4 nam 2022 ctia Bo
truong B6 Qudc phong (Stra ddi 1:2026 QCVN 12:2022/BQP kém theo

Thong tu nay).

Picu 3. Hiéu lwc thi hanh

1. Thong tu nay cé hiéu luc thi hanh ké tir ngay 06 thang 3 nim 2026.

2. Quy chuén k¥ thuat quoc gia vé ma héa dir liéu sir dung trong linh vue
ngdn hang (QCVN 4: 2016/BQP) ban hanh keém theo Thong tu s6
161/2016/TT-BQP ngay 21 thang 10 ndm 2016 cua Bo truong Bo Quéc phong
va Danh muc tiéu chudn k¥ thudt mat ma p dung bat budc cho mo-dun an toan
phén cting trong hoat dong dinh danh va xac thuc dién t&r ban hanh kem theo
Thong tu so 87/2024/TT-BQP ngay 26 thang 10 nam 2024 cua B9 truong Bo
Quoc phong hét hiéu luc ké tir ngay Thong tu nay c6 hiéu luc.

Diéu 4. T6 chirc thye hién

1. Trudng ban Ban Co yéu Chinh phii ¢6 trach nhi¢m theo ddi, hudng dan,
kiém tra, don doc viéc thuc hién Thong tu nay.

2. Thu trudng céc co quan, don vi, ca nhan c6 lién quan chiu trach nhiém
thi hanh Thong tu nay./ Jg

Noi nhin:

- Céac b, co quan ngang bd, co quan thudc Chinh phu;
- UBND céc tinh, thanh phd truc thugc Trung uong;

- B/c BG truong (dé bao cdo);

- Ban Co yéu Chinh phii;

- Céc Cuc: Phap ché/BQP; Co yéu/BTTM,

Tiéu chudn - Do ludng - Chat lugng/BTTM;

- Luu: VT, NCTH. LTr60.
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L) e A
Lo1 noi dau

QCVN 4:2026/BQP do Ban Co yéu Chinh phii bién soan, Ban Co yéu Chinh phu trinh duyét, B

Khoa hoc va Coéng nghé tham dinh, Bo truong Bo Quéc phong ban hanh theo kém Théng tu
s6 07/2026/TT-BQP ngay 20 thang 01 nam 2026.

QCVN 4:2026/BQP thay thé QCVN 4:2016/BQP Quy chuén k§ thuat quc gia mi hoa dit lidu sit
dung trong linh vuc ngén hang ban hanh kém theo Thong tur s6 161/2016/TT-BQP ngay 21/10/2016
ctia B trudng Bo Qubc phong ban hanh Quy chuén ky thudt qudc gia vé mét ma dan sy st dung

trong linh vuc ngan hang.
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QUY CHUAN KY THUAT QUOC GIA VE MA HOA DU LIEU SU DUNG
TRONG LINH VU'C NGAN HANG

National technical regulation on data encryption used in banking

1 QUY DINH CHUNG

1.1 Pham vi diéu chinh

Quy chuén k¥ thut quic gia nay quy dinh mic gidi han cac dic tinh k¥ thuit mat mi cta
cac thudt toan ma hoa dir ligu dung trong céc san pham, dich vu mét ma dan su sir dung trong linh

vuc ngan hang.
1.2 Pbi twgng ap dung

Quy chuin ndy ap dung dbi voi céc td chire kinh doanh, sir dung san phém, dich vu mat ma

dan sy trong linh vyc ngan hang.

1.3 Tai li¢u vién din

Céc tai liéu vién dan sau 1a can thiét cho viéc ap dung quy chuan nay. Trudng hop céc tai lidu
vién din duoc stra d6i, bd sung hodc thay thé thi ap dung phién ban méi nht.

TCVN 14263:2024 “Cong nghé thong tin - Ky thudt an toan - Thudt toan ma khoi MKV,

TCVN 11367-3:2016 (ISO/IEC 18033-3:2010) “Cong nghé thong tin - Cac ky thudt an toan -

Thudt todn mdt md - Phan 3: Ma khoi.

TCVN 12213:2018 (ISO/IEC 10116:2017) “Céng nghé théng tin - Céc ky thudt an toan -
Ché db hoat déng ciia ma khéi n-bit”.

[RFC 7801]: “GOST R 34.12-2015: Block Cipher “Kuznyechik™”, Internet Engineering Task
Force (IETF), March 2016.

1.4 Giai thich tir ngir
Trong quy chudn nay, cac tir ngit dudi day dugc hiéu nhur sau:
1.4.1. Thong tin khong thugc pham vi bi mat nha nwéc

La thong tin khong thude ndi dung tin “tuyét mat”, “t8i mat” va “mat” dugce quy dinh tai

Ludt Bao vé bi mat nha nuwdc ngay 15 thang 11 nam 2018.
1.4.2. Mit ma

La nhitng quy tic, quy wdc riéng ding dé thay d6i hinh thirc biéu hién thong tin nhim bao

dam bi mat, xac thue, toan ven cua ndi dung thong tin.
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1.4.3. Mit ma dan su

La k¥ thudt mat ma va san phfim mat ma duoc st dung dé bao mat hodc xéac thuce d6i vai

thong tin khdng thudc pham vi bi mét nha nude.
1.4.4. San pham mit ma dan sy

La cac tai ligu, trang thiét bi k¥ thudt va nghi¢p vu méat ma dé bao vé thong tin khong thudc

pham vi bi mét nha nudc.
1.4.5. Ky thuat mat ma
La phuong phap, phuong tién c6 ing dung mat ma dé bao vé thong tin.
1.4.6. Ma héa
La qué trinh ding k§ thuat mat ma dé thay déi hinh thir biéu hign thong tin.
1.4.7. Gidi ma
La phép bién dbi ngugc clia qua trinh ma hoa tuong ung.
| 1.4.8. Mi khoi

Hé mat d6i ximg véi tinh chét 1a thuat toan ma hoa thao téc trén mot khéi clia ban rd, nghia

a trén mot xau bit c6 d6 dai xac dinh, két qua cho ra mét khéi cua ban ma.
1.4.9. Ma dong

Hé mat dbi xing véi tinh chét 1a thuat toan ma hoa bao gdm t6 hop mot day céc ky tu cia

ban rd vai day cac ky tu cua khoa dong, moi lan mdt ky tu, sir dung mot ham kha nghich.

1.4.10. Khoa

La day ky tu diéu khién hoat dong cua bién dbi mat ma.

1.4.11. Khéa dong

La diy cac ky tw gia ngiu nhién bi mat, dugc sir dung bdi cac thudt toan mé hoa va giai ma
ciia ma dong.

1.4.12. Mét ma doi ximg

La mét ma trong d6 khéa dugc sit dung cho cac phép ma héa, giai ma la trung nhau hodc dé
dang tinh todn dugc khoa ma hoa khi biét khoa giai mi va nguoc lai.

1.5 Chir viét tit

Chir viét tit Tén tiéng Anh Tén tiéng Viét
AES Advanced Encryption Standard Tiéu chudn ma hoa tién tién
CBC Cipher Block Chaining Mode Ché d6 moc xich khéi ma
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CCM Counter with Cipher Block Chaining Ché d% bd dém vai xac thuc thong béao

Message Authentication Code

CFB Cipher Feedback Mode

CTR Counter Mode

FIPS Federal Information Processing
Standards

FIPS PUB Federal Information Processing

Standards Publication

kiéu CBC
Ché d6 phan hoi ban ma
Ché d5 bd dém

Tiéu chuin xir 1y thong tin lién bang
(Hoa Ky)
Cong bb tiéu chuan xir 1y thong tin lién

bang (Hoa Ky)

GCM Galois/Counter Mode Ché 5 bd dém Galois

GOST Gosudarstvennyy Standart Tiéu chuén qudc gia Lién bang Nga

KW Key Wrap Boc khoa

KWP Key Wrap with Padding Boc khoa véi dém dir liu

MGM Multilinear Galois Mode Ché d6 Galois da tuyén tinh

MKV M khéi Viét Nam

NIST National Institute of Standards and Vién Tiéu chuin va K¥ thuit quc gia

Technology (Hoa Ky)

OFB Output Feedback Mode Ché d6 phan hoi dau ra

QCVN Quy chuén quéc gia Viét Nam

RFC Request for Comments Dic ta k¥ thudt do td chirc IETF (Internet
Engineering Task Force) cong bd

SP Special Publication An pham dic biét (Vién Tiéu chuén va
K thuit quic gia Hoa Ky)

TCVN Tiéu chuén qudc gia

XTS XEX-based tweaked-codebook mode Ché do ma khéi XTS

with ciphertext stealing

2 QUY DINH KY THUAT

Céc san phAm mat ma dan su sir dung trong linh vuc ngén hang tudn thu cac quy dinh vé

thuat toan ma hoa doi xing sau:
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2.1 Quy dinh vé thuit toan mit ma
Str dung thuat toan trong danh sach sau:

Bing 1 - Danh muc thuit toin mi héa déi xtimg dwoc phép sir dung

STT Thuit toan Tham chiéu
1 MKV [TCVN 14263:2024]
2 AES [TCVN 11367-3]

[GOST R 34.12-2015]

3 Kuznyechik
[RFC 7801]

2.2 Quy dinh vé diic tinh k¥ thuit va théi gian sir dung
Viée sir dung thudt toan ma hoa ddi xtng phai tuén thi cac quy dinh sau:

Bing 2 — Quy dinh vé diic tinh k§ thuit va thdi gian 4p dung déi véi thuit toan ma hoa

doi xirng
Kich thwée khoa i Str dung
STT | Thuit todn Cac ché do cho phép sir dung i
theo bit dén nim
128 2028
XTS, CTR, CCM, GCM, KW, KWP
1 MKV 192, 256 2030
128, 192, 256 CBC (chi dé giai ma) 2028
128 2028
XTS, CTR, CCM, GCM, KW, KWP
2 AES 192,256 2030
128, 192, 256 CBC (chi dé giai ma) 2028
XTS, CTR, MGM 2030
3 | Kuznyechik 256 .
CBC (chi dé giai ma) 2028
CHU THICH:
Doi voi thuft toan MKV, d6 dai tham sb, cac chu trinh tao khoa, b tham sb cu thé trong quy chudn nay
ap dung theo TCVN 14263:2024.
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ap dung theo TCVN 11367-3:2016.

nay ap dung theo GOST R 34.12-2015 (RFC 7801).

SP 800-38D, SP 800-38E, SP 800-38F, RFC 9038.

Déi voi thudt toan AES, do dai tham sé, cAu tric thuat toan va céc chu trinh tao khoa trong quy chuin ndy

i voi thuit toan Kuznyechik, d§ dai tham sé, cac chu trinh tao khoa, bd tham s6 cu thé trong quy chuin

Céc ché do hoat dong cia ma khéi trong quy chuin nay dp dung theo TCVN 12213:2018, SP 800-38C,

2.3 Quy dinh vé an toan trong sir dung

— Trong boc khéa bang thudt todn mi hoa d6i xtmg phai sir dung mét trong cac ché do sau:
KW, KWP, CCM, GCM.

— Céac khoa mét ma chi dugc sir dung cho mot muc dich, khong dugce phép su dung chung
khéa dé mi hoa khéa va ma hoa dit liéu.

— Dbi v&i ché @6 CBC, chi duge phép sir dung dé giai ma dir liéu cii, khéng dung dé ma hoa

dir liéu moi.

3 QUY PINH VE QUAN LY
3.1 Cac mrc gidi han cua ddc tinh k¥ thudt mat ma quy dinh tai quy chuin nay 1a cac chi tiéu

an toan phyc vu quan 1y theo quy dinh vé quan ly chét lwong san pham, dich vy méat ma dan su.

3.2 Cong bd hop quy, chimg nhan hep quy, kiém tra chat lugng san phidm theo Théong tu s6
28/2012/TT-BKHCN ngay 12/12/2012 cua B khoa hoc va Cong nghé quy dinh vé cong bd hop
chuén, cong bb hop quy va phuong thirc danh gia su phu hop va Thong tu s6 02/2017/TT-BKHCN
ngay 31/3/2017 cua Bd khoa hoc va Cong nghé stra dbi, bd sung mot s6 diéu cia Thong tu s6
28/2012/TT-BKHCN ngay 12/12/2012 véi tiéu chuin, quy chuin ky thudt, trong quy chuin nay
duogc thyce hién theo phuong thirc 1; Quan ly cong b6 hop quy dya trén két qua chimg nhan cua td
chirc chirng nhén dugc chi dinh theo quy dinh cta phap luit.

3.3 Déu hop quy dugc st dung truc tiép trén san phim hoic trén bao géi hoic trén nhin gin

trén san pham hodc trong chimg chi chét luong, tai liéu k¥ thudt cia san pham.

3.4 Ban Co yéu Chinh phu xem xét thira nhén két qua danh gia sy phu hop do t6 chirc danh
gi4 sy phu hgp nude ngoai thyc hién déi voi cac san phim mat ma dan sy thude trach nhiém quan
1y theo quy dinh.

4 TRACH NHIEM CUA TO CHUC, CA NHAN

4.1 Cuc Quan ly mat ma dan sy va Kiém dinh san phim mat mi - Ban Co yéu Chinh phu la

co quan tiép nhan cong bd hop quy, kiém tra nha nudc vé chat lwgng san phdm mat ma dan su.

2
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4.2 Céc tb chire st dung san phém, dich vu mat ma dan sy co trach nhiém dam bao tuin thu
quy chuan nay va chiu su kiém tra clia co quan quan 1y nha nudce theo céc quy dinh cua phap luét

hién hanh.

4.3 Cac t6 chtrc ¢ hoat dong san xudt, kinh doanh san phém, dich vu mat ma dan sy thuc pham
vi diéu chinh cia quy chuan nay c6 trach nhiém thuc hién cac quy dinh vé chimg nhan, cong bd hop

quy va chiu s kiém tra ctia co quan quan 1y nha nudc theo cac quy dinh cua phap luat hién hanh.

5 TO CHUC THU'C HIEN

5.1 Ban Co yéu Chinh pha giup Bo treong Bo Qudc phong ra soat, stra doi, bd sung hodc

ban hanh thay thé quy chudn nay dé dam bao phu hop vai thyuc tién va dap tng yéu cau quan 1y.

5.2 Cuc Quan Iy mat ma dan sy va Kiém dinh san phdm mat mi - Ban Co yéu Chinh phu co

trach nhiém huéng dan, té chire trién khai quan ly k¥ thuat mat ma theo quy chuan nay.

5.3 Thanh tra, kiém tra san pham, dich vu mat ma dan su dugce co quan quan 1y nha nudce co

thim quyén tién hanh dinh ky hang nim hodc dot xuét.

5.4 Trong trwong hop cac van ban quy pham phap luat quy dinh tai quy chuan ky thuét nay
c6 su thay d6i, bd sung hoidc dugc thay thé thi thyc hién theo cac van ban méi. Trong truong hop
céc tiéu chudn duogc vién din trong quy chudn ndy co su thay doi, bd sung, thay thé thi thyc hién

theo huéng dan cia By Qudc phong./.
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PHU LUC

DANH MUC H:wc CHUAN KY THUAT MAT MA AP DUNG w>ﬂ BUQC CHO MO-DUN AN TOAN

PHAN OQZQ TRONG HOAT PONG DINH DANH VA XAC THUC DIEN Hq
(Kém theo Thong tu s6 07/2026/TT-BOP ngay 20 thang 01 nam 2026 cia Bé truong Bo Quéc phong)

I. Quy dinh Danh muc tiéu chuin ky thuit mat ma ap dung bit budc cho mo-dun an toan phin cirng trong hoat
dong dinh danh va xac thuc dién tw

Loai Ky hi¢u : . o
STT " P N § Tén day du cia tiéu chuan Quy dinh ap dung
tiéu chuan tiéu chuan
Tiéu chuin vé dic tinh k¥ thuit mit ma
TCVN Cong nghé thong tin - Ky thuat | - Ap dung it nhat mot trong hai ti€éu chuan
14263-2024 an toan - Thuat toan md khbi | TCVN 14263:2024, TCVN 11367-3:2016
' MKV. (ISO/IEC 18033-3:2010) va it nhat mot trong
TCVN 11367- X o . ~_|batiéu chuén vé ché d6 hoat dong ciia ma khéi.
3:2016 Cong ngh¢ thong tin - Cac k¥ |_ s dyng mot trong cac thuat toan MKV,
(ISO/IEC thuat an toan - H_E,E“ toan mat AES, Kuznyechik.
. .z 18033-3-2010) | ™4~ Phan 3: Ma khoi. - Pbi véi thuat toan MKV
i e v + Sir dung khoa c6 kich thude 1a 128 bit, 192
1 |xtmg va ché dé | TCVN . SU QUNg XNOe u
hoat dong 12213-2018 Cong nghé thong tin — Céc k¥ bit hodc 256 bit; )
. ‘ thuat an toan — Ché d6 hoat dong | * Str dung mdt trong cac ché do: CFB, OFB,
(ISOARC clia mi khdi n-bit trong CNTT. | GCM, CCM, CTR, XTS.
10116:2017). - Déi véi thudt toan AES:
RFC 7801 GOST R 34.12-2015: Block + Str dung khoa c6 kich thude 1a 128 bit, 192
Cipher "Kuznyechik" bit hodc 256 bit; ‘
RFC 9058 Multilinear Galois Mode + Str dung mot trong cac ché do: CFB, OFB,
(MGM) GCM, CCM, CTR, XTS.




Loai Ky hiéu " R g .
STT ) x . s Tén day du cta tiéu chuan Quy dinh ap dung
tiéu chuan tiéu chuan
An toan thong tin - Ma hoa co str | - Déi véi thuat toan Kuznyechik:
ISO/IEC dung xac thyc (Information |+ St dung khoa c6 kich thude la 256 bit;
19772:2020 security - Authenticated | + Str dung mot trong cac ché do: CFB, OFB,
encryption) MGM, CTR.
Recommendation for Block
NIST Special | Cipher Modes of Operation: The
Publication XTS-AES Mode for
800-38E Confidentiality —on  Storage
Devices
Cong nghé thong tin — Cac k¥ | Ap dung mot trong cac thudt todn mit ma sau:
TCVN 11367- ﬁ?ﬁmﬂu an MO...WS = ‘H,—ﬁhmﬁ toan BWH i wmw véi thuat toan RSA:
2:2016 MWPM Phan 2: Mat ma phi doi 12048 < nlen < 3072
+ Ap dung luge d5 RSAES-OAEP dé ma hoa
PKCS #1 S Crnlat B, | e SSAERA
il o ryptography Standar@ | 51 vsi thust toan ECDSA, ECDH va
z@ﬁ ma mu_ﬁ do1 ECIES:
2 e chir ky +250 < nlen < 384
. + Ap dung ECDH dé phan phoi khoa, ECDSA
ANSI  X9.62- wc_u:.o Wo.% Og.ﬁomﬂmwg\ for | 44 ky va ECIES dé m3 hoa dit lidu.
2005 the m:&zﬂ& Services Fammﬁﬁ - P&i v6i thuat toan FFDH:
The Elliptic Curve Digital
Signature Algorithm (ECDSA) | T 2048 <L <3072,
+256 <N <384.

+ Ap dung FFDH & phén phoi khoa.




Loai Ky hi¢u 5 2
STT . . Tén day du caa tiéu chuan Quy dinh ap dung
tiéu chuan tiéu chuan
TCVN 11816- Cong nghé thong tin - Céc ky | Su dung mot trong cac thuat toan sau:
32017 thuat an toan - Ham bam - Phan | SHA-256, SHA-384, SHA-512-256, SHA-512,
. 3: Ham bam chuyén dung SHA3-256, SHA3-384, SHA3-512, GOST R
3 | Thudt toan bam SHA-3 Standard: Permutation - | 34.11-2012.
; FIPS PUB 202 | Based Hash and Extendable -
Output Functions
RFC 6986 QOmH R 34.11-2012: Hash
Function
Cong nghé thong tin - Cac ky | St dung mot trong cdc thuat toan sau:
TCVN 11495- ::,h.,: an toan - Ma Mwo thuc | HMAC-SHA-256-128,  HMAC-SHA-256,
12016 ﬁro.:m diép (MAC) - Phéan 2: Co | HMAC-SHA-384-192, HMAC-SHA-384,
4 Thuat toan xéac| ché str dung ham bam chuyén | HMAC-SHA-512-256, HMAC-SHA-512,
thue thong diép dung. HMAC-SHA3-256, HMAC-SHA3-384,
SHA-3 Standard: Permutation - | HMAC-SHA3-512.
FIPS PUB 202 |Based Hash and Extendable-
Output Functions
Recommendation for Password | Ap dung PBKDF2, phién ban 2.0 tré 1én (néu
s |Ham din xuét | NIST SP 800- | -Based Key cd).
khoa 132 Derivation Part 1: Storage
Applications
TCVN Céc k¥ thuat an toan - B9 tao bit Ap dung mdt trong bdn tiéu chuan va sit dung
12853:2020 ngau nhién mdt trong cac bd tao bit ngau nhién sau:
¢ |BO tao bit ngau Recommendation for Random | Hash DRBG, HMAC_DRBG,
nhién NIST SP 800- | Number Generation Using | CTR_DRBG (AES), MS_DRBG,
90A Deterministic Random Bit | MQ DRBG, XOR-NRBG, Oversampling-

Generators

NRBG.




Loai Ky hiéu g "
STT ) 2 . 3 Tén day da cua tiéu chuan Quy dinh ap dung
tiéu chuan tiéu chuan
Recommendation for Random
NIST 5P 800-| gy Generator (RBG)
90C .
Constructions
A proposal for:
AIS-31 Functionality classes for random
number generators
Lua &% cc Recommendation for Block | Cac tham s6 an toan phai ap dung AES ché do
7 U P SP800-38F Cipher Modes of Operation: | KW hoac KWP dé ma hoa khi luu giit trén
Methods for Key Wrapping thiét bi.
Giao dién lap Cryptographic Token Interface | Phién ban 2.2 tr¢ 1€n
8 V4 PKCS#11 : :
trinh rng dung Base Specification
I1. Quy dinh vé ma HS cia mé-dun an toan phin cimg
Tén san pham, ]
STT | hang héa theo quy | M4 ta dic tinh k§ thuit mat ma Ma HS Mo ta san pham hang hoa
dinh cta Thong tu
Sin phim mit k| ﬂmo san Frmﬁz:osm ry@ thong PKI 8471.30.90 May xur ly dit liéu ty dong va cac khéi chirc
- b , | sir dung mat ma bao gom: nang cua chung; dau doc tir tinh hodc dau
dan su thudéc nhom , 8471.41.90 | 4 i ¢ dit licu 12
I | san phm sinh khoa |~ Module bio mat phin cing Al oc quang hoc, may ruyén a: iéu lén cac
mét m, quan 1y hogic | HSM (Hardware Security | 8471.49.90 wr:osm tién HEwoMr dir ligu _:Q_ dang ma
Iwru trit khéa mat ma. | Module): ¢6 chirc nang sinh khéa | 8471.80.90 6a va may xtr Iy nhimg dir licu smva chua
mét ma, luu trit va quan 1y khéa dugce chi tiét hodc ghi & noi khac gom:




Tén san pham,
STT | hang héa theo quy | Mé ta dic tinh ky thuat mit ma
dinh cia Thong tu

Ma HS

mat ma, ching thu s6, ky va kiém
tra chir ky so.

PKI Token (PKI USBToken,
PKI Smartcard, SimPKI): c6 chure
smsm sinh khoa mét m, luu trr va
quan ly khoa mat ma, chung thu s0,
ky va kiém tra chir k¥ so.

- Céc san pham c6 chirc ning sinh
khda mat ma, quan ly hodc luu trir
khoa mét ma khong thudc hé théng
PKI.

- Loai khéac cua hang hoa la may xu ly dir
liéu ty dong loai xach tay, cé trong _qo,sm
khong qua 10 kg, gdm it nhét mot don vi xur
ly dit ligu trung tdm, mot ban phim va mdt
man hinh;

- Loai khac cua hang héa chira trong cung
mot vo ¢6 it nhat mdt don vi xur 1y trung
tam, mot don vi nhap va mot don vi xuét,
két hop hodc khong két hop véi nhau;

- Loai khac, & dang hé Emsmw

- Loai khac cta hang hoéa la cac bd may
khac ctia may xur 1y dir liéu tu dong.

Giai thich chir viét tat va ky hiéu:

Chir viét tat Tén tiéng Anh Tén tiéng Viét
AES Advanced Encryption Standard Tiéu chuAn ma héa tién tién
CCM Counter with Cipher Block Chaining Message Ché d6 bd dém véi xac thuc thong béo kieu CBC

Authentication Code

CFB Cipher Feedback Mode

Ché d6 phan hoi ban ma

CTR Counter Mode

Ché d6 bd dém




Chir viét tit Tén tiéng Anh Tén tiéng Viét
CTR_DRBG Counter - Deterministic Random Bit Generator B0 tao bit cmw& nhién tat dinh dua trén bd dém
DRBG Deterministic Random Bit Generator B4 tao bit ngau nhién tit dinh
ECDSA Elliptic Curve Digital Signature Algorithm Thuét toan chit ky sé dua trén duong cong Elliptic
ECIES Elliptic Curve Integrated Encryption Scheme Lugc d6 ma hoa tich hop duong cong Elliptic
GCM Galois/Counter Mode Ché d9 bd dém Galois
GOST Gosudarstvenny Standart Tiéu chuin qudc gia Lién bang Nga
Hash DRBG Hash Deterministic Random Bit Generator B6 tao bit ngau nhién tat dinh dua trén ham bam
HMAC Hashed Message Authentication Code M3 x4c thuc thong bao dua trén ham bam
HMAC DRBG | HMAC - Deterministic Random Bit Generator Bo tao bit ngau nhién tat dinh dya trén HMAC
HS Harmonized Commodity Description and Coding Hé thong hai hoa md ta va ma hoa hang hoa

System

KW Key Wrap Boc khoa
KWP Key Wrap with Padding Boc khoa véi dém dir liu
MGM Multilinear Galois Mode Ché do Galois da tuyén tinh

MKV

M3 khéi Viét Nam




Chir viét tit Tén tiéng Anh Tén tiéng Viét
MQ DRBG Multivariate Quadratic Deterministic Random Bit B6 tao bit ngau nhién tat dinh da bién bac hai
Generator

MS DRBG Micali-Schnorr Deterministic Random Bit Generator | Bo tao bit ngau nhién tat dinh Micali-Schnorr

NIST National Institute of Standards and Technology Vién Tiéu chuan va Ky thuat qudc gia (Hoa Ky)

NRBG Non-deterministic Random Bit Generator B tao bit ngiu nhién bat dinh

OFB Output Feedback Mode Ché d6 phan hoi dau ra

. Bo tao bit ngdu nhién bat dinh theo cau trac

NRBG plng Oversampling. Pugc trinh bay trong tai liéu SP
800-90C cua NIST.

PBKDF2 Password-Based Key Derivation Function 2 Ham din xuét khoa dua trén mat khau 2

PKCS Public Key Cryptography Standards Céc tiéu chuin mat ma khoa cong khai

QCVN Quy chuan ky thuat qudc gia

RSA Rivest - Shamir - Adleman Tén chia hé ma do ba nha toan hoc Rivest, Shamir
va Adleman phat minh

SHA Secure Hash Algorithm Thuét toan bam an toan

SP Special Publication M,B‘ w:m:: dac biét (Vién Tiéu chuin va KV thuat
quoc gia Hoa Ky)

TCVN Tiéu chuin qubc gia




Chir viét tat Tén tiéng Anh Tén tiéng Viét
Bo tao bit ngiu nhién bat dinh theo ciu trac XOR.
AOR-NEHG Puogc trinh bay trong tai liéu SP 800-90C cua NIST.
XTS XEX-based tweaked-codebook mode with ciphertext Ché d6 ma khéi XTS
stealing
Ky hiéu i
nlen Déi v6i thuat toan RSA: nlen 12 dd dai modulo theo bit;
Pbi véi thuat toan ECDSA: nlen 1a do dai theo bit ciia cap clia phan tir sinh
L Déi véi thuat toan FFDH: L 13 d6 dai ciia tham sé mién p theo bit
N

Déi véi thuat toan FFDH: N 1a do dai cia tham sd mién g theo bit




CONG HOA XA HOI CHU NGHIA VIET NAM

SUA POI 1:2026 QCVN 12:2022/3QP

QUY CHUAN KY THUAT QUOC GIA
VE PAC TINH KY THUAT MAT MA SU DUNG TRONG CAC SAN PHAM
MAT MA DAN SU THUQC NHOM SAN PHAM BAO MAT LUONG IP
SU DUNG CONG NGHE IPSEC VA TLS

Amendment 1:2026 QCVN 12:2022/BQP
National technical regulation on cryptographic technical specification used in civil

cryptography products under IP security products group with IPsec and TLS

HA NOI - 2026



SUA POI 1:2026 QCVN 12:2022/BQP

Loi néi diu
SUA POI 1:2026 QCVN 12:2022/BQP do Ban Co yéu Chinh phii bién soan, Ban Co yéu Chinh phu

trinh duyét, B6 Khoa hoc va Cong nghé tham dinh, Bo truong Bo Quéc phong ban hanh theo kém
Thong tu ) 07/2026/TT-BQP ngay 20 thang 01 nam 2026.

Sira d6i 1:2026 QCVN 12:2022/BQP chi bao gdm ndi dung stra ddi, bd sung mot sé quy dinh cia
QCVN 12:2022/BQP. Céc ndi dung khéng dwoc néu tai Stra ddi 1:2026 nay thi tiép tuc ap dung
QCVN 12:2022/BQP ban hanh kém theo Thong tu sé 23/2022/TT-BQP ngiy 04/4/2022 cia B
truong Bd Qudc phong.



SUA POI 1:2026 QCVN 12:2022/BQP

SUA POI 1:2026 QCVN 12:2022/BQP
QUY CHUAN KY THUAT QUOC GIA VE PAC TINH KY THUAT MAT MA SU DUNG
TRONG CAC SAN PHAM MAT MA DAN SU THUQC NHOM SAN PHAM BAO MAT
LUONG IP SU DUNG CONG NGHE IPSEC VA TLS

Amendment 1:2026 QCVN 12:2022/BQP
National technical regulation on cryptographic technical specification used in civil cryptography

products under IP security products group with IPsec and TLS

1 QUY PINH CHUNG

Thay thé muc 1.3 Tai li¢u vi¢n dan nhu sau:

“1.3 Tai liéu vi¢n din

Céc tai liéu vién dan sau 13 cin thiét cho viéc ap dung quy chuan nay. Trudng hop céc tai ligu
vién dan dugc stra ddi, bd sung hodc thay thé thi ap dung phién ban moi nhét.

TCVN 11367-3:2016 (ISO/IEC 18033-3:2010) "Céng nghé théng tin - Cac ky thudt an toan -
Thudt todn mdt ma - Phan 3: M@ khoi".

TCVN 12213:2018 (ISO/IEC 10116:2017) “Céng nghé thong tin - Cac ky thudt an toan - Ché
dé hoat déng ciia md khoi n-bit".

TCVN 12853:2020 (ISO/IEC 18031:2011 With amendment 1:2017) “Céng ngh¢ thong tin -
Cadc ky thudt an toan - B tao bit ngau nhién".

TCVN 11816 (ISO/IEC 10118) “Céng nghé thong tin - Cac ky thudt an toan - Ham bam -
Phan 3: Ham bam chuyén dung".

TCVN 11495-1:2016 (ISO/IEC 9797-1:2011) "Cédng nghé thong tin - Cac ky thuat an toan -
Ma xdc nhdan thong diép ™.

QCVN 12:2022/BQP “Quy chuan kjj thudt quoc gia vé dac tinh ky thudt mdt ma si dung
trong cac san pham mdt ma déan sy thugc nhom san pham bdo mdt luéng IP sir dung cong nghé IPSec
va TLS.”

TCVN 14263:2024 “Céng nghé théng tin - Ky thudt an toan - Thudt toan ma khoi MKV.

National Institute of Standards and Technology, FIPS 186-5 “Digital Signature standard
(DSS) ", February 2023,

National Institute of Standards and Technology, FIPS 186-4 “Digital Signature Standard
(DSS)”, July 2013.



SUA POI 1:2026 QCVN 12:2022/BQP

National Institute of Standards and Technology, FIPS 180-4 “Secure Hash Standard (SHS) ",
August 2015.

National Institute of Standards and Technology, FIPS 198-1 “The Keyed-Hash Message
Authentication Code (HMAC) ", July 2008.

National Institute of Standards and Technology, FIPS 202 “SHA-3 Standard: Permutation-

Based Hash and Extendable-Output Functions", National Institute of Standards and Technology,
August 2015.

[RFC 4309): “Using Advanced Encryption Standard (AES) CCM Mode with [Psec
Encapsulating Security Payload (ESP)”, Internet Engineering Task Force (IETF), December 2005.

[RFC 7091]: "GOST R 34.10-2012: Digital Signature Algorithm", Internet Engineering Task
Force (IETF), December 2013.

[RFC 6986]: "GOST R 34.11-2012: Hash Function", Internet Engineering Task Force (IETF),
December 2013.

[RFC 7801]: “GOST R 34.12-2015: Block Cipher “Kuznyechik", Internet Engineering Task
Force (IETF), March 2016.

[RFC 9058]: “Multilinear Galois Mode (MGM)", Internet Engineering Task Force (IETF),
June 2021.

[RFC 3566): “The AES-XCBC-MAC-96 Algorithm and Its Use With I[Psec”, Internet
Engineering Task Force (IETF), September 2003.

[RFC 4494]: "The AES-CMAC-96 Algorithm and Its use with IPsec”, Internet Engineering
Task Force (IETF), June 2006.

[RFC 4868): “Using HMAC-SHA-256, HMAC-SHA-384, and HMAC-SHA-512 with IPsec”,
Internet Engineering Task Force (IETF), May 2007.”

Thay thé muc 1.5 Chir viét tit nhu sau:

"1.5 Chir viét tit

Chir viét tit Tén tiéng Anh Tén tiéng Viét

AES Advanced Encryption Standard Tiéu chuén ma héa tién tién

AH Authentication Header Xac thuc header

CCM Counter with Cipher Block Chaining  Ché dd by dém véi x4c thyc thong béo
Message Authentication Code kiéu CBC

3



CIR

CTR_DRBG

DRBG
EC

ECDH

ECDSA

ESP

FFDH

FIPS

GCM
GOST

Hash_DRBG

HMAC

HMAC_DRBG

IKE
IP
[Psec
MGM
MKV

MQ DRBG

Counter Mode

Counter - Deterministic Random Bit

Generator
Deterministic Random Bit Generator
Elliptic Curve

Elliptic Curve Diffie-Hellman

Elliptic Curve Digital Signature
Algorithm

Encapsulating Security Payload

Finite-Field Diffie-Hellman

Federal Information Processing

Standards
Galois/Counter Mode
Gosudarstvenny Standart

Hash Deterministic Random Bit

Generator

Hashed Megsage Authentication
Code

HMAC - Deterministic Random Bit

Generator

Internet Key Exchange
Internet Protocol

Internet Protocol Security

Multilinear Galois Mode

Multivariate Quadratic Deterministic

Random Bit Generator

SUA POI 1:2026 QCVN 12:2022/BQP

Ché d6 bd dém

Bo tao bit ngiu nhién tit dinh duya trén

bo dém
B0 tao bit ngau nhién tat dinh
Duong cong Elliptic

Trao ddi khoa Diffie-Hellman dua trén

duong cong Elliptic

Thuét toan chit ky s6 dua trén dudng

cong Elliptic

Doéng goi an toan dir li¢u

Trao ddi khoa Diffie-Hellman dya trén
truong hiru han

Tiéu chudn xu Iy thong tin lién bang
(Hoa Ky)

Ché 6 bo dém Galois

Tiéu chudn quédc gia Lién bang Nga
B tao bit ngiu nhién tit dinh dya trén
ham bam

Mi xac thuc thong bao dua trén ham
bam

B0 tao bit ngdu nhién tat dinh duya trén
HMAC

Giao thire trao ddi khoa trén Internet
Giao thirc Internet

Giao thirc bao mat mang IP

Ché dd Galois da tuyén tinh

M khéi Viét Nam

B tao bit ngiu nhién tit dinh da bién

bac hai



MS_DRBG

NIST

NRBG

RFC

RSA

SHA

SP

TLS
TCVN

VPN

”

Micali—Schnorr Deterministic

Random Bit Generator

National Institute of Standards and

Technology

Non-deterministic Random Bit

Generator
Request for Comments

Rivest — Shamir — Adleman

Secure Hash Algorithm

Special Publication

Transport Layer Security

Virtual Private Network

Thay thé muc 1.6 Ky higu nhu sau:

"1.6 Ky hiéu

SUA POI 1:2026 QCVN 12:2022/BQP

B6 tao bit ngAu nhién tit dinh Micali—

Schnorr

Vién Tiéu chuin va Cong nghé qubc
gia (Hoa Ky)

B6 tao bit ngdu nhién bat dinh

Dic ta ky thuat do t6 chire IETF cong bé

Tén ctia hé ma do ba nha toan hoc

Rivest, Shamir va Adleman phat minh
Thuét toan bam an toan

An pham dic biét (Vién Tiéu chuén va
Ky thuit qudc gia Hoa Ky)

Bao mat tang giao vén

Tiéu chuén qubc gia

Mang riéng ao

Ky hiéu M5 té
nlen Do dai modulo theo bit hodac dd dai theo bit cua cép cua phﬁn tir sinh
L Déi voi thuat toan FFDH: L 14 d6 dai caa tham sé mién p theo bit
N Déi véi thuat toan FFDH: N 1a d6 dai ciia tham s6 mién q theo bit
2
2 QUY PINH KY THUAT

Thay thé muc 2.1 nhu sau:

"2.1 Quy dinh chung

- Dbi v6i céc san pham mat mi dan sy str dung cong nghé IPsec VPN chi dugc phép sir dung

giao thirc trao d6i khoa IKE phién ban 2 (IKEv2) tré én, giao thirc dong goi ESP.
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- Dbi v6i cac san phdm mat ma dan sy sir dung cong nghé TLS VPN chi dugc phép sir dung

giao thirc phién ban TLS 1.2 tr¢ 1én."

Thay thé muc 2.2.1.1 nhur sau:

"2.2.1.1 Thuit toin mit mi d6i ximg

- St dung thudt toan trong danh sach sau:

Tham chiéu

STT Thuit toan
1 MKV [TCVN 14263:2024]
2 AES [TCVN 11367-3]
_ [GOST R 34.12-2015],
3 Kuznyechik
[RFC 7801]
Thay thé muc 2.2.1.2 nhu sau:
"2.2.1.2 Thuit toin mat ma phi ddi xtimg
- Str dung thudt toan trong danh sach sau:
STT Thuit todn Tham chiéu
[FIPS 186-5],
1 RSA
[SP 800-56B Rev. 2]
[SP 800-56A Rev. 3],
[RFC 2631],
2 FFDH
[RFC 3526],
[RFC 7919]
[FIPS 186-5],
3 ECDSA [RFC 60901,
[SP 800-186]
[FIPS 186-5],
4 ECDH [SP 800-56A Rev. 3],
[SP 800-56C Rev. 2]
5 GOST R34.10-2012 [RFC 7091]




Thay thé muc 2.2.1.3 nhw sau:
"2.2.1.3 Thuit toan bim

- Str dung thuat toan trong danh sach sau:

SUA POI 1:2026 QCVN 12:2022/BQP

STT

Thuit toan

Tham chiéu

SHA-256, SHA-384, SHA-512/256, SHA-512

[FIPS 180-4],

[TCVN 11816-3]

2 | SHA3-256, SHA3-384, SHA3-512 [FIPS 202]
3 GOSTR 34.11-2012 [RFC 6986]
Thay thé muc 2.2.2.1 nhw sau:
"2.2.2.1 Thuit toin mat ma doi ximg
Kich thwérc Cic ché dj cho phép Sir dung
STT Thuit toan g
khoa theo bit sir dung dén nam
128 2028
I MKV GCM, CCM, CTR
192, 256 2030
128 2028
2 AES GCM, CCM, CTR
192, 256 2030
3 Kuznyechik 256 MGM, CTR 2030
CHU THICH:

D&i véi thuat todn MKV, do dai tham s, cc chu trinh tao khoa, by tham s cu thé trong quy chudn nay ap
dung theo TCVN 14263:2024.

Déi véi thuit toan AES, do dai tham s6, cu tric thudt toan va céc chu trinh tao khéa trong quy chuén nay
ap dung theo TCVN 11367-3:2016.

Dbi véi thuit toan Kuznyechik, dd dai tham s6, cac chu trinh tao khoa, bd tham sb cu thé trong quy chuén
nay ap dung theo GOST R 34.12-2015 (RFC 7801).

Cac ché @9 hoat dong ctia ma khdi trong quy chuén nay 4p dung theo TCVN 12213:2018, SP 800-38C,
SP 800-38D, SP 800-38E, SP 800-38F, RFC 9058.
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Thay thé muc 2.2.2.2 nhu sau:

"2.2.2.2 Thuit toan mit mi phi ddi ximg

R Str dung
STT Thuit toin Kich thuwdc tham so theo bit i
dén nam
2048 <nlen < 3072 2028
1 RSA
nlen = 3072 2030
2048 < L <3072,
2 FFDH 2030
256 <N<384
ECDH,
3 250 < nlen <384 2030
ECDSA
B GOST R 34.10-2012 nlen > 256 2030
CHU THICH:

Pbi véi RSA va ECDSA, cac tiéu chuén cho tham sb an toan, cac thuit toan sinh khoa va cac bd tham sb

cu thé trong quy chuin ap dung theo FIPS 186-5.

Bai véi FFDH, cac tiéu chuan cho tham so an toan, cac thuat toan sinh khoa va cac bd tham so cu thé trong

quy chuan ap dung theo NIST SP 800-56A Rev.3.

Ddi v&i ECDH, cac tiéu chudn cho tham s an toan, céc thudt toan sinh khéa va cac bo tham s cu thé trong
quy chuén ap dung theo NIST SP 800-56A Rev.3 va NIST SP 800-56C Rev. 2.

Dbi véi GOST R 34.10-2012, cac tiéu chudn cho tham sé an toan, cac thuét toan sinh khoa va cac bo tham

s6 cu thé trong quy chuén nay ap dung theo GOST R 34.10-2012 (RFC 7091).

n

Thay thé muc 2.2.2.3 nhwr sau:

"2.2.2.3 Thuat toan bam

STT Thuit todan Sir dung dén nim
1 | SHA-256, SHA-384, SHA-512/256, SHA-512 2030
2 | SHA3-256, SHA3-384, SHA3-512 2030
3 | GOSTR 34.11-2012 2030
CHU THICH:

Do6i véi GOST R 34.11-2012, céc tiéu chuin cho tham s6 an toan va cac bd tham s6 cu thé ap dung theo
GOST R 34.11-2012 (RFC 6986).
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Sira d6i muc 2.2.2.4 nhu sau:

Piéu chinh thoi han sir dung tir nam “2027” thanh nam “2030”.

Thay thé muc 2.3.1 nhw sau:

"2.3.1 Quy dinh vé an toan sir dung trong giao thirc IPSec

“- Khong dugc phép sir dung giao thire AH.

- Khong dugc phép sir dung giao thitc ESP chi c6 co ché xac thuc dit lidu.

- Sur dung giai phap bao vé khoa dugce luu trir dang tép trén thiét bi (néu c6).”
Thay thé muc 2.3.2 nhw sau:

“. Khong duoc phép trao dbi khoa dua trén thuit toan Diffie-Hellman trén truong hitu han

sir dung khoa ¢b dinh (Static Diffie-Hellman).
- Sir dung dinh dang ching thu s6 X.509 v3 cho TLS (néu co).
- St dung giai phap bao vé khoa dugc hwu trir dang tép trén thiét bi (néu co).
- Khéng dugc phép sir dung phian mé rong Heartbeat.
- Yéu cau b sung ddi voi phién ban TLS 1.3:
+ Khong dugc phép sir dung ché do MAC-then-Encrypt (Non-AHEAD Ciphers).
+ Khong dugc phép trao ddi khoa sir dung thuit toan RSA.

+ Khéng duge phép st dung luge dd ky s6/ xac thue RSASSA-PKCS1-vl_5.”

3 QUY PINH VE QUAN LY
Thay thé muc 3 nhu sau:

"3.1 Cac murc gidi han cta dic tinh k¥ thudt mat ma quy dinh tai quy chuén nay 14 cac chi tiéu
an toan phuc vu quan 1y theo quy dinh vé quéan 1y chit lwgng san phdm mat ma dan sy duge quy dinh

cua phap luat.

3.2 Cong bd hop quy, chimg nhan hgp quy, kiém tra chét lugng san phim theo Thong tur so
28/2012/TT-BKHCN ngay 12/12/2012 ctia B khoa hoc va Cong nghé quy dinh vé cong bd hop chuin,
cong bd hop quy va phuong thirc danh gia sy phi hop va Thong tu s6 02/2017/TT-BKHCN ngay
31/3/2017 ciia Bo khoa hoc va Cong nghé sira ddi, bd sung mot s didu ciia Thong tu s 28/2012/TT-
BKHCN ngay 12/12/2012 véi tiéu chuan, quy chudn k¥ thuat, trong quy chuén nay duge thuc hién
theo phuong thire 1; Quan 1y céng bd hop quy dua trén két qua ching nhan cua t6 chirc chirg nhan

duogc chi dinh theo quy dinh cua phép luat.
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3.3 Dau hop quy duoc sir dung truc tiép trén san phdm hodc trén bao g6i hodc trén nhan gin
trén san pham hogc trong ching chi chat lugng, tai liéu ky thuat ctia san phim.

3.4 Ban Co yéu Chinh pht xem xét thira nhan két qua danh gia su phu hop do t6 chirc danh
gia su phit hop nuéc ngoai thue hién dbi véi cac san phdm mat ma dan su thudc trach nhiém quan ly

theo quy dinh.”
4 TRACH NHIEM CUA TO CHUC, CA NHAN
Thay thé Piéu 4 nhu sau:
“4 TRACH NHIEM CUA TO CHUC, CA NHAN

4.1 Cyc Quan ly mét mi dan su va Kiém dinh san phim mat mi - Ban Co yéu Chinh phu 1a
co quan tiép nhan cong bd hop quy, kiém tra nha nudc vé chit lugng san pham mat ma dan su.

4.2 Céac td chirc, ca nhan c6 hoat dong san xuat, kinh doanh san phém mat ma din sy thudc
pham vi diéu chinh ctia quy chuén nay cé trach nhiém thuc hién cac quy dinh vé chimg nhén, cong

b hop quy va chiu si kiém tra cta co quan quan ly nha nudc theo cac quy dinh hién hanh.”

5 TO CHUC THU'C HIEN
Thay thé Piéu 5 nhw sau:

"5.1 Ban Co yéu Chinh phu giup B truong Bd Qudc phong ra sodt, sira ddi, bd sung hodc

ban hanh thay thé quy chuin nay dé dam bao phi hgp véi thyc tidn va dap (g yéu cau quan ly.

5.2 Cuc Quan Iy mat ma dan sy va Kiém dinh san phim mat ma - Ban Co yéu Chinh phu c6 trach

nhiém hudng dan, t6 chirc trién khai quan ly ky thuat rmat ma theo quy chudn nay.

5.3 Thanh tra, kiém tra san phim mat ma dan sy dugc co quan quan 1y nha nudc c6 thim

quyén tién hanh dinh ky hang ndm hodc dot xuét.

5.4 Trong trudng hop cac vin ban quy pham phép ludt quy dinh tai quy chudn k¥ thuét nay co
su thay d6i, bd sung hodc duge thay thé thi thuc hién theo cac vin ban méi. Trong truong hop céac
tiéu chuén dugc vién din trong quy chuén nay co sy thay ddi, bd sung, thay thé thi thuc hién theo

huéng dan ciia B6 Qubc phong./."

PHU LUC A
Thay thé Phu luc A nhu sau:
"PHU LUC
(Quy dinh)

10
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QUY PINH VE MA HS CUA SAN PHAM BAO MAT LUONG IP SU DUNG CONG NGHE
IPSEC VA TLS

STT

Tén san
phim, hang
hoa theo
QCVN

M0 ta dic tinh k¥

thuit mit ma

Mai HS

Mo ti san phidm hang héa

01

02

03

04

05

06

San pham
bao mat

ludng IP

San pham sir dung
cong ngh¢ VPN co
(IPSec
VPN, TLS VPN) dé

dam bao an toan,

bao mat

bao mat cho dir li¢u
truyén nhdn trén
modi trudng mang
IP. Trong do6, su
dung cac thudt toan
mi hoa dbi ximg,
thudt toan md hoa
phi dbi xing, thuat
toan ky s, ham
bam mat ma dé bao
mat, xac thuc cac
thong tin truyén
nhan

treong mang IP.

trén  mo1

8471.30.90

May xir Iy dir liéu tw dong va cac khoi
chirc ning cua chiing; may truyén dir
lidu 1én cac phwong tién truyén dén dir

liéu duoi dang hang hoa va may xur ly

8471.41.90

nhitng di liéu nay, chua dugc chi tiét
hay ghi & noi khac gom:
- Loai khéc cua hang hoa la may xu 1y

dir li¢u tu dong loai xach tay, co trong

8471.49.90

lwong khong qua 10 kg, gdm it nhat
mét don vi xur Iy dir liu trung tam,
mot ban phim va mot man hinh;

- Loai khac cua hang hoa chira trong
cung madt vo ¢o it nhit mot don vi xu
ly trung tdm, mot don vi nhdp va mot
don vi xudt, két hop hodc khong két
hop vo1 nhau;

- Loai khéc, & dang hé thong.

8517.62.42

Thiét bi dung cho hé thong hiru tuyén
song mang hodc hé thong hiru tuyén
ky thuat sé ctia hang hoa la may thu,

ddi va truyén hoac tai tao am thanh,

8517.62.43

hinh anh hodc dang dir li¢u khac, ké
ca thiét bi chuyén mach va thiét bi

dinh tuyén gbém:

8517.62.49

- B§ tép trung hodc bd don kénh;
- Bo diéu khién va bo thich ung
(adaptor), ké ca cong ndi, cau ndi, bd

dinh tuyén va cac thiét bi twong tu

11
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07

duoc thiét ké dé két noi véi may xur 1y
dir liéu tu dong thudc nhom 84.71;

- Loai khéc.

8517.62.51

Thiét bi truyén din khac két hop véi
thiét bi thu cua hang hoa may thu, d6i

08

8517.62.53

va truyén hodc tai tao am thanh, hinh
anh hoic dang dir liéu khac, ké ca

thiét bi chuyén mach va thiét bj dinh

09

10

8517.62.59

tuyén gom:

- Thiét bi mang ndi b khong day;

- Thiét bi phat khac dung cho dién bao
hoic dién thoai truyén din dudi dang
song vo tuyén;

- Loai khac.

11

8517.62.61

Thiét bi truyén dan khéc ctia hang hoa
may thu, ddi va truyén hodc tai tao im
thanh, hinh anh hodc dang dir li¢u

khac, ké ca thiét bi chuyén mach va

12

8517.62.69

thiét bi dinh tuyén gém:

- Dung cho dién bao hodc dién thoai

truyén din dusi dang séng vo tuyén;

13

8517.62.91

- Loai khac voi loai dung cho dién bao

hoic dién thoai truyén din dudi dang

14

8517.62.92

song vo tuyén;
- Loai khac 12 thiét bi thu xach tay dé

g0i, bao hiéu hodc nhan tin va thiét bi

8517.62.99

canh bdo bing tin nhin, ké ca may
nhén tin;

- Loai khac dung cho di¢n bao hodc
dién thoai truyén dan dudi dang song
vO tuyén;

- Loai khac véi hang héa thuge nhom
8517.62.61, 8517.62.69, 8517.62.91,
8517.62.92.

12
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TAI LIEU THAM KHAO

A YR I 5 e gea >
B0 sung tai liéu sau vao muc 7Tai li¢u tham khdo:

“[22] National Institute of Standards and Technology, Special Publication 800-56A Revision

3 “Recommendation for Pair-Wise Key Establishment Using Schemes Using Discrete Logarithm

Cryptography”, April 2018.

[23] National Institute of Standards and Technology, Special Publication 800-56C Revision 2

“Recommendation for Key-Derivation Methods in Key-Establishment Schemes”, August 2020.

[24] National Institute of Standards and Technology, Special Publication 800-186

“Recommendations for Discrete Logarithm-based Cryptography: Elliptic Curve Domain

Parameters”, February 2023.

[25] Federal Office for Information Security, Technical

"Cryptographic Mechanisms: Recommendations and Key Lengths”. 2025.

[26] Federal Office for Information Security, Technical

"Cryptographic Mechanisms: Recommendations and Key Lengths”. 2025.

[27] Federal Office for Information Security, Technical

“Cryptographic Mechanisms: Recommendations and Key Lengths”, 2025.”
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SUA POI 1:2026 QCVN 15:2023/BQP

QUY CHUAN KY THUAT QUOC GIA
VE PAC TINH KY THUAT MAT MA SU DUNG TRONG CAC SAN PHAM
MAT MA DAN SU THUQC NHOM SAN PHAM BAO MAT DU LIEU LUU GIU

Amendment 1:2026 QCVN 15:2023/BOP
National technical regulation on security of cryptographic used in civil

cryptography products belong to data storage security product group

HA NOI - 2026
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Loi noi diu
SUA POI 1:2026 QCVN 15:2023/BQP do Ban Co yéu Chinh pha bién soan, Ban Co yéu Chinh phi

trinh duyét, B6 Khoa hoc va Cong nghé thAm dinh, By truong Bo Quéc phong ban hanh theo kém
Thong tu ) 07/2026/TT-BQP ngay 20 thang 01 nam 2026.

Sira d6i 1:2026 QCVN 15:2023/BQP chi bao gbm ndi dung sira ddi, bd sung mét sé quy dinh cia
QCVN 15:2023/BQP. Céc ndi dung khong dugc néu tai Stra ddi 1:2026 nay thi tiép tuc ap dung QCVN
15:2023/BQP ban hanh kém theo Théng tu s& 96/2023/TT-BQP ngay 29/11/2023 cta B) truéng Bo
Quéc phong.
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SUA POI 1:2026 QCVN 15:2023/BQP
QUY CHUAN KY THUAT QUOC GIA VE PAC TINH KY THUAT MAT MA
SU DUNG TRONG CAC SAN PHAM MAT MA DAN SU THUQC NHOM
SAN PHAM BAO MAT DU LIEU LUU GIU

Amendment 1:2026 QCVN 15:2023/BQP
National technical regulation on security of crypiographic used in civil cryptography products

belong to data storage security product group

1 QUY PINH CHUNG

Thay thé muc 7.3 Tai li¢u vi¢n ddn nhu sau:

“1.3 Tai ligu vi¢n din

Céc Tai liéu vién din sau la can thiét cho viéc ép dung Quy chuén nay. Trudng hop cac Tai
lidu vién dan duogc stra dbi, bd sung hodc thay thé thi 4p dung phién ban m&i nhAt.

QCVN 12:2022/BQP “Quy chudn kj thudt quéc gia vé dac tinh ky thudt mdt ma sw dung
trong céc san phdam mdt ma dan su thuéc nhém san phdam bdo mdt luong IP sir dung céng nghé IPsec
va TLS”.

QCVN 15:2023/BQP “Quy chuan ky thudt quéc gia vé ddc tinh ky thudt mat ma sir dung trong
cac san phcfm mdt md dan sw thuéc nhom san phcfm bao mat dir liéu lwu giie”.

TCVN 14263:2024 “Céng nghé thong tin - Ky thudt an toan - Thudt toan ma khoi MKV,

TCVN 11367-3:2016 (ISO/IEC 18033-3:2010) “Céng nghé¢ théng tin - Cdc kp thudt an toan -
Thugt todn mdt mé - Phan 3: Ma khdi”.

TCVN 12213:2018 (ISO/IEC 10116:2017) “Céng nghé théng tin - Céc kp thudt an toan - Ché
dg hoat ddng ciia ma khoi n-bit".

TCVN 12853:2020 (ISO/IEC 18031:2011 With amendment 1:2017) “Céng nghé théng tin -
Cdc kJ thudt an toan - B¢ tao bit ngdu nhién”.

TCVN 11816-3:2017 (ISO/IEC 10118-3 With Amendment 1:2006) “Céng nghé théng tin -
Cdc ky thudt an toan - Ham bani - Phan 3: Ham bam chuyén dung’.

TCVN 11495-1:2016 (ISO/IEC 9797-1:2011) “Céng nghé thong tin - Cac ky thudt an todn -
Ma xdc nhan théng diép - Phan 1: Co ché sir dung ma khoi”.

ISO/IEC 27040:2015 “Information technology - Security techniques - Storage security”.
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National Institute of Standards and Technology, FIPS 186-5 “Digital Signature standard
(DSS) ", February 2023.

National Institute of Standards and Technology, FIPS 180-4 “Secure Hash Standard (SHS) ",
August 2015.

National Institute of Standards and Technology, FIPS 202 “SHA-3 standard: Permutation-
Based Hash and Extendable-Output Functions”, August 2015.

National Institute of Standards and Technology, Special Publication 800-38E
“Recommendation for Block Cipher Modes of Operation: the XTS-AES Mode for Confidentiality on

storage Devices”, January 2010.

Internet Engineering Task Force, “IEEE standard for Cryptographic Protection of Data on
Block-Oriented storage Devices”, October 2018.

[RFC 7801]: “GOST R 34.12-2015: Block Cipher “Kuznyechik””, Internet Engineering Task
Force (IETF), March 2016.

[RFC 9058]: “Multilinear Galois Mode (MGM)", Internet Engineering Task Force (IETF),
June 2021.

[RFC 7091]: “GOST R 34.10-2012: Digital Signature Algorithm”, Internet Engineering Task
Force (IETF), December 2013.

[RFC 4868]: “Using HMAC-SHA-256, HMAC-SHA-384, and HMAC-SHA-512 with IPsec”,
Internet Engineering Task Force (IETF), May 2007.

[RFC 9106): “Argon2 Memory-Hard Function for Password Hashing and Proof- of-Work
Applications”, Internet Engineering Task Force (IETF), September 2021.

[RFC 2631]: “Diffie-Hellman Key Agreement Method”, Internet Engineering Task Force
(IETF), June 1999.

[RFC 3526]: “More Modular Exponential (MODP) Diffie-Hellman groups for Internet Key
Exchange (IKE)”, Internet Engineering Task Force (IETF), May 2003.

[RFC 7919]: “Negotiated Finite Field Diffie-Hellman Ephemeral Parameters for Transport
Layer Security (TLS)”, Internet Engineering Task Force (IETF), August 2016.

[RFC 6090]: “Fundamental Elliptic Curve Cryptography Algorithms”, Internet Engineering
Task Force (IETF), February 2011.

[RFC 6986]: “GOST R 34.11-2012: Hash Function”, Internet Engineering Task Force (IETF),
August 2013.”



Thay thé muc 1.5 Chi viét tiit nhw sau:

“1.5 Chir viét tit

Chir viét tit
AES

Argon2

CBC

CCM

CTR

CTR_DRBG

DRBG
EC

ECDH

ECDSA

FFDH

FIPS

FIPS PUB

GCM
GOST

Hash_DRBG

HDD

HMAC

Tén tiéng Anh

Advanced Encryption Standard

Cipher Block Chaining Mode

Counter with Cipher Block Chaining
Message Authentication Code

Counter Mode

Counter - Deterministic Random Bit

Generator
Deterministic Random Bit Generator
Elliptic Curve

Elliptic Curve Diffie-Hellman

Elliptic Curve Digital Signature
Algorithm

Finite-Field Diffie-Hellman

Federal Information Processing
Standards

Federal Information Processing

Standards Publication
Galois/Counter Mode
Gosudarstvennyy Standart

Hash Deterministic Random Bit

Generator
Hard Disk Drive

Hashed Message Authentication Code

4
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A - K - A
Ten tiéng Viét
Tiéu chuan ma hoa tién tién
Tén goi mdt ham dan xuat khoa dugc thiét

ké bai Alex Biryukov, Daniel Dinu va
Dmitry Khovratovich

Ché d6 moc xich khoi ma

Ché d6 bd dém véi mi xac thyc thong béo
kiéu CBC

Ché d6 bd dém

B6 tao bit ngiu nhién tat dinh dya trén bo

dém
Bo tao bit ngau nhién tat dinh
Duong cong Elliptic

Trao dbi khoa Diffie-Hellman dua trén

duong cong Elliptic

Thuét toan chir ky sd dua trén duong cong
Elliptic

Trao dbi khoa Diffie-Hellman dya trén

truong hitu han

Tiéu chudn xir Iy thong tin lién bang (Hoa
Ky)

Cong b tiéu chuan xir Iy thong tin lién
bang (Hoa Ky)

Ché d6 by dém kiéu Galois

Tiéu chudn qudc gia Lién bang Nga

B tao bit ngAu nhién tit dinh dya trén
ham bam

O dia cing

Ma xac thyc thong bao dya trén ham bam



HMAC_DRBG

KW
KWP
MGM
MKV

MQ DRBG

MS_DRBG

NIST

NRBG

Oversampling-

NRBG

PBKDEF2

QCVN

RFC

RSA

SHA

SP

TCVN

XOR-NRBG

HMAC - Deterministic Random Bit

Generator
Key Wrap
Key Wrap with Padding

Multilinear Galois Mode

Multivariate Quadratic

Deterministic Random Bit Generator

Micali-Schnorr Deterministic

Random Bit Generator

National Institute of Standards and

Technology

Non-deterministic Random Bit

Generator

Password-Based Key Derivation

Function 2

Request for Comments

Rivest — Shamir — Adleman

Secure Hash Algorithm

Special Publication
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B tao bit ngdu nhién tit dinh dya trén
HMAC

Boc khoa

Boc khoa vai dém dit liéu

Ché d6 Galois da tuyén tinh

M khéi Viét Nam

B tao bit ngau nhién tit dinh da bién bac
hai

Bo tao bit ngdu nhién tit dinh Micali

Schnorr

Vién Tiéu chuin va Ky thuit quic gia
(Hoa Ky)

B6 tao bit ngu nhién bét dinh

B tao bit ngdu nhién bat dinh theo ciu
tric Oversampling. Pugc trinh bay trong
tai lidu SP 800-90C ciia NIST

Ham dén xuét khoa dura trén mét khéu 2

Quy chuén k¥ thuat qudc gia

Dic ta k§ thuat do té chirc IETF (Internet
Engineering Task Force) cong bb

Tén cua hé ma do ba nha toan hoc Rivest,

Shamir va Adleman phat minh

Thuat toan bam an toan

An pham dic biét (Vién Tiéu chuan va Ky
thuat qudc gia Hoa Ky)

Tiéu chuén qubc gia

B4 tao bit ngAu nhién bat dinh theo ciu tric
XOR, Pugc trinh bay trong tai li¢u SP 800-
90C cua NIST.
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XTS XEX-based tweaked-codebook Ché @ ma khdi XTS

mode with ciphertext stealing

»

Thay thé muc 1.6 Ky hi¢u nhw sau:

“1.6 Ky hiéu
Ky hiéu M ta
nlen D% dai modulo theo bit hodc d dai theo bit cita cp clia phan tir sinh
L Déi véi thudt toan FFDH: L 1a d dai cia tham s& mién p theo bit
N Déi v6i thuat toan FFDH: N 1a d6 dai ctia tham s6 mién ¢ theo bit

”

2 QUY PINH KY THUAT
Thay thé Bang 1 muc 2.1.1 biing:

“Bang 1 - Danh muc thuit toin ma hoa dbi xirng dwoce phép sir dung

STT Thuit todn Tham chiéu
I MKV [TCVN 14263:2024]
2 AES [TCVN 11367-3]

[GOST R 34.12-2015],

3 Kuznyechik
[RFC 7801]

(13

Thay thé Bing 2 myc 2.1.2 biing:

“Bang 2 - Danh muc thuit toin mat ma phi d6i xirng dwgc phép sir dung

STT Thuit toan Tham chiéu

[FIPS 186-5],

1 RSA
[SP 800-56B Rev. 2]

[SP 800-56A Rev. 3],

[RFC 2631],

2 FFDH
[RFC 3526],

[RFC 7919]
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[FIPS 186-5],
3 ECDSA [RFC 60901],
[SP 800-186]
[SP 800-56A Rev. 3],
4 ECDH
[SP 800-56C Rev. 2]
5 GOST R 34.10-2012 [RFC 7091]

(19

Thay thé Bang 3 muc 2.1.3 bing:

“Bang 3 - Danh muc thudt toan bim dwgc phép sir dung

STT Thuét toan Tham chiéu
[TCVN 11816-3],
1 SHA-256, SHA-384, SHA-512/256, SHA-512
[FIPS 180-4]
2 SHA3-256, SHA3-384, SHA3-512 [FIPS 202]
3 GOST R 34.11-2012 [RFC 6986]

[

Thay thé Bing 7 muc 2.2.1 bing:

“Bang 7 — Quy dinh vé dic tinh ky thudt va thdi gian ap dung dbi v6i thuit toin mat ma

déi xing
Kich thwéc khéa . Str dung
STT | Thuéat toan Cic cheé d¢ cho phép sir dung 5
theo bit dén nam
128 2028
XTS, CCM, GCM, KW, KWP
1 MKV 192, 256 2030
128, 192, 256 CBC (chi dé giai ma) 2028
128 2028
XTS, CCM, GCM, KW, KWP
2 AES 192, 256 2030
128, 192, 256 CBC (chi dé giai ma) 2028
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XTS, MGM 2030

3 | Kuznyechik 256 -
CBC (chi d¢ giai ma) 2028

CHU THICH:

Péi véi thuat toan MKV, do dai tham s, céc chu trinh tao khoa, bo tham s6 cu thé trong quy chuan nay

ap dung theo TCVN 14263:2024.

Déi voi thuit toan AES, d6 dai tham sd, cdu tric thuat todn va cac chu trinh tao khéa trong quy chuan nay

ap dung theo TCVN 11367-3:2016.

Péi voi thuat toan Kuznyechik, d¢ dai tham $6, cac chu trinh tao khoa, bo tham s6 cu thé trong quy chuin

nay 4p dung theo GOST R 34.12-2015 (RFC 7801).

Céc ché do hoat dong ctia mi khdi trong quy chudn nay ap dung theo TCVN 12213:2018, SP 800-38C,
SP 800-38D, SP 800-38E, SP 800-38F, RFC 9058.

19

Thay thé Bing 8 muc 2.2.2 bang:

“Bing 8 — Quy dinh vé dic tinh k¥ thudt va thoi gian 4p dung ddi voi thuat toan mat mé

phi d6i ximg

p Sir dung dén
STT Thuit todn Kich thuéc tham so theo bit |
nam
2048 < nlen <3072 2028
1 RSA
nlen = 3072 2030
2048 <L <3072,
2 FFDH 2030
256 <N <384
ECDH,
3 250 < nlen <384 2030
ECDSA
4 GOST R 34.10-2012 nlen =256 2030

CHU THICH:

Dbi véi RSA va ECDSA, céc tiéu chudn cho tham sé an toan, cac thuit toan sinh khéa va céc b tham sb

cu thé trong quy chudn 4p dung theo FIPS 186-5.

Débi véi FFDH, cac tiéu chudn cho tham s6 an toan, cac thudt toan sinh khoa va cac bd tham sb cu thé
trong quy chuén ap dung theo NIST SP 800-56A Rev.3.
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. Sir dung dén
STT Thuit toan Kich thwéc tham so theo bit .
nam

Poi véi ECDH, cac tiéu chuin cho tham sd an toan, cic thudt toan sinh khoa va cac b tham so cu thé

trong quy chuan ap dung theo NIST SP 800-56A Rev.3 va NIST SP 800-56C Rev. 2.

Pbi véi GOST R 34.10-2012, cac tiéu chuén cho tham sb an toan, cac thuft toan sinh khoa va cac bo tham

s6 cy thé trong quy chudn nay ap dung theo GOST R 34.10-2012 (RFC 7091).

(13

Thay thé Biang 9 muc 2.2.3 bing:

“Béng 9 - Quy dinh vé diic tinh ky thuét va thoi gian ap dung d6i véi thuit toan bim

Sir dung dén
STT Thuit toan
nam
1 SHA-256, SHA-384, SHA-512/256, SHA-512 2030
2 SHA3-256, SHA3-384, SHA3-512 2030
3 GOSTR34.11-2012 2030
CHU THICH:
Déi voi GOST R 34.11-2012, cac tiéu chudn cho tham s6 an toan va cac bd tham sb cu thé ap dung theo
trong quy chuén nay ap dung theo GOST R 34.11-2012 (RFC 6986).

“

Thay thé thoi gian dwgc phép sir dung tai cot “Sir dung dén nim” trong cac bang 10 muc
2.2.4, bang 11 muc 2.2.5 va bang 12 muc 2.2.6 nhw sau:

Stra nam “2027” thanh ndm “2030”.

Thay thé céc quy dinh tai muc 2.3 Quy dinh vé an toan trong sit dung nhu sau:

“- Trong ma hoa/giai ma dir li¢u bang thuat toan ma hoa ddi ximg phai sir dung mot trong cac

ché d6 sau: XTS, CCM, GCM, MGM.

- Trong boc khoa biang thuat toan ma hoa d6i xtng phai sir dung mot trong cac ché do sau:
KW, KWP, CCM, GCM.

- Déi véi ché d6 CBC, chi duoc phép sir dung dé giai ma dit liéu cii, khong ding dé ma hoa
dir liéu moi.

- Cac khoa mat ma chi duoc sit dung cho mdt muce dich, khong duoe phép sir dung chung khoa

dé ma hoa khoa va ma hoa dir liéu
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- Béi véi thudt toan RSA, chi dugce phép sir dung luge dd KTS-OAEP va KTS-KEM-KWS
cho van chuyén khoa.

- Trong ma héa dit liéu dwoc truyén tai, 4p dung hai giao thirc IPSec va TLS (phién ban TLS
1.2 va TLS 1.3) dé cung cép kha ning bao vé bd sung (néu cb).”

3 QUY PINH VE QUAN LY

Thay thé Piéu 3 nhw sau:

“3 QUY PINH VE QUAN LY

3.1 Cac mue gidi han cua dic tinh ky thuat mat ma quy dinh tai quy chuén nay 1a céc chi tiéu
an toan phuc vu quén 1y theo quy dinh vé quén 1y chét lwong san pham mét ma dan sy duoc quy dinh
cua phap luat.

3.2 Cong bd hop quy, chimg nhan hop quy, kiém tra chét lugng san pham theo Théng tu s6
28/2012/TT-BKHCN ngay 12/12/2012 cua B khoa hoc va Cong nghé quy dinh vé cong bd hop chuan,
cong bd hop quy va phuong thitc danh gia sy phu hop va Thong tur s6 02/2017/TT-BKHCN ngay
31/3/2017 ctia B khoa hoc va Cong nghé stra doi, bd sung mot sé diéu cua Thong tu sé 28/2012/TT-
BKHCN ngay 12/12/2012 véi tiéu chuin, quy chuin ky thut, trong quy chuin nay dugc thuc hién
theo phwong thirc 1; Quan 1y cong bé hop quy dua trén két qua chimg nhén cia t6 chirc ching nhén
dugc chi dinh theo quy dinh ctia phap luat.

3.3 Diu hop quy dugce st dung tryuc tiép trén san phidm hoic trén bao g6i hodc trén nhan gin
trén sdn pham hoic trong chitng chi chit lugng, tai liéu k¥ thuét clia sin pham.

3.4 Ban Co yéu Chinh phu xem xét thira nhan két qua danh gia su phu hop do td chirc danh
gia sy phi hop nude ngoai thyce hign ddi véi cac san phim mat mi dan sy thude trach nhiém quan 1y

theo quy dinh.”
4 TRACH NHIEM CUA TO CHU'C, CA NHAN
Thay thé Piéu 4 nhuw sau:
“4 TRACH NHIEM CUA TO CHUC, CA NHAN

4.1 Cyc Quan 1y mit mi dan sy va Kiém dinh san phdm méat ma - Ban Ca yéu Chinh pha 14
co quan tiép nhan céng bd hop quy, kiém tra nha nuéc vé chét luong san phdm mat ma dan sur.

4.2 Céc td chirc, c4 nhan ¢o6 hoat ddng san xuét, kinh doanh san ph?lm mat ma dén su thude
pham vi diéu chinh cua quy chuén nay c6 trach nhiém thuc hién céc quy dinh vé chirng nhén, cong

b6 hop quy va chiju su kiém tra cta co quan quan ly nha nudc theo cac quy dinh hién hanh.”

10
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5TO CHUC THUC HIEN

B6 sung muc 5.4 vio Piéu 5 nhu sau:

“5.4 Trong truong hop cac van ban quy pham phap luat quy dinh tai quy chuén k¥ thuat nay
c6 su thay ddi, b sung hodc duoc thay thé thi thue hién theo cic van ban méi. Trong trudng hop cac
tiéu chudn dugc vién din trong quy chuin nay co su thay ddi, bd sung, thay thé thi thuc hién theo
huéng din cia B6 Qubc phong.”

PHU LUC

Thay thé bang Phu luc Quy dinh vé ma HS ciia sin phém bdo mat die ligu luu giiF bing:
“PHU LUC
(Quy dinh)

Quy dinh vé mi HS ciia sin phim bio mat dir li¢u luwu giir

Tén Mo ta dic tinh ky . )
STT . Ma HS Mo ta hang hoa
sin pham thuiit mit ma
Céc thiét bj luu trit bén ving, thé rin
cua hang hoa la dia, bang, cac thiét bi
lwru trir bén vitng, thé rin, “thé thong
01 8523.51.11 . )
minh” va cac phuong tién luu trir
thong tin khac dé ghi 4m thanh hoic
cac ndi dung, hinh thirc thé hién khac,
da hodc chua ghi, ké ca ban khuén
San pham sir dung mau va ban gdc dé san xuat ghi bing
San phém cac thuit toan mat dia, nhung khong bao g6m cac san
02 | bao mat dir | ma, ky thuatmatma | 85233121 | 5pany cua vat ligu anh hodc dién anh
lidu luu giit | d&& bao vé dit licu gom:
hew gite trén. tiCt oy - Loai dung cho may vi tinh cua loai
chua ghi;
- Loai ding cho may vi tinh cua loai
dé tai tao céc hién tuong trir am thanh
03 8523.51.99

hodc hinh anh;

- Loai khéc véi hang hoa thugc nhém
$523.51.11,8523.51.21,

11




SUA POI 1:2026 QCVN 15:2023/BQP

04

8523.52.00

- “Thé thong minh”.

05

8525.81.10

Thiét bi phat ding cho phat thanh
song vO tuyén hodc truyén hinh, co

hodc khong gin véi thiét bi thu hodc

06

8525.81.20

ghi hodc tai tao am thanh; camera
truyén hinh, camera ky thuat s§ va

camera ghi hinh anh gom:

07

8525.81.90

- Camera ghi hinh anh;
- Camera truyén hinh;

- Loai khéc.

08

09

8542.32.00

B0 nh¢ cua mach dién tir tich hop.

10

8471.30.90

May xir 1y dit liéu ty dong va cac khéi
chire ning cua chiing; dau doc tir tinh
hodc dau doc quang hoc, may truyén
dit ligu 1én cac phwong tién truyén dir

liéu dudi dang ma hoéa va may xu ly

11

8471.41.90

nhitng dir liéu nay, chwa duoc chi tiét

hodc ghi & noi khac gdm:

- Loai khéc cuia hang hoa 1a may xu ly
dit ligu tu dong loai xach tay, co trong
lugng khong qua 10 kg, gdm it nhit

mot don vi xur 1y dir li€u trung tam,

12

8471.49.90

mot ban phim va mgt man hinh;

- Loai khéc cua hang hoa chira trong
cung mot vo co it nhét mot don vi xur
1y trung tam, mot don vi nhap va mot

don vi xuit, két hgp hoic khong két

8471.80.90

hop véi nhau;
- Loai khac, & dang hé thong;

- Loai khac cua hang hoa la cic bd

may khac cia may xu ly dir liéu tu

dong.

[

12
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1 Tén goi va ky hiéu cia QCVN

Tén goi: Quy chuan k§ thuat qudc gia vé ma hoa dit liéu str dung trong linh vuc
ngan hang thay the QCVN 4:2016/BQP.

Ky hiéu: QCVN 4:2026/BQP.
2 Pitvin dé

Tinh hinh thwe tién

Quy chuan k§ thuat quéc gia QCVN 4:2016/BQP ban hanh va c6 higu lyc tir
ngay 09/12/2016. Tuy nhién trong qua trinh trién khai, Co quan quéan ly chuyén nganh
nhan thiy mot s6 han ché nhu sau:

- Ngay 31/ 12/2024 B0 truong Bo Khoa hoc va Cong nghé ban hanh Quyét dinh
s6 3480/QP-BKHCN vé viéc cong bd tiéu chuan quoc gia TCVN 14263:2024 Cong
nghe thong tin - K¥ thuat an toan - Thuat toan ma khoi MKV. D4y la thuét todn ma
khéi riéng ctia Viét Nam, do Ban Co yéu Chinh phii nghién ctru, xay dung, dé xuit ban
hanh. Thuét todn nay hién dang dugc cdng ddng doanh nghiép quan tdm, nghién ciru
va tich hgp vao san phadm. Tuy nhién trong quy chuén k§ thuat qubc gia ban hanh kém
theo Théng tu 161/2016/TT-BQP chua cép nhat yéu cau sur dung voi thuat toan ma
khéi MKV, can thiét phai bb sung dap ing yéu cau thuc tién sir dung cua xa hoi;

- Mét s6 noi dung k¥ thuat (ché dj sir dung, thoi han st dung, kich thuoc khoz)
trong quy chuan hién hanh dad khong con dap ung dugc cac yéu cdu an toan theo khuyen
nghi tir cac t6 chire qubc té uy tin nhu NIST hay BSI, dac biét lién quan dén ché do sur
dung va thoi han su dung ctia san pham hodc hé théng. Céc quy dinh cii ¢ thé dén dén
rti ro cao hon trong diéu kién van hanh thuc té, khong dam bao an toan thong tin.

- Bén canh d6, tai ky hop thir 9 Quéc hdi Khoéa XIII thong qua Luét Sira dbi, bo
sung mot s6 didu ctia Luat Tiéu chuan va quy chuén k¥ thuat, ban hanh ngay 14/6/2025,
¢6 hiéu luc tir ngay 01/01/2026, trong do sua dbi khoan 2 Piéu 57 Luat Tiéu chuan va
quy chuén k¥ thuat nam 2006 véi quy dinh vé thoa thuén thira nhan 1an nhau, thira nhan
don phuong két qua danh gia sy phu hop nhu sau:

“2. Thita nhdn don phuong két qua ddanh gid s phit hop dwoc quy dinh nhie sau:

a) Bo, co quan ngang B¢, B¢ trucng Bo Quéc phong xem xét, quyét dinh viéc thira
nhdn don phuong két qua déanh gid sw phit hop cua t6 chire déanh gid sw phit hop quéc té,
16 chite dénh gid sw phi: hop nude ngoai dé phuc vu hoat dong quan Iy nha nude,

b) Két qua danh gid sw phit hop quy dinh tai diém a khodan nay phai dwoc thuc
hién béi té chire ddnh gid st phit hop quoc té, té chire danh gid sw phit hop miede ngodi
duoc mot trong cdc té chire cong nhdn la thanh vién ky théa thudn thira nhan lGn nhau
ciia T6 chite Céng nhdn cdc phong thir nghiém Quéc té (ILAC), Dién dan Cong nhan
Quéc té (IAF), Té chitc hop téc Cong nhdn khu vue Chéu A Thdi Binh Duong (APAC)
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danh gia va céng nhdn vé nang lyc dap wng tiéu chuan quoc té, tiéu chudn quoc gia
twong wng;

Theo yéu cau thic tién ciia quan 1y chuyén nganh, BY, co quan ngang B, Bé
trucng Bé Quoc phong dugce xem xét, quyét dinh thira nhdn don phuwong két qua danh
gia sy phit hop cia cdc té chiee danh gid sw phiv hop ngodi cdc két qua danh gid su
phu hop quy dinh tai khoan nay.”

Cin ctr quy dinh trén, dé phu hop véi yéu cau thye tién cta quan 1y chét lugng
san pham mat ma dan sy tai Viét Nam, dy thao Thong tu bd sung quy dinh vé thira
nhan don phuong két qua dénh gia su phu hop cua té chirc thir nghiém nude ngoai dbi
v4i san pham mét ma dan su.

Do d6, viéc thay thé va ban hanh quy chuan k¥ thuit quéc gia vé mé hoa dit liéu
sir dung trong linh vuc ngan hang la can thiét dé khic phuc céc han ché, nang cao chét
lwong san pham MMDS, dam bao an toan va dong bd vdi cac van ban phép luat lién
quan. Quy chuén stra d6i dép tng yéu ciu thyc tién, phi hop véi tién bd khoa hoc ky
thudt, thic ddy hdi nhap qudc té, ning cao ning lyc canh tranh cua doanh nghiép Viét
Nam va bao vé loi ich ngudi tiéu dung, gép phan xiy dung hé thdng tiéu chuan héa
bén vimng theo Ludt Tiéu chuén va Quy chuin ky thut.

Tinh hinh tiéu chuin héa tai Viét Nam

Quy chuin ky thuit qudc gia trong linh vire mat ma déin sw

TT Ky hiéu Tén quy chuin Ghi chu
| |QCVN4: Quy chuén k¥ thuat quéc gia vé ma hoa dit | Ban hanh kém
2016/BQP li¢u st dung trong linh vyrc ngan hang theo Thong tu
) QCVN S . Quy chuan k¥ thuit qudc gia vé chir ky sb sir 161/2016/TT- ‘
2016/BQP dung trong linh virc ngan hang BQP ngay
e A A 1 il 121/10/2016
3 QCVN 6 : Quy chuan k¥ thuét quoc gia vé quan Iy khoa
2016/BQP str dung trong linh vuc ngan hang
Quy chuin ky thuit quic gia vé dic tinh ky |Ban hanh kem
QCVN 12 - thuat mat ma sir dung trong cac san pham | theo Thoéng tu
4 2022/B QP' mat ma dan su thudc nhém san phém bao | 23/2022/TT-BQP
mat ludng IP sir dung cong nghé IPsec va | ngay 04/4/2022
TLS
Quy chuén k¥ thuat qudc gia vé dic tinh | Ban hanh kém
5 QCVN 15 ky thudt mat ma s dung trong cac san |theo Thong tu
2023/BQP pham mat ma dan sy thudc nhoém san pham | 96/2023/TT-BQP
bdo mat dit liéu luu gitr ngay 29/11/2023

Tiéu chuin ky thuit qudc gia trong linh virc mit ma dan su
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TT| Ky hi¢u Tén tiéu chuan Ghi chi
| TCVN Cong nghé thong tin — Ky thuat mat ma —
7635:2007 Chit ky sb
. Phién ban mdi
TCVN Cong nghé thong tin — K thuat mat ma thuge | 1w 020 MO
2 |7816:2007 | todn mé dit liéw AES aup  Doul
' - 11367-3:2016
. ~ Phien ban moi
TCVN 7817- | Cong ngh¢ thong tin — K¥ thudt mat ma quan 1Aen . Sl
3| 1:2007 Iy khoa — Phan 1: Khung tong quét gt FSOIEG
' 4 « SRS R 11770-3:2021
TCVN 7817 Cong ngh¢ thong tin — Ky thuat mat ma quan Iy | Phién ban moi
& losnns khéa — Phan 2: Co ché sir dung k¥ thuat déi | nhat ISO/IEC
‘ ximg 11770-2:2018
TCVN 7817- Cong nghé thong tin — K§ thuat mat ma quan | Phién ban mai
5 | musn [y khoa — Phin 3: Céc co ché sit dung k¥ thuat | nhat  ISO/IEC
' khong doi xing 11770-3:2021
A A " . . . . |Phién ban moi
TCVN 7817- | Cong nghé thong tin — Ky thuat mat ma quan P
% 142007 Iy khéa — Phin 4: Co ché dua trén bi mat yéy | 2020 ISOIEC
‘ Y ‘ : Y 11770-4:2017
- - . - e Phién ban mai
TCVN 7818- | Cong ngh¢ thong tin — Ky thuat mat ma dich p
71 1:2007 vyt i i = Phba Ty Rng g quk | o Do
' - £ P NG TON8 Uat 1 48614.1:2008
Cong nghé thong tin — K¥ thudt mat ma dich | Phién ban mai
TCVN 7818- L A p - ]
8 22007 vu tem thoi gian — Phan 2: Co ché token doc | nhat ISO/IEC
' lap 18014-2:2021
TCVN 7818- Cong nghé thong tin — Ky thuat mat ma dich | Phién ban mai
¥ | vu tem thoi gian — Phan 3: Co ché tao thé lién | nhit ISO/IEC
' két 18014-3:2009
10 TCVN Cong nghé thong tin — Cac k¥ thuat an toan —
11295:2016 Yéu cau an toan cho mo-dun mat ma
" N A S et A . Phién ban mai
1 TCVN 11367- | Cong nghé thong tin — Cac k¥ thuat an toan — nhit  ISO/IEC
1:2016 Thust to4n mét ma — Phin 1: Téng quan ?

18033-1:2021




Cong nghé théng tin — Céc k¥ thudt an toan —

T - . ‘.

12 LV 130z Thuat toan mat ma — Phan 2: Mat ma phi doi
2:2016 ,

xung

3 TCVN 11367- | Cong ngh¢ thong tin — Céc k¥ thuit an toan —
3:2016 Thut todn mat ma — Phan 3: M khoi

14 TCVN 11367- | Cong ngh¢ thong tin — Cac k¥ thudt an toan —
4:2016 Thuat toan mat ma — Phan 4: M3 dong

5 TCVN 11816- | Cong nghé thong tin — Cac k¥ thuét an toan —
1:2017 Ham bam — Phan 1: Tdng quan

Cong nghé thong tin — Cac k¥ thuat an toan —
TCVN 11816- ; ' ;

16 ¢ e Ham bam — Phan 2: Ham bam str dung ma khoi
2:2017 ;

n-bit.

17 TCVN 11816- | Cong nghé thong tin — Cac k¥ thuat an toan —
3:2017 Ham bam — Phin 3: Ham bam chuyén dung
TCVN 11816. C(‘)ng nvghc tho?g tin —‘Cacuky tl'?luat an t?an -

18 Ham bam — Phan 4: Ham bam su dung s6 hoc
4:2017 A

dong du

19 TCVN 11817- | Cong ngh¢ thong tin — Cac k¥ thuit an toan —

1:2017 Xac thye thyc thé — Phan 1: Téng quan
Cong nghé thong tin — Céc k¥ thudt an toan —
VN 11817- : . e
20 o Bl Xac thuc thuc thé — Phan 2: Co ché sir dung
2:2017 T T T
thuat toan ma hoa doi xung
Cong ngh¢ thong tin — Cac ky thudt an toan —
1817- ' : ‘ ;

21 ikt Xac thuc thuc thé — Phan 1: Co ché sir dung
3:2017 A

k¥ thuét chir ky s6

2 TCVN 12214- | Cong nghé¢ thong tin - Cac k¥ thuét an toan -
1:2018 Chir ky s6 kém phu luc - Phén 1: Téng quan

Cong nghé thong tin - Céac k¥ thuat an toan -
23 e SR Chit ky sb kem phu luc - Phan 2: Cac co ché
2:2018 14 il X i
dya trén phén tich s6 nguyén
Cong nghé thong tin - Cac k¥ thuat an toan -
24 SXE Le2la- o ky s6 kém phu luc - Phan 3: Céc co ché

dua trén logarit roi rac




Cong nghé thong tin - Cac k¥ thuét an toan -

25 | TEVN 1367 | 1 8t ton mat mé - Phan 5: Mat ma dya trén
5:2018 :
dinh danh
6 TCVN Cong ngh¢ thong tin - Cac k¥ thuét an toan -
12211:2018 Yéu ciu kiém thir cho mé dun mat ma
Cong nghé thong tin - Cac ky thuat an toan -
27 TCVN Phuong phap kiém thir giam thiéu cac 16p tan
12212:2018 cong khong xam 14n chéng lai cac md dun
mat ma
)3 TCVN Cong nghé thong tin - Céc k¥ thuét an toan -
12213:2018 | Ché d6 hoat dong cho ma khéi n-bit
TCVN 12857- Cor}g n%he ttlong tmn— Ky ‘thuat an toarll N Ky
29 thuat mat ma dua trén duong cong elliptic —
1:2020 A 2
Phan 1: Tong quan
TCVN 12852- Corig n%hc tljong tlnn— Ky ‘thuat an toag N Ky
30 52020 thuat mat ma dua trén duong cong elliptic —
' Phan 5: Céc k¥ thuat tao duong cong elliptic
3l TCVN Cong nghé thong tin — K¥ thuat an toan — Bo
12853:2020 tao bit ngau nhién
TCVN 12855- | Cong nghé thong tin — K§ thuat an toan —
37 | 2:2020 Lu'f,)'c dé chir ky sb C(:) khoi phuc thong diép "
Phan 2: Cac co ché dua trén phan tich s6
nguyén
TCVN 12855- Cﬁng nghé thc”)ng tin — K}NI thueflt an toan —
33 | 3:2020 Lugc d6 chit ky s6 co khoi phuc thong diép -
Phan 3: Céc co ché dya trén bai toan Logarit
01 rac
34 TCVN 12854- | Cong nghé thong tin — K¥ thudt an toan —
1:2020 Mat ma hang nhe -Phan 1: Tong quan
35 TCVN 12854- | Cong ngh¢ thong tin — K¥ thudt an toan — Mat
2:2020 md hang nhe - Phan 2: M3 khoi
36 TCVN 12854- | Cong nghé thong tin — K¥ thuat an toan — Mat
3:2020 ma hang nhe - Phan 3: M3 dong




Cong ngh¢ thong tin — Ky thuat an toan — Mat

TCVN 12854- " .
37 83 ma hang nhe - Phan 4: Co ché su dung k¥
4:2020 b et |
thuat phi do1 xirng
TCVN 11817- Cong nghé tl;ong tl:] -Ky thuaz al‘} toan — X‘ac
38 thuc thuc thé - Phan 4: Co ché sir dung ham
4:2020 . X -
kiém tra mat ma
Cong ngh¢ thong tin — K§ thuat an toan — Xac
TCVN 11817- ¥ \ .
39 thyc thuc thé - Phan 5: Co ché sir dung ky
5:2020 Lo A
thuat tri thirc khong
TCVN 11817- Cong nghé t?ong Ell’l - K¥ thuiat fln toan — X}\ac
40 thuc thuc thé - Phan 6: Co ché su dung truyén
6:2020 e il
dir liéu thu cong
Al TCVN Cong nghé thong tin — Céc k¥ thudt an toan —
13175:2020 Ma hoa ky
47 TCVN 12854- | Cong ngh¢ thong tin — K¥ thuét an toan — Mat
5:2020 mi hang nhe — Phan 5: Cac ham bim
TCVN Cong nghé¢ thong tin — K¥ thuat an toan — B
43 X 5 Lk
13176:2020 tao sO nguyen to
Cong ngh¢ thong tin — Ky thuat an toan — Cac
agy Tev thudt toan mat ma va kiém thir phu hop ca
13177:2020 ujt toan mét mé va iém thu phu hgp cac
co ché an toan
45 TCVN 7817- | Cong ngh¢ thong tin — K¥ thudt an toan —
5:2020 Quan Iy khoa - Phan 5: Nhom quan Iy khoa
46 TCVN 13178- | Cong nghé thong tin — Ky thuat an toan — Xac
1: 2020 thue thue thé 4n danh - Phan 1: Téng quan
Cong nghé thong tin — Ky thuét an toan — Xac
47 | TCVN 13178~ | thyc thye thé 4n danh - Phan 2: Céc co ché
2: 2020 dua trén chit ky sir dung mot nhom khoa cong
khai
Cong ngh¢ thong tin — Ky thuat an toan — Xac
T 178- e 3 :
48 4?2\812\1013 e thuc thuc thé an danh - Phan 4: Cic co ché

dua trén bi mat yéu




Cong ngh¢ thong tin — Céc k¥ thuat an toan —

49 | FOVINTI367- | ry 5t tosin mat ma — Phin 6: Ma hoa dong
6:2022 2
cau
50 TCVN 13460- | Cong nghé thong tin — Cac ki thudt an toan —
1:2022 Chir ky s6 mu — Phin 1: Téng quan
TCVN 13460. Cor~1g rllghxc thf)ng t1r: —Cac ’ky thuatgan toanA—
51 Chtr ky s6 mu — Phan 2: Cac co ché dya trén
2:2022 i
logarit roi rac
57 TCVN 13461- | Cong nghé thong tin — Cac ki thuit an toan —
1:2022 Chit ky s6 4n danh — Phén 1: Téng quan
Cong nghé thong tin — Cac k¥ thuat an toan —
53 52\6];213 1= | Chir ky s6 an danh — Phin 2: Céc co ché sir
' dung mét khoa cong khai nhom
54 TCVN 13462- | Cong nghé thong tin — Céc k¥ thudt an toan —
1:2022 Chia sé bi mat — Phan 1: Téng quan
55 TCVN 13462- | Cong ngh¢ thong tin — Cac k¥ thuét an toan —
2:2022 Chia sé bi mat — Phan 2: Céc co ché co ban
Cong nghé thong tin — Cac k¥ thuét an toan —
TCVN P K g i« - 'm ”
56 Kiém thr cic mo-dun mat ma trong moi
13720:2023 : &
truong hoat dong,
Cong ngh¢ thong tin — Cac ky thuét an toan —
Phuong phép kiém thir va phén tich cho céc
TCVN n X -
57 13721:2023 bd tao bit ngau nhién trong TCVN 11295
’ (ISO/IEC 19790) va TCVN 8709 (ISO/IEC
15408),
TCVN Cdng nghé thong tin — Céc ky thuat an toan —
58 Khung xéc thuc vién sinh tric sir dung mo-
13722:2023 \ o : :
dun an toan phan cing sinh tric hoc
Ky thudt an toan cong ngh¢ thong tin — Yéu
s | TCVN 13723- cau vé nang luc ddi véi kiém thir vién va danh
1:2023 gid vién bdo mat thong tin — Phan 1: Gi6i
thiéu, khai niém va yéu cau chung
60 | FEVN 13723- | K§ thuat an toan cong nghé thong tin — Yéu
2:2023

cau ve nang luc d6i v6i kiem thir vién va danh
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gi4 vién bao mat thong tin — Phan 2: Yéu cau
vé kién thirc, k¥ ning va tinh hiéu qua d6i voi
kiém thir vién theo TCVN 11295 (ISO/IEC
19790)

K¥ thuit an toan cong ngh¢ thong tin — Yéu
cAu vé nang lyc d6i voi kiém thir vién va danh

¢ | TCVN 13723- | gid vién bao mit thong tin - Phén 3: Yéu cau
3:2023 vé kién thirc, k§ nang va tinh hig¢u qua d6i véi
danh gia vién theo TCVN 8709 (ISO/IEC
15408)
62 TCVN An toan thong tin — Ma hda co6 xac thyc
12197:2024 (ISO/IEC 19772:2020)
TCVN 14190- | An toan thong tin — Tiéu chi va phuong phap
63 | 1:2024 luin danh gia an toan hé théng sinh trac hoc
— Phén 1: Khung (ISO/IEC 19989-1:2020)
TCVN 14190- | An toan thong tin — Ti€u chi va phuong phap
64 2:2024 danh gia an toan hé théng sinh tric hoc —
Phan 2: Hiéu suéit nhan dang sinh tric hoc
(ISO/IEC 19989-2:2020)
TCVN 14190- | An toan thong tin — Tiéu chi va phuong phap
65 | 32024 danh gia an toan hé thdng sinh tric hoc —
Phin 3: Phat hién tin cong trinh dién
(ISO/TEC 19989-3:2020)
TCVN 14191- | An toan thong tin — Bién tap lai dir liéu xac
66 | 1:2024 thyc — Phan 1: Yéu cau chung (ISO/IEC
23263-1:2021)
TCVN 14192- | K¥ thuat an toan cong nghé thong tin — Yéu
1:2024 cdu vé cong cu kiém thir va phuong phép hidu
chuén cong cu kiém thir dé st dung trong
67 kiém thir cac k¥ thuat giam thiéu tin cong
khong x4m lan trong mé-dun méat ma — Phin
2: Phuong phap va phuong tién hiéu chuin
kiém thir (ISO/IEC 20085-1:2019)
63 TCVN 14192- | Ky thudt an toan cong ngh¢ thong tin — Yéu
2:2024 cau vé cong cu kiém thir va phuong phép hidu
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chuén cong cu kiém thtr dé s dung trong
kiém thtr cac ky thuat giam thiéu tdn cong
khong xam 14n trong mé-dun mat mi — Phan
2: Phuong phap va phuong tién hiéu chuin
kiém thir (ISO/IEC 20085-2:2020)

TCVN Cong nghé¢ thong tin — K¥ thuat an toan —

o9 14263:2024 Thuét toan ma khdi MKV,

Sw can thiét xdy dung thay thé Quy chuan
a) V& cin cir

- Lut An toan thong tin mang nam 2015, tai khoan 7 Diéu 38 giao “Ban Co yéu
Chinh phu c6 trach nhiém giup B¢ truong Bd Qudc phong xiy dung du thao tiéu chuin
quéc gia ddi véi san phém, dich vu mat mi dan sy trinh co quan nha nude cé thim
quyén cong bd va huéng dﬁn thue hién; xdy dyng, trinh B trudng B Qudc phong ban
hanh quy chuan k¥ thuit quoc gia ddi v6i san pham, dich vu mat ma dan su, chi dinh
va quan 1y hoat dong ciia td chirc chitng nhan sy phu hop dbi véi san pham, dich vu
mat ma déan sy; quan ly chét lu‘(_mg san pham dich vu mét ma dan su”; khoan 4 Diéu
52 quy dinh vé trach nhiém cua Ban Co yéu Chinh phu giap B truong Bo Quoc phong

“xdy dung, trinh cép c6 thAm quyén ban hanh vin ban quy pham phap luat vé quan ly
mat ma dan sy”, “quan ly chit lugng san pham dich vu mat ma dan sy, quan ly cong
tac danh gia, cong bd hop chuin, hop quy ddi v6i san phdm, dich vu mat ma déan su”.

- Luét Sira doi, bd sung mdt s6 diéu ctia Ludt Tidu chudn va quy chuén k¥ thuat,
ban hanh ngay 14/6/2025, c6 hi¢u luc tir ngay 01/01/2026, trong d6 mt 50 quy dinh
vé thoa thuan thira nhén 13n nhau, thira nhan don phuong két qua danh gia s phu hop
tai khoan 2 Piéu 57 Luat Tiéu chuin va quy chuan k§ thuat ndm 2006 duoc sta doi,
b sung, tao diéu kién cho viéc thuc hién cac quy dinh vé danh gia su phu hop trong
linh vyc mat ma dan sw. Theo do6, BY, co quan ngang Bj, Bo tru:ong B6 Quéc phong
xem Xxét, quyet dinh vi€c thtra nhén don phuong két qua danh gia sy phu hop cua to
churc danh gia sy phu hop quoc té, t6 chire danh gia sy phu hgp nudce ngoai dé phuc vu
hoat dong quan ly nha nudc va “theo yéu cau thuc tién ctia quan 1y chuyén nganh, B9,
co quan ngang Bo, Bo truong Bo Qudc phong dugc xem xét, quyét dinh thira nhan don
phuong két qua danh gia su phu hop ctia cac to chic danh gia sy phu hop ngoai céc
két qua danh gia su phu hop. ..

- Nghi dinh s6 211/2025/ND-CP ngay 25/7/2025 cua Chinh phu quy dinh vé hoat
dong mat ma dan sy va sira dbi, bd sung mot s6 diéu cia Nghi dinh sb 15/2020/ND-
CP ngay 03/02/2020 cua Chinh phu quy dinh xur phat vi pham hanh chinh trong linh
vuc buu chinh, vién thong, tan s0 vo tuyén dién, cong nghe thong tin va g1a0 dich di¢n
tir dugce sira d6i, bd sung mot s diéu tai Ngh1 dinh s0 14/2022/ND-CP ngay 27/01/2022
ctia Chinh phu, tai Piéu 10 quy dinh vé thira nhan két qua danh gia sy phu hop san
pham mat ma déan sy “Ban Co yéu Chinh phu giup Bo treong Bo Qudc phong xem xét,
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quyét dinh thtra nhdn don phuong két qua danh gia sy phu hO’p san pham mat ma dan
su cuia to chire danh gia sy phu hop quoc, té, t6 chuc danh gla su phu hop nudce ngoai
dé phuc vu hoat dong quan 1y nha nudc vé mat ma dan su”

b) V& muc dich

Viéc xdy dung, thay thé € “Quy chuén ky thuat qudc gia vé ma hoa dit liéu sir dung
trong linh vuc ngan hang” 1a rit can thiét nham:

- Dam bao chét lugng cho cac san phﬁm mat ma dan sy st dung trong linh vuc
ngan hang.
- Théng nhat vé dic tinh ky thuat méat ma st dung st dung trong linh virc ngdn hang.

- La co so ky thuat dé cac co quan quan 1y tham chiéu, phuc vu c6ng tic quan ly
nha nuéc vé chat lrong san pham mat ma st dung trong linh vuc ngén hang.

¢) Vé pham vi ap dung

Trén co s6 phan tich Iy do va myc dich xéy dyng quy chuan co quan soan thao
quy chuin nhén thiy viéc xay dung bg chi tiéu k¥ thudt quoc gia vé ma hoa dir lidu sir
dung trong linh vyc ngan hang 1a rat can thiét va phu hop trong diéu kién hién nay.

Quy chuén k¥ thut qudc gia nay thay thé QCVN 4:2016/BQP quy dinh mirc
gi01 han cac dac tinh ky thuit mat ma cua cac thut toan ma hoa dir liéu dung trong cac
san pham, dich vu mat ma dan sy sir dung trong linh vuc ngan hang.

3 Co sé xay dung cac yéu cau ky thuit

Co s& van ban ky thuit trong nwéc
Khi xay dung du thao quy chuén, co quan soan thao da tham khao cac tai lidu sau:

- Quyét dinh s 3480/Qb-BKHCN ngay 31/12/2024 ciua Bo truong Bo Khoa
hoc va Cong nghé cong bd tiéu chuin quoc gia TCVN 14263:2024 Cong ngh¢ thong
tin - K thuat an toan - Thudt todan mé khdi MKV.

- Thong tu s6 161/2016/TT- BQP ngay 21/10/2016 cia Bo truong Bd Qudc
phong ban hanh Quy chuan k¥ thuat qubc gia vé mat ma dan su sir dung trong linh vic
ngan hang.

Trén co s¢ cac tai li¢u ky thudt tham khao, co quan soan thao da b sung, sira
d6i Quy chuan dap tmg yéu céu su dung thuat toan MKV, dap tng diéu kién thuc té
d6i voi cac san pham dang dugc luu thdng, s dung tai Viét Nam va cdc san pham
thwong mai phd bién cta qudc té.

Co s kinh nghiém quoc té

3.2.1. Co s6 cho viéc quy dinh ngwdng k thuit an toan d6i voi san pham mat
ma dan su.

Thuc tién quéc té cho théy muc dd an toan cua cac thuat toan mat ma va cac
tham so0 k¥ thuat lién quan c6 xu hudng thay doi theo thoi gian, phu thude vao su phat
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trién cua khoa hoc cong ngh¢ va nang lyc tinh toan. Cac thudt toan va d¢ dai khoa hi¢n
dang duoc st dung c6 thé khong con dap img yéu cau bao dam an toan thong tin trong
trung va dai han, ddc biét dbi voi cac thong tin c6 yéu ciu bao mat cao hodc thoi gian
bao vé kéo dai.

Trong bdi canh d6, nhiéu qudc gia va td chie tidu chuan hoa da ban hanh cac
quy dinh va khuyén nghi nhim quan 1y viéc lua chon, s dung va thay thé céc thuat
toan mat ma, trén co s¢ danh gia dinh ky mirc dd an toan va phu hop cta céc giai phap
ky thuét. Viéc quy dinh ngudng k¥ thuét an toan d6i v6i san phdm mat maé dan sy dugc
xem la mot bién phap can thlet nham han ché rii ro phat sinh tir vige tiép tuc sir dung
cac thuat toan hodc tham sd ki thuat khong con dap ung yéu cau bao mait.

Céc bién phap quan 1y duoc ap dung phd bién trong thuce tién qudc té bao gom:

— Quy dinh thoi han stir dung hoac chu ky ra soat dbi voi thuat toan va do dai
khoa, 1am co s& dé cac t6 chirc, ca nhan chi dong cép nhét, ning cip hoic thay thé cac
giai phap mat ma phu hgp véi mire d§ nhay cdm cua thong tin dugce bao vé;

— Tham chiéu va ap dung cac tiéu chuin, khuyén nghi mat ma do cac té chirc
tiéu chuan hoa uy tin ban hanh (nhu NIST, BSI), nhim bao dam su phu hop vai thong
1é quéc té va han ché nguy co trién khai cac thuét toan hodc tham so k¥ thuat da duoc
danh gia 1a khong con an toan;

— Pdi véi dit lidu ¢6 mac do nhay cdm cao hodc co yéu ciu bao v¢ trong thoi
gian dai, dinh hudng st dung cac thuat toan va d¢ dai khoa c6 mirc an toan cao hon,
dap ing yéu cau bao mat trong dai han va c6 kha ning thich tmg véi su phat trién cua
cong nghé;

— Xay dung 10 trinh chuyén dbi phu hop tir cac thuit toan mat mi khoa cong
khai truyén théng sang cac thuat toan madi c6 mic dé an toan cao hon, bao gém cac
thudt toan c6 kha ning chbng chiu trudc cac tién bd vé ning lyc tinh toan, trén co sd
danh gia rii ro, mirc d nhay cam cua dit liéu va yéu cdu quan 1y nha nudc trong ting
giai doan.

3.2.2. Ra soat, cAp nhat thuit toAn mat mi theo cac tiéu chuin qudc té méi
nhit.

Bang tong hop dudi ddy mot vai thuat toan mat ma d6i xing va cc tan cong da
biét ddi véi timng thuat toan do.

13



Thuit
toan

Kich thwoc
khoa theo
bit

Kich
thwoc
khoi theo
bit

Cic tin cong di biét

AES

128, 192, 256

128

Chua cd cac tan cong
tham ma da bict

Puoc mo ta trong FIPS
197. Pay la thuat toan
mé khdi cong b nim
1998 dugc chinh phu
M¥ lam chuin ma hoa,
sau d6 duoc NIST chap
thuan lam tidu chudn va
duogc st dung rong rai
dén nay.

DES

56

64

Kich thudc khdi va khoa
nho, dé bi tin cong boi
cac phuong phap vét can,
ngay sinh, vi sai, tuyén
tinh, khoa yéu.

Pugc md ta trong FIPS
46-3. Day la thudt toan
ma khéi duge IBM phat
trién, cong b nim
1975, va dugc chuin
hoa nam 1976.

TDEA

128, 192

64

Vao nim 2016 mét 16
hong 1éon di dugc phat
hién d6i véi thuat toén
nay st dung trong giao
thiic TLS, IPsec, SSH,
dugc cong bd tai CVE-
2016-2183. Cudc tan
cong thyc thi voi thuat
toan nay 1a tan cong ngay
sinh (Birthday attack).

Pugc mod ta trong SP
800-67. bay la thuat
toan ma khéi, TDEA
(con biét dén voi tén
goi Triple-DES) dugc
cong bd lin dau nim
1981. Do 15 héng lén
dugc phat hién nén
NIST han ché va tién
toi loai bo trong cac
ung dung mai.

IDEA

128

64

Han ché ctia mé phéap nay
la kich thuéc khdi nho,
lwgc db khéa don gian va
chira cac 16p khéa yéu.
Khéng co cic tan cong
thuc té, tuy nhién c6 cac
tan cong 1én sé vong nho
va khoa yéu. Tan cong t6t
nhit lén IDEA la tin
cong Bicliques.

Thuit toan ma khdi
duge duge thiét ké boi
James Massey cua ETH
Zurich va Xuejia Lai va
duoc md ta lan dau tién
vao nam 1991. Thuat
toan nay ra doi nhim
thay cho thudt toan
DES.
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+ Khovratovich,

Dmitry; Leurent, Gaétan;
Rechberger,  Christian
(2012). Narrow-

Bicliques: Cryptanalysis
of Full IDEA. Advances
in Cryptology —
EUROCRYPT 2012.
Lecture Notes in
Computer Science. 7237.

pp. 392410
« Daemen, Joan;
Govaerts, Rene;

Vandewalle, Joos (1993),
“Weak Keys for
IDEA”, Advances in
Cryptology, CRYPTO 93
Proceedings: 224-231

RC2

40

64

Kich thude khoa qua nho,
kich thudc khoi nho. DE
ton thwong trudc céac
dang tin cong khac nhau.

Thuiat toan ma khéi
dugc thiét ké nam 1987
boi Ron Rivest cua
hing bao mat RSA
Data Security. RC2 con
duge biét dén vai tén
goi ARC2.

RCS5

0-2040

32, 64,
128

Ton tai mot sé tan cong
1én phién ban rat gon 12-
vong voi phién ban kich
thude khoi 64-bit (tham
ma vi sai) vo1 do phure tap
2% ban rd chon loc.

Thuit toan ma khbi
dugc thiét ké boi
Ronald Rivest vao nam
1994,

RC6

128, 192, 256

128

Chua cO tin cong anh
hudng té1 phién ban day
du

Thuét toan ma khéi co
ngudn gbc tr RC5 va
dugc thiét ké boi Ron
Rivest, Matt Robshaw,
Ray Sidney va Yiqun
Lisa Yin dé dap ung
cac yéu cau cla cudc
thi Tiéu chudn mi hoa
nang cao (AES).

15




ARIA

128, 192, 256

128

o Wenling Wu, Wentao
Zhang, Dengguo Feng
(2006). “Impossible
Differential
Cryptanalysis of ARIA
and Camellia” .
Retrieved January

19, 2007.

o Xuehai Tang;, Bing
Sun; Ruilin Li; Chao Li
(March 30, 2010). “A
Meet-in-the-Middle

Attack on  ARIA”.
Retrieved April 24, 2010.

Thuit toan ma khoi
dugc thiét ké vao nam
2003 bo1 mot nhom 1on
cac nha nghién clru cua
Han Qudc. Nam 2004
thudt toan nay duoc
chuan héa va s dung
tai Han Qudc.

Blowfish

32-448

64

Tan cong ngay sinh
(vi kich thudce khoi nho).

Ton tai cac khoa yeéu.

Thuét toan ma khdi do
Bruce Schneier thiét ké
nam 1993 nhu mot giai
phéap thay thé mién phi,
nhanh chong cho cac
thuat toan ma hoa hién
¢o tai thoi diém do.

Camellia

128, 192, 256

128

Dugc danh gia c6 mirc do
an toan tuong duong
trong cac tiéu chuan quoc
te.

Thuit toan ma khbi
dugc phat trién boi
Mitsubishi Electric va
NTT cua Nhat Ban.
Pugc cong nhin trong
chuén ISO/TEC. Thuat
toan co mirc dd bao mat
va kha nang xu ly
twong duong voi thuat
toan AES.

SEED

128

128

Chua co cac tan cong da
bict voi phién ban day du.

Thuat toan ma khéi
dugc phat trién boi
KISA (Han Quéc) va
dugc cong bd trong
chuan ISO/IEC 18033-
3:2010 va nhiéu RFC
khac (nhu RFC 4010,
REC 4162, REC 4196).

CAST

64

64

Kich thudc khoa/khdi
qué nho bi tin cong ngay
sinh, cac tin cong khac
nhu vi sai tuyén tinh.

Thuit toan mad khbi.
Khong c6 ban quyén,
dwgc mé ta trong
RFC 2144.
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CAST-
128 (con
goi la
CASTYS)

40-128

64

Kich thudc khéi qua nho
bi tan cong ngay sinh, cac
tn cong khic nhu vi sai
tuyén tinh.

Thuat toan dugc cong bd
vao nam 1996 boi
Carlisle Adams va
Stafford Tavares. Thuat
toan nay cting da duogc
Co quan An ninh Truyén
thong phé duyét cho
Chinh phi Canada sir
dung.

CAST-
256

(con got
la
CAST®6)

128, 192, 256

128

Tén cong tt nhat 1a tan
cOng tuong quan khong
(zero-correlation) vai do
phirc tap thoi gian la
2= v i igu 14 278,
Tén coéng nay khong anh
huong to1 d§ an toan cua
thudt toan.

Bogdanov,
Leander, Gregor;
Nyberg, Kaisa; Wang,
Meiqin (2012). Integral
and  multidimensional
linear distinguishers with
correlation zero. Lecture
Notes in  Computer
Science. 7658. pp. 244
261.

Andrey;

Thudt toan ma khdi, co
ngudn goc tir CAST-
128. CAST-256 dugc
xuat ban vio 6/1998.
Pugc thiét ké theo thiét
ké “CAST” do Carlisle
Adams, Stafford
Tavares phat minh va
Howard Heys, Michael
Wiener dong gop vao
thiét ké. CAST-256
dugc mé ta trong RFC
2612.

SM4

128

128

Chua co tan cong da biét
nao dugc cong bo.

Thuét toan ma khoi, n6
dugc nhidu co quan dau
nganh tai Trung Quéc
phat trién nhung chu
yéu duoc phat trién boi
Li Shuwang. Thang
8/2016 duge chuan héa
tai Trung Quéc.

Dua vao bang trén, c6 thé théy héu hét cac thuat toan co kich thude khdi 128 bit
giip han ché cac rui ro lién quan dén tan cong ngay sinh, phu hop véi khuyen nghl cua
céc to chuc qudc te trong do AES la thudt toan dugc nhic dén nhidu nhét trong cac tai
liéu ctia to chirc quoc té uy tin (NIST, BSI, ANSI), duge coi la chuan mic dinh dé danh
gla d an toan cua cac thuat toan khac. Hau hét céc tai liéu ky thuét (Whltepaper) va
cau hinh mic dinh déu chi liét ké AES (Advanced Encryption Standard) vdi cac d¢ dai
khéa 128-bit hodc 256-bit 1a lya chon duy nhit cho mi hoa déi ximg.

Qua ra soat danh muc san pham mat ma dan sy va khao sat thi truong tai Viét
Nam, co quan soan thao nhan thiy da s6 san pham dugc khao sat c6 tich hop thuat toan
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ma hoa AES, hiém thiy san phdm tich hop tily chon cac thuét toan qubc té hodc noi
dia khac (nhu Camellia, CAST, SEED, SM4), cac thu vién ma nguén m¢ mac dinh su
dung thuat toan AES hodc khong c6 cac tuy chon thudt toan khac, néu ¢6 nhu cau sir
dung, phai tuy bién, tich hop vao ma nguén.

Vé mit hd trg phan cu'ng, hau hét cac CPU hién dai (Intel AMD, ARM) déu co
tap 1énh hd trg AES-NI, gitip viéc ma hoa/giai mad bing AES c6 téc dd cuc nhanh ma
khong ton nhiéu tai nguyén. Do vay, viée su dung AES la dam bao tinh tuong thich cao,
tiét kiém chi phi khi san phim cn giao tiép, phd bién rong rii véi hé théng quéc té.

Pé dam bao tinh an toan va hdi nhap cing thé gidi, cac san pham dich vy mat
ma dan sy dugc kinh doanh, st dung tai thi truong Viét Nam can c6 tinh an toan, on
dinh, twong thich cao, dong thoi dinh hudng phat trién mat ma Viét Nam dam bao tu
chu bén ving. Do do, can xay dung quy dinh chit ché cho vi¢e sir dung cac thudt toan
mat ma pho bién va thudt toan mdt ma cua Viét Nam. Co quan soan thao da tham khao
cac khuyén nghi qudc té v& an toan mat ma dé dua ra cac stra dbi, bd sung phu h0’p VOl
diéu kién st dung san pham mat ma dan sy tai Viét Nam, dam bao can bang gitra bao
mat, hiéu sut, va kha nang trién khai thuc té.

Cac giai phap nay dam bao rang mat ma dan sy dap tng duoc yéu ciu bao mat
ngan han, dong thdi pht hop voi 16 trinh cdp nhét cong nghé dé bao vé dir liéu trong
dai han, nhu da dé ~cép trong cac quy dinh cua Viet Nam (QCVN 4:2016/BQP) va
khuyén nghi qudc té.

a) Poi voi thuit toan TDEA

Tai liéu NIST SP 800-131A Rev 2 "Transitions: Recommendation for Transitioning
the Use of Cryptographlc Algorithms and Key Lengths", cua Vién Tiéu chuén va Cong
nghé Quoc gia Hoa Ky (NIST) cung cdp cac quy dinh vé khuyén nghi str dung va 10
trinh chuyén d6i dbi véi cac thudt toan mat ma va do dai khoa nhu sau:

Thuat toan Khuyén nghi sir dung

3TDEA cho Mi hoa Khong duoc chdp nhan dén nim 2023
Khéng dugc phép sau nam 2023

3TDEA cho Giai mi Sir dung ké thira
AES-128 cho M3 hoa va Giai ma Pugc chip nhin
AES-192 cho M3 hoa va Giai ma Pugc chap nhan
AES-256 cho M4 hoa va Giar ma Pugc chép nhan

Tai day NIST dat ra gidi han va 19 trinh st dung thudt toan TDEA:

- Viéc str dung abi v0i cac bién phap bao vé mét ma moi (nhu mé hoa, dong goi
khoa, tao MAC) dugc khuyén nghi chuyén doi trudc ngay 31 thang 12 ndm 2023 va sé
bi ngirng phé duyét tir ngay 1 thang 1 nam 2024.
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- Tuy nhién, TDEA van dugc phép dung cho chitc ning giai ma, mo goi khoa va
xac minh MAC ddi voi dit liéu da dugce bao vé trude do, nham ho trg cac h¢ thong ke
thira trong qua trinh chuyén doi.

_ Thyc hién theo 19 trinh nay, NIST da cong bé thong bao ngay 29 thang 6 nim 2023
ve viéc rut lai NIST SP 800-67 Rev.2 — Recommendation for the Triple Data Encryption
Algorithm (TDEA) Block Cipher, cé hi¢u luc tir ngay 01 thang 01 nam 2024.

b) Péi véi ché dp XTS

Chfa do XTS (XEX-based Tweaked CodeBook mode with ciphertext stealing)
duoc thiét ké chuyén bi¢t cho ma hoa dir lidu luu gitt theo khoi, dac biét l1a ma hoa 6
dia va vung luu gitr dung luong 16n.

XTS cho phép ma hoa doc lap timg don vi dit lidu (sector hodc block), hd tro
hiéu qua truy cip ngiu nhién ma khong can duy tri trang thai gifra cac khoi. Viéc st
dung tham s6 tweak dwoc din xudt tir chi s6 vi tri luu gitr giup ngan chin cac tin cong
hoan d6i khoi va sao chép dit liéu giita cac vi tri khac nhau trong khong gian luu gii.
Ngoai ra, XTS khong lam thay ddi kich thude dit liéu va khong phét sinh dit liéu phu
cho muc dich xac thuc, pht hop véi cac hé thong lwu giit hiéu ning cao.

Véi cac dic tinh trén, XTS hién la ché d6 duoc khuyen nghi rong rdi cho mi hoa
dit liéu luu giir va di duogc trién khai trong nhiéu hé thong thuc té.

¢) Poi véi ché do KW, KWP

Trong cac h¢ théng bao mat dir lidu luu gitr, khoéa ma hoa dir liéu khdng dugce
luu gitr & dang r6 rang ma phal duge bao vé bang cac co ché boc khéa chuyén dung.
Céc ché d6 KW (Key Wrap) va KWP (Key Wrap with Padding) duoc lya chon nhim

bao ddm an toan cho qua trinh luu gitt va van chuyén khoa ma hoa di liéu.

KW va KWP cung cip co ché bao vé khoa c6 kiém soat, cho phép phat hién thay
d6i trai phép va bao dam tinh toan ven cua khoa dugc boc. Viée str dung cic ché do
nay phu hop véi cac khuyén nghi quéc té vé quan 1y khoa va dap {tng yéu cau phan
tach muc dich sir dung khoa, theo d6 khoa dung dé boc khoa khong dugc su dung cho
ma hoa dir liéu va nguoc lai.

Do d6, KW va KWP giit vai tro thiét yéu trong kién tric bao mat tong thé ctia
cac san pham bao mat dir liéu lwu gitt, mic du khéng truc tiép tham gia véo qua trinh
ma hoa dir li¢u nguoi dung.

d) Déi v6i thuit toan Kuznyechik

Dbi v6i thudt toan Kuznyechlk ché 6 XTS dugc cho phép st dung do phu hgp
véi muc tiéu ma hoa dir liéu luu giit theo khéi, dap ing yéu cau bao mat dit liéu luu
gilt va c6 pham vi ap dung rd rang.

Ngoai ra, ché d6 MGM la ché 6 ma hoa xéac thuc duge quy dinh trong hé tiéu
chuan GOST, dugc thiét ké ddng bo véi thuat toan Kuznyechik, cho phép bao dam
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dong thoi tinh bi mét va toan ven dit liéu. Viée lua chon MGM thay cho cac ché do
AEAD khac nhdm bdo dam tinh nhat quan vé hé tiéu chuan va thuén lgi trong trién
khai, danh gia hop chuan doi véi cac san pham sir dung thuét toan Kuznyechik.

Cac ché d6 CCM va GCM khéng dugc 3 ap dung cho thuat toan Kuznyechik trong
Béng 7 do khéong thudc hé ché d6 dugce chuin hoa ddng bd véi thudt toan nay. Viée
khong lwa chon CCM va GCM d6i voi Kuznyechik khong lam giam muc dd an toan
ctia quy chuan, déng thoi bao dam tinh rd rang, nhat quan va kha thi trong 4p dung.

e) Poi véi ché dp CFB, OFB

Cac ché d6 CFB va OFB bién thuat toan ma hoa khdi thanh dang ma hoa dong,
phu thudc vao trang thai trude do. Trong mdi trudng luu gitr, cac ché do nay khong ho
tro tt truy cAp ngau nhién theo khoi va d& bi anh huong béi 16i lan truyén hodc cac tan
cong thao tiang dir liéu (bit-flipping attack) & muc bit.

Ngoai ra, CFB va OFB khong cung cap co ché xac thye dir lidu va yéu cdu quan
Iy chit ché vector khdi tao (IV), lam gia tang rui ro trién khai sai trong cac hé thdng
luu gitr dung lugng 1on. Vi céc ly do nay, cac che d¢ CFB va OFB khong dap (g duoc
y€u cau an toan trong trién khai ddi véi mot sé6 dong san pham mat ma dan su cu thé
(vi du nhu san pham bao mat dir liéu lwu gii).

f) Poi véi ché dp CBC

Ché d6 Cipher Block Chaining (CBC) 1a ché do hoat dong truyén théng cia cac
thuat toan ma hoa khéi dbi xtg nhu AES va Kuznyechik (GOST R 34.12-2015). Tuy
nhién, trong boi canh bao mat dir lidu luu gitr dai han, ché 46 CBC khéng con dap tng
diy dii cic yéu cau vé an toan va kha ning trién khai, do do khong dugc khuyén nghi
str dung cho cac hé thong ma hoa dir liéu lvu gitt moi.

CBC chi cung cép tinh bi mat ma khéng tich hop co ché bao dam toan ven va
xac thuc dir lidu. Trong mdi trudong luu git, diéu nay dan dén nguy co bi thao tang dit
liéu, bao gom thay 601 ndi dung hodc hodn ddi cac khéi dit liéu dd ma hoa ma hé thong
khong thé phat hién néu khong trién khai thém cac co ché bao vé bd sung. Viéce két hop
CBC véi cac co ché xac thue bén ngoai 1am ting dd phue tap trién khai va khong phu
hop véi yéu cau don gian, tin cdy ctia cac hé thong luu giit dung luong 1on.

Bén canh d6, CBC khong hd trg hiéu qua truy cap ngau nhién theo khéi va khong
c6 co ché rang budc dit 1iéu voi vi tri luu gitt. Do mdi khoi dit liéu phu thude vao khbi
lién trudc, viée giai ma hodc cap nhat dir liu tai mot vi tri bat ky tré nén kém hi¢u qua.
Pdng thoi, ché dd nay khong chdng dugc cac tdn cong sao chép, hoan ddi hodc phuc
hoi dit liéu ban dau, vdn 1a cac mbi de doa phd bién trong méi trudng luu gitr.

Ngoai ra, viéc quan 1y vector khoi tao (IV) trong CBC gip nhiéu kho khin trong
mdi trudng luu giit dir liéu dai han. Yéu ciu IV khéng lap lai va duoc quan 1y chit chd
kho bao dam trong cac hé thong co hoat dong ghi d¢, sao lwu va phuc héi dit lidu, lam
gia tang nguy co suy giam murc d§ an toan.

Trén co s& cac phan tich néu trén va theo cac khuyén nghi hién hanh, ché do
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CBC khéng dugc lya chon cho ma hoa dir liéu moi. Ché d¢ nay chi duoc ding dé giai
ma dit li¢u da dugc ma hoa trude do trén hé thdng nhdm bao dam kha ning tuong thich
nguoc, khong khuyén nghi trién khai trong cac hé thong méi.

g) Poi véi thuit toan CAMELLIA

Mic du dugc coi la mot thudt toan mé hoa hién dai va bao mat, thuat toan Camellia
d2 bi tdn thwong trudc cac tin cong kénh ke (side-channel attacks), chang han nhu tan
cong cache timing, va cac 181 cu thé trong trién khai (implementation-specific flaws), tAn
cong phén tich 16i (fault analysis attack). Nhiing cudc tin cdng nay khai thac sy khac
biét vé thoi gian hodic dua 101 vao trong qua trinh ma hoa dé suy luan ra khoa bi mat,
nhung chung khong phai la pha vo thiét ké toan hoc co ban cua thuét toén.

Céc diém yéu theo loai tin cong :
- Tan cong 16i vi sai (Differential Fault Attack):

. Ké tin cong c6 thé dua 18i vao ban ma trong qua trinh ma hoa.

. Bfmg cach phén tich cidc ban ma bi 161, chting co thé khoi phuc khéa bi mat, theo
ScienceDirect.com.

https://www.sciencedirect.com/science/article/abs/pii/S016412120900333 1#:~:text=r
ights%20and%20content,Abstract,0f%20software%20(cryptographic%20algorithms).

- Tan cdng Cache Timing:

« Cac nha nghién cuu da ching minh rang cac trién khai ciia Camellia dé bi tan
cong hen gio bd nhd dém.

. Nhitng cudc tin cong nay khai thac thoi gian can thiét d& hoan thanh cac thao

tdc mat ma, thoi gian nay co thé thay ddi tity thudc vao phan nao ctia by nh¢ dém
duoc sir dung.

« Su thanh cong cua cudc tn cong nay phu thudc nhiéu vao viéc trién khai cu thé,
chir khong phai ban than thuat toan, theo Cryptology ePrint Archive.

M. Joye et al. (Eds.): InfoSecHiComNet 2011, LNCS 7011, pp. 144-156, 201 1.
- Phan tich vi sai (Differential Analysis) va bd phan bi¢t (Distinguishers):

. Phan tich vi sai [a m¢t phuong phép tan cong phd bién doi voi cac thudt toan ma
hoa doi xirng.

« Mic di Camellia dugce thiét ‘ké dé chépg lai cac cudce tin g(")n~g nay, cac nha
nghién ctru da phat hién ra rang cac trién khai cu thé ¢6 thé dé bi ton thuong
trude mot soO loai phén tich vi sai, chang han nhu nhiing loai khai thac cac dac
tinh cua hgp S-box.

- Cac can nhac vé bao mat

« Tinh bao méat cia Camellia phu thudc vao mot trién khai chinh x4c va an toan,
giong nhu bat ky thuat toan mat ma nao khac.

« Nhimng sai sot phod bién nhu xtr Iy khong dung cach Vector khdi tao (IV) trong
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mot s6 ché do hoat dong co thé lam t6n hai nghiém trong dén bao mat, ngay ca

vo1 mot thuat toan manh, theo ghi nhan cua MojoAuth.
https://mojoauth.com/compare-encryption-algorithms/chacha20-256-vs-camellia-
256/

« Mot s6 nha nghién clru da chira rang mot sb lugng vong nhét dinh c6 thé bi lam
yeu trude cac cude tan cong cu thé, nhung diéu nay thuong khong lam ton hai
dén bao mat tong thé.

Mgc du thuat toan Camellia s& hitu thiét ké mat ma manh me va da duge ching
minh chong lai céac tan cOng vet can va phan tich vi sai, nhung vi¢c danh gia tinh an
toan thuc té cua né cAn xem xét hai yéu té quan trong: tinh dé bi ton thwong trong trién
khai va tinh phd bién trén thi truong.

1. Tinh dé bi ton thuong trong trién khai: Camellia dd duoc ching minh 1a dé bi
tén thuong trude cac tan cong kénh ké (side-channel attacks), dic biét la tin
cong cache timing. Nhig 18 hong ndy khong phai la 101 toan hoc, nhung ching
doi hoi céc bién phap phong vé va trién khai cuc ky can than. Viéc nay lam ting
d6 phrc tap va nguy co 16i trong qua trinh tich hgp vao tng dung.

2. Tinh phé bién thip: So voi cac tiéu chuan da duoc chép nhan rong rai va duoc
ho trg manh mé nhu AES (Advanced Encryption Standard), Camellia ¢6 muc
do6 phd bién va su ho trg cong cu (tooling support) thap hon nhiéu.

Do su két hop cua rui ro bao mat lién quan dén trién khai (doi hoi k¥ thuat chuyén
sau dé va 101 kénh k&) va tinh thiéu phd bién (din dén it sy giam sat ctia cdng dong va
it cong cu tbi uu), viéc uwu tlen str dung Camellia so véi cac thuat toan da dugc thiét 1ap
t6t nhu AES 1a khong thuc té.

3.3 Co sé thwe tién va ciin cit thira nhin két qua danh gia sy phu hep

Cong tac quan 1y chat luong san pham mat ma dan sy, danh gia ching nhén hop
chuan, hop quy san phim mat ma dan su trong nudc gap nhleu kho khan trong qua
trinh trién khai do thuc trang hién nay ¢ Viét Nam chua co t6 chire thir nghiém dat céac
ching chi vé thir nghiém san pham mat ma dén sy va dugc chi dinh (ISO/IEC 17025).
Céac quy chudn ky thuat trong linh vie mat ma dan su tai Viet Nam duoc xay dung
duoc xdy dyung trén co sd hai hoa véi tiéu chuan qudc té. Cung voi do, da sO cac san
pham mat ma dan sy hi¢n nay dugc nhap khau tr nwdc ngoai va da dugce danh gia boi
cac to churc uy tin, c6 ning luc. Vé co ban, 601 v6i séan phdm co6 chung tiéu chuan k¥
thuat, két qua danh gia tir cic to chie quéc té c6 ning luc dugce cong nhan khong co
sai I¢ch, khac biét va dam bao rang viéc danh gia tuan thu quy chudn 1a nhit quan va
cong bang. Do vay, viée chip nhan két qua thir nghiém tir to chirc dugc chi dinh va td
chic nude ngoai dugc cong nhin theo ISO/IEC 17025 trong khi diéu kién trong nudc
chua thue hién duoc 1a phi hop dé trién khai cong tac quan 1y nha nudc, quan ly chit
lugng san pham mat mi dan su, dong thoi tao thuan loi cho thuong mai qudc té, tranh
kiém tra chong chéo, giam chi phi cho doanh nghlep ma van dam bao rang cac san
pham hang héa trén thi trudng dap tmg day du yéu cau vé an toan, chét luong va bao
vé nguoi tiéu dung.
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4 N@i dung Quy chuin k§ thuit quéc gia QCVN 4:2025/BQP

Can ctr vao qua trinh ra soat cac san pham mat ma dan su su dung trong linh vuc
ngan hang da duoc Ban Co yéu Chinh phu cép phép; Cén cir vao tinh cap thlet phai cap
nhét yéu ciu sir dung v6i thut todn ma khdi MKYV; Xem xeét tir nhiing yéu cau, khuyén
nghi dugc néu ra trong cac tai liéu tham khéo tir céc to chic NIST, CC, BSI, Co quan
soan thao dé xuat xdy dung quy chuin nhu sau:

Nguyén tic x4y dung ndi dung

- Cac tham s6 an toan dugc lya chon theo cac khuyen nghi cta ISO/IEC, NIST,
CC, BSI va céc t chirc quic té khac dé dam bao an toan va phu hop nhét;

- Phu hop véi diéu kién thue t& déi voi cac san phim mat mé dan su sir dung
trong linh vyc ngén hang dang dugc luu thong, sir dung tai Viét Nam va cac san pham
thwong mai phé bién cua quéc té;

- Bap ung duoc sy phat trién cia cong nghé trong vong 5 nam tdi.
Noi dung Quy chuin k¥ thuit

Chuén hoéa tir ngir, thudt ngt, bo sung cac ndi dung vé thuat toan MKV, lugc bo
c4c ndi dung chi tiét cua cac thuat toan tai muc 1 “Quy dinh chung”, cu thé nhu sau:

1 QUY PINH CHUNG

1.1  Pham vi diéu chinh

Quy chuén ky thuat québc gia nay quy dinh mirc gioi han céc dédc tinh ky thuat mat ma
cua cac thuat toan mé hoa dit li¢u dung trong cac san phdm mat mi dan su st dung
trong linh vuc ngan hang.

1.2 P6i twong ap dung

Quy chuan nay ap dung ddi voi cac td chire kinh doanh, sir dung san pham, dich vu
mat ma dan su trong linh vuc ngin hang.

1.3 Taili¢u vién din
Céc Tai liéu vién din sau 1a can thiét cho viéc ap dung quy chuin nay. Truong horp cac

tai liéu vién dan dugc sira ddi, bd sung hoic thay thé thi ap dung phién ban méi nhét.

TCVN 14263:2024 “Céong nghé thong tin - Ky thudt an toan - Thudt toan ma khoi
MKV,

TCVN 11367-3:2016 (ISO/IEC 18033-3: 2010) “Cong nghé thong tin — Cdc ky thudt
an toan — Thudt toan mdt ma — Phén 3: Ma khéi

TCVN 12213:2018 (ISO/IEC 10116:2017) “Céng nghé théng tin - Céc ky thudt an
toan - Ché dg hoat ddéng ciia ma khoi n-bit”,

[RFC7801]: “GOST R 34.12-2015: Block Cipher “Kuznyechik™”, Internet
Engineering Task Force (IETF), March 2016.
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1.4  Giai thich tir ngir
Trong quy chuén ndy, cac tir ngit dudi day dugc hiéu nhu sau:
1.4.1. Thong tin khong thugc pham vi bi mit nha nwéc

La thong tin khong thudc nodi dung tin “tuyét mat”, “tbi mat” va “mét” dugc quy dinh
tai Luat Bao vé bi madt nha nudc ngay 15 thang 11 nam 2018.

1.4.2. Mat ma

La nhing quy tic, quy udc riéng dung dé thay ddi hinh thtrc bidu hién thong tin nhim
bao dam bi mat, xac thuc, toan ven cua ndi dung thong tin.

1.4.3. Mat ma dan su

La k¥ thuat mat ma va san phém mat ma dugc su dung dé bao mat hodc xac thuc dbi
vo1 thong tin khong thude pham vi bi mat nha nude.

1.4.4. Sin phim mat ma dan sy

La cac tai liéu, trang thiét bi k¥ thuat va nghiép vu mat ma dé bao vé thong tin khong
thuoc pham vi bi mat nha nude.

1.4.5. Ky thuit mat ma

La phwong phap, phuong tién c¢6 (ng dung mat mi dé bao vé thong tin.
1.4.6. Ma héa

La qué trinh dung k¥ thuat mat ma dé thay do6i hinh thic biéu hién thong tin.
1.4.7. Gidi ma

La phép bién dbi nguoc ciia qua trinh ma hoa tuwong ng.

1.4.8. M khoi

Hé mat doi xtmg vaéi tinh chat la thuat toan ma hoa thao tac trén mot khoi cua ban ro,
nghia la trén mot xau bit c6 do dai xac dinh, két qua cho ra mot khoi cua ban ma.

1.4.9. Ma dong

Hé mat d6i xtmg véi tinh chét 1a thudt toan ma hoa bao gom t6 hgp mdt ddy cac ky tu
cua ban rd véi day cac ky tu cua khoa dong, moi [an mét ky tu, st dung mdt ham kha
nghich.

1.4.10. Khoa

La day ky tu diéu khién hoat dong cia bién d6i mat ma.
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1.4.11. Khéa dong

La diy cac ky tir gia ngiu nhién bi mit, duge sir dung bdi cac thuat toan ma hoa va giai
ma cua ma dong.

1.4.12. Mt ma d6i xing

La mat ma trong do khoa dugc sir dung cho cac phép ma hoa, gidi ma la triing nhau
hodc dé dang tinh toan dugc khoa ma hoa khi bict khoa giai ma va nguoc lai.

1.5 Chir viét tit

Chir viét tit Tén tiéng Anh Tén tiéng Viét

AES Advanced Encryption Standard Tiéu chuin ma hoa tién tién

CBC Cipher Block Chaining Mode  Ché d¢ moc xich khéi ma

CCM Counter with Cipher Block Ché d6 bd dém véi xac thuc thong
Chaining Message béo kiéu CBC
Authentication Code

CFB Cipher Feedback Mode Ché d6 phan hdi ban ma

CTR Counter Mode Ché d6 bo dém

FIPS Federal Information Tiéu chuan xir 1y thong tin lién
Processing Standards bang (Hoa Ky)

FIPS PUB Federal Information Cong bd tiéu chudn xu ly thong
Processing Standards tin lién bang (Hoa Ky)
Publication

GCM Galois/Counter Mode Ché d6 bo dém Galois

GOST Gosudarstvennyy Standart Tiéu chuidn quéc gia Lién

bang Nga
KW Key Wrap Boc khoa
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KWP
MGM
MKV

NIST

OFB
QCVN

RFC

SP

TCVN

XTS

Key Wrap with Padding

Multilinear Galois Mode

National Institute of Standards

and Technology

Output Feedback Mode

Request for Comments

Special Publication

XEX-based tweaked-codebook

mode with ciphertext stealing

2 QUY PINH KY THUAT

Boc khoa vai dém dit ligu

Ché d9 Galois da tuyén tinh

Ma khéi Viét Nam

Vién Tiéu chuan va Ky thuit qudc
gia (Hoa Ky)

Ché d6 phan hbi dau ra

Quy chuin qudc gia Viét Nam

Pic ta k¥ thuat do t6 chuc IETF
(Internet  Engineering  Task
Force) cong bd

An pham dic biét (Vién Tiéu
chuén va K¥ thuat quéc gia Hoa
Ky)

Tiéu chuin qudc gia Viét Nam

Ché d6 ma khbi XTS

Céc san phdm mat ma dan sy sir dung trong linh vire ngan hang tuén thu cac quy

dinh vé thuat toan ma hoa do1 xung sau:

2.1 Quy dinh vé thuit toan mit ma

Str dung thuat toan trong danh sach sau:

Béang 1 - Danh muc thuit toin ma hoéa d6i ximg dwgc phép sit dung
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STT Thuét todn Tham chiéu
1 MKV [TCVN 14263:2024]
2 AES [TCVN 11367-3]
[GOST R 34.12-2015]
3 Kuznyechik
[REC 7801]

ma héa dbi ximg

2.2 Quy dinh vé diic tinh k¥ thuit va thoi gian sir dung

Viéc stir dung thuat toan ma hoa dbi xurng phai tuan thu cac quy dinh sau:

Bing 2 — Quy dinh vé dic tinh ki thuit va thoi gian ap dung ddi véi thuat toan

Kich thwée Cic ché @9 cho phép Str dung
STT | Thuat toan )
khoa theo bit str dung dén nam
128 XTS, CTR, CCM, GCM, Kw, | 2028
1 MKV 192, 256 KwP 2030
128, 192, 256 CBC (chi dé giai ma) 2028
\ 128 XTS, CTR, CCM, GCM, Kw, | 2028
‘ 2 AES 192, 256 S 2030
|
} 128, 192, 256 CBC (chi dé giai m3) 2028
XTS, CTR, MGM 2030
3 | Kuznyechik 256
CBC (chi dé giai m3) 2028
CHU THICH:
Déi véi thuat toan MKV, do dai tham sb, cac chu trinh tao khoa, bd tham sb cu thé trong
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quy chuan nay 4p dung theo TCVN 14263:2024.

Dbi véi thudt toan AES, do dai tham sd, cau trac thudt toan va cac chu trinh tao khoa trong

quy chudn nay &p dung theo FIPS 197 hoidc TCVN 11367-3:2016.

Déi voi thudt toan Kuznyechik, do dai tham $6, cac chu trinh tao khoa, bd tham sb cu thé

trong quy chuén nay ap dung theo GOST R 34.12-2015 (RFC 7801).

Céc ché 9 hoat dong cua ma khéi trong quy chudn nay ap dung theo TCVN 12213, SP
800-38C, SP 800-38D, SP 800-38E, SP 800-38F, RFC 9058.

2.3 Quy dinh vé an toan trong sir dung

- Trong boc khéa bang thuit toan ma hoa déi xtmg phai sir dung mdt trong céc
ché do sau: KW, KWP, CCM, GCM.

- Cac khoa mat ma chi duge str dung cho mgt muc dich, khong duge phép sir dung
chung khoa dé ma héa khoa va ma hoa dir liéu.

- Pbi voi ché 46 CBC, chi duoc phép sir dung dé giai ma dit liéu cii, khong ding dé
ma hoa dir ligu moi.

3 QUY PINH VE QUAN LY

3.1 Cac murc gidi han cua dac tinh ki thuat mat ma néu tai quy chudn nay la cac
chi tidu an toan phuc vu quan 1y theo quy dinh vé quan Iy chit lugng san pham, dich

vu mat ma dan su.

3.2 Cong bd hop quy, ching nhin hop quy, kiém tra chét lvong san pham theo
Thong tu s6 28/2012/TT-BKHCN ngay 12/12/2012 ctia Bo khoa hoc va Cong nghé quy
dinh vé cong bd hop chudn, cong bd hop quy va phuong thirc danh gia su pht hop véi
tidu chuan, quy chuan k¥ thuat, trong quy chuan nay dugc thuc hién theo phuong thirc
1; Thong tu s6 02/2017/TT-BKHCN ngay 31/3/2017 ciia B khoa hoc va Cong nghé
stra 361, bd sung mot s diéu ciia Thong tu s6 28/2012/TT-BKHCN ngay 12/12/2012.
Quaén 1y cong bd hop quy dua trén két qua chimg nhan cta to chirc ching nhén duoc

chi dinh theo quy dinh cua phap lut.

3.3 Dau hop quy dugc sir dung truc tiép trén san pham hodc trén bao goi hodc trén
nhén gin trén san phim hodc trong chiing chi chét lugng, tai liéu k¥ thuat clia san pham.
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3.4 Ban Co yéu Chinh phii xem xét thira nhan két qua danh gia sy phu hop do té
chirc danh gia su pht hop nudc ngoai thuc hién déi voi cac san pham mat ma dan su

thudc trach nhiém quan ly.

4 TRACH NHIEM CUA TO CHUC, CA NHAN
4.1 Cyc Quan ly mat ma dan sy va Kiém dinh san phém mat ma - Ban Co yéu
Chinh phi 13 co quan tiép nhan cong bd hop quy, kiém tra nha nudc vé chat luong san

pham mat ma dan su.

4.2 Cac tb chuc st dung san pham, dich vu mat ma dan su c6 trach nhiém dam
bdo tuan thu quy chuan nay va chiu sy kiém tra cua co quan quan Iy nha nudc theo cac

quy dinh cua phap luat hién hanh.

4.3 Cac t chirc c6 hoat dong san xuét, kinh doanh san phém, dich vu mat ma
dan sy thuéc pham vi diéu chinh cua quy chuan nay c6 trach nhiém thuc hién cac quy
dinh vé ching nhén, cong bd hop quy va chiu sy kiém tra cua co quan quan 1y nha

nudc theo cac quy dinh cua phap luat hién hanh.

5 TO CHUC THUC HIEN
5.1 Ban Co yéu Chinh phu giup Bo truong Bé Québc phong ra soat, sira ddi, bd
sung hodc ban hanh thay thé quy chudn nay dé dam bao phu hop véi thuc tién va dap

ung yéu cau quan ly.

5.2 Cyc Quan Iy mat ma dan sy va Kiém dinh san phAm mat mé - Ban Co yéu
Chinh phti ¢ trich nhiém hudéng dan, t6 chirc trién khai quan 1y k¥ thuit mat ma theo
quy chuan nay.

5.3 Thanh tra, kiém tra san phém, dich vu mat ma déan su dugc co quan quan ly
nha nude c6 tham quyén tién hanh dinh ky hang nim hodc dot xuit.

5.4 Trong trudng hgp cic van ban quy pham phép luét quy dinh tai quy chudn k¥
thuat nay co su thay ddi, bd sung hodc duoc thay thé thi thuc hién theo cic van ban
mdi. Trong trudng hop cac tiéu chuan dugc vién dan trong quy chuén nay co su thay

ddi, bo sung, thay thé thi thuc hién theo huéng dan cia B Qubc phong./.
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6 Bang doi chiéu ndi dung QCVN véi cdc tai liéu tham khao

Tén nji dung Tai liéu tham khao Phwong an
xay dung
B6 sung quy TCVN 14263:2024 “Cong ngh¢ thong tin - K¥ Chép nhan
dinh d6i voi thuat an toan - Thudt toan ma khoi MKV toan ven
thuat toan MKV
Dimg dé xudt sir | NIST SP 800-131A Rev.2 (2019) Chép nhan
dung thuat toan toan ven
TDEA
BO sung quy NIST Special Publication 800-38A, Recommendation for | Dyra theo
dinh vé an toan | Block Cipher Modes of Operation. khuyén nghi
doivoicic thudt | NTgT  gpecial — Publicaion  800-38E, | U8 ¢ac 0
toan ma‘& mfl SU | Recommendation for Block Cipher Modes of chire
dung che do Operation: The XTS-AES Mode.
CBC ta1 bang 2 _ o
va muc 2.3 NIST Special Publication 800-57,
' Recommendation for Key Management.
IEEE Std 1619, Standard for Cryptographic
Protection of Data on Block-Oriented Storage
Devices.
BSI TR-02102-1, Cryptographic Mechanisms:
Recommendations and Key Lengths.
Common Criteria Portal, Supporting Documents
and Guidance.
B6 sung quy RFC 7801 Dua theo
dinh thuat toan khuyén nghi
Kuznyechik cua cac to
chirc
Bf) sung quy dinh | RFC 9058 Chép nhén
vé ché d0 MGM toan ven
Loai bo thuat toan | GOST R 34.10-2012 (RFC 7091) Chép nhan
GOSTR 34.10- toan ven
2001
Chép nhan két Luat Sfrandéi, b6 sung mot sb diéu cua Luét Dua theo
qua thir nghiém | Tiéu chuan va quy chuan ky thuat (2025) khuyén nghi
cua cac to
chure
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7 Danh gia tic dong ap dung Sira d6i QCVN

Viéc trién khai thay thé Quy chudn kj thudt quéc gia vé ma héa di liéu sir dung
trong linh viec ngdn hang tai thoi diém nay 1a van dé cép thiét, lién quan truc tiép dén
cong tac bao dam an toan thong tin mang, bao vé quyén riéng tu va loi ich cia nguoi
sir dung. Quy chuén nay ap dung d6i vai cac td chuc, ca nhan san xuét, kinh doanh va
str dung san phdm mat ma dan sy trong linh vuc ngan hang; cac té chic tin dung (trur
quy tin dung nhan dén co s& c6 tai san dudi 10 ty dong, to chire tai chinh vi mé) st
dung san phém, dich vu mat ma dan su.

Céc d6i twong chiu tac dong khi QCVN dugc ban hanh:

- Doanh nghiép san xuat/kinh doanh/nhép khau: phai dam bao dap ing QCVN va
phai chirg nhan, cong bd hop quy khi kinh doanh san pham trong linh vuc ngan hang
tai Viét Nam.

- Ngudi str dung (co quan, to chirc): Mirc d6 anh hudng thap do 1a déi twong thu
huéng cudi ciing. Céc yéu td an toin dugc dam bao, bao vé lgi ich ctia ngudi ding
cuol.

7.1. Tac dong dén thi treong sin phidm

* Tac dong tich cuc:

- Nguoi st dung cubi (d6i tugng ap dung): Tiang cam giac an tim va tin twdng
khi sir dung céc san pham mét ma dan sy di duoc cong bd hop quy. Bao vé quyén riéng
tu va dit liéu ca nhan cua ho trude cic rii ro mat an toan thong tin. Giam thiéu rui ro
mét dit liéu quan trong va théng tin nhay cam. Tang kha ning dap tmg céc yéu cau vé
bao vé dit liéu va quyén riéng tu tir phia khach hang va co quan quan ly. Tang cam gidc
an toan va hd trg cho viéc xdy dung mot moi truong séng va lam viéc an toan hon.

- Nha san xuat: Nang cao uy tin va niém tin ciia khach hang thong qua viéc cung
cap cac san pham dugc chimg nhan hop quy. Cac san pham ndi dia chat lugng cao 6
co hoi tiép cén thi truong nude ngoai cd yéu cau cao.

- Nha phan phdi va ban 1&: C6 thé sit dung chimg nhan hop quy cua san pham
lam lg1 thé ban hang dé thu hut khach hémg va tang doanh s6 ban hang.

- T4 chirc dénh gia su phu hop va cép ching nhan: thuén loi trong viéc trién khai
cong tac danh gia chat - luong san pham mat mé dan sy, giam thoi gian kiém dinh, danh

gi, tranh kiém tra chong chéo ma van dam bao ring cac san pham, hang hoa trén thi
truong dap ung day du yéu ciu vé an toan, chat lugng va bdo vé ngudi tiéu dung.

* Tac dong khong tich cuc:

- Tang chi phi: Qua trinh cip ching nhan hop quy va cong bd hop quy c6 thé
doi hoi dau tu 16n vao viée nang cap va thay ddi cong nghé¢, 1am ting chi phi san xuat
va phan phoi cac san pham mat ma dan su st dung trong linh virc ngén hang.
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- Phirc tap hoa quy trinh san xudt: Viéc tuan thu cac yéu cdu tai Sira ddi Quy
chuan c6 theé doi hoi cac quy trinh va thu tuc phirc tap hon trong qua trinh san xuat, lam
ting chi phi va thoi gian san xut.

- Giam hiéu suét san xuét: Tich hop céc bién phap dam bao yéu cau k¥ thuét co
thé 1am giam hiéu suit san xuat do ting thoi gian kiém tra va thir nghiém, cling nhu
viéc ap dung cac quy trinh kiém soat chat lrgng nghiém ngat hon.
- Tang thoi gian tién hanh kiém dinh va cip chimg nhan: Qua trinh dat dugc
chirmg nhan hgp quy co6 thé doi hoi thoi gian dai va ton kém dé thuc hién kiém dinh,
danh gia su phu hop, lam tri hodn viéc tung ra thi truong va lam chdm qua trinh phat
trién san pham mo.
7.2. Tac dong dén co quan quan Iy nha nwée chuyén nganh
* Tac dong tich cyc:
- Gop phan vao viée ning cao an toan va quan 1y rii ro trong quan 1y nha nudc
do1 véi linh vee mat ma dan su. |
- Thuén loi trién khai cong tac quan ly nha nude, quan ly chat lwgng san pham }
mét ma dan su, dong thoi tao thuan lgi cho thu'ong mai quoc té, tranh kiém tra chong \
chéo, giam chi phi cho doanh nghlep ma van dam bao rang cac san pham, hang hoa |
|
|

trén thi truong dap tng diy du yéu ciu vé an toan, chat luong va bao vé nguoi tiéu
dung.

* Tac dong khong tich cuc: |

- Can hoan thién, nang cao nang luc do kiém, danh gia dé thuc hién cong tac
danh gid, cap chiimg nhan hop quy cho san pham.

- Cén hoan thién co ché hop tac quéc té, danh sach td chirc dugc chi dinh, t&
chirc qudc té c6 niang luc duge cong nhan.

7.3. Téc dong dén ngudi sir dung diu cudi

- Nguoi str dung dau cudi 1a dbi twong duoc thu hudng tich cuc khi san pham
duogc quan 1y, bao mat, dap timg cac quy dinh cia QCVN./.
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1 Tén goi

"Danh muc tiéu chuin k¥ thuit mat ma ap dung bit budc cho mé-dun an
toan phan cing trong hoat dong dinh danh va xac thuc dién tir".

2 Pit vin dé

2.1 Tinh hinh thue tién

Thong tu sd 87/2024/TT-BQP cua Bo Quéc phong ban hanh va ¢é hiéu luc
tir ngay 11/11/2024. Tuy nhién trong qua trinh trién khai, Co quan quan 1y chuyén
nganh nhén thidy mét s6 han ché nhu sau:

- Ngay 31/12/2024, Bo trwong B Khoa hoc va Cong nghé ban hanh Quyét
dinh s6 3480/QD-BKHCN v& viéc cong bo tiéu chuan quc gla TCVN 14263:2024
Cong nghé théng tin - Ky thudt an toan - Thuét toan ma khbéi MKV. Pay 14 thuat
toan ma khdi riéng cua Viét Nam, do Ban Co yéu Chinh phu nghién clru, xay
dung, dé xuat ban hanh. Thuat toan nay hién dang dugc cong ddng doanh nghiép
quan tam nghién ctru va tich hgp vao san phidm. Tuy nhién trong cac quy chuan k¥
thuat qudc gia, danh muyc tiéu chuin bat budc 4p dung ban hanh kém theo Thong tu
96/2023/TT-BQP chua cap nhat yéu ciu st dung véi thuat toan ma khéi MKV, can
thiét phai b sung dap g yéu cau thuc tién st dung cua xa hoi;

- Mot sb ndi dung k¥ thuat (ché do siwr dung, thoi han siwr dung, kich thuoc
khéi) trong quy chudn hién hanh da khong con dap ing dugc cic yéu cau an toan
theo khuyén nghi tir céc té chirc quic té uy tin nhu NIST hay BSI, dic biét lién
quan dén ché do s dung va thoi han sir dung cua san phém hoac hé théng. Cac
quy dinh cii ¢6 thé din dén i ro cao hon trong diéu kién van hanh thuc té, khong
dam bao an toan thong tin.

- Bén canh do, tai ky hop thur 9 Quoc hdi Khoa XIII thong qua Ludt Sta ddi,
b6 sung mot sé didu cua Luat Tiéu chuin va quy chuin ky thuat, ban hanh ngay
14/6/2025, c6 hiéu lyc tir ngay 01/01/2026, trong d6 stra ddi khoan 2 Diéu 57 Luat
Tieu chuén va quy chuan k¥ thudt nam 2006 véi quy dinh vé thoa thun thura nhan
1an nhau, thira nhan don phuong két qua danh gia sy phu hop nhu sau:

“2. Thita nhdn don phwong két qua danh gia su phu hop duoc quy dinh nhw sau:

a) Bj, co quan ngang Bo, Bo trucng Bé Quoc phong xem xét, quyét dinh
viéc thira nhan don phu’o’ng két qua danh gid su phi hop ciia té chire danh gia sy
phit hop québce té, t6 chirc danh gid sw phi hop nwéc ngodi dé phuc vu hoat dong
quan ly nha nuoc,

b) Két qua dénh gid sw phit hop quy dinh tai diém a khodn nay phai dwoc
thwc hién boi to chire danh gid sy phit hop quéc té, t6 chirc danh gid sw phi hop
nwdc ngoai duoc mot trong cdc té chirc céng nhan la thanh vién ky thoa thudn



thira nhdn ldn nhau ciia Té chiec Cong nhdn cdc phong thir nghiém Quéc té
(ILAC), Dién dan Céng nhdn Quéc té (IAF), Té chirc hop tac Céng nhdn khu vuc
Chdu A Thai Binh Duwong (APAC) ddanh gid va céng nhdn vé ndng lwc ddp teng tiéu
chudn quéc té, tiéu chudn quoc gia twong vmg;

Theo yéu cdu thuc tién cia quan 1y chuyén nganh, Bé, co quan ngang Bg,
Bé truéng Bé Quoc phong dwege xem xét, quyét dinh thira nhén don phwong két
qua danh gia suw phu hop cua cdc t6 chirc danh gia sw phit hop ngoai cdc két qua
danh gia sw phu hop quy dinh tai khoan nay.”

Can ctr quy dinh trén, dé phu hop véi yéu cdu thuc tién cia quan 1y chat
luong san pham mat ma dén su tai Viét Nam, du thao Thong tu bd sung quy dinh
vé thira nhan don phuong két qua danh gia su phi hop cta t chirc thit nghiém
nudc ngoai d6i véi san pham mat ma dan su.

Do d6, viéc stra ddi Danh muc tidu chuin k¥ thudt mat ma ap dung bat budc
cho md-dun an toan phan cimg trong hoat dong dinh danh va xac thyc dién tur 1a
can thiét dé khic phuc cac han ché, nang cao chét lwgng sin pham MMDS, dam
bao an toan va dong bd véi cac vin ban phap luat lién quan. Thay thé danh muc
dap tmg yéu cdu thuc tidn, phi hop véi tién bd khoa hoc k¥ thudt, thuc day hoi
nhap quéc té, nang cao nang luc canh tranh ciia doanh nghi¢p Viét Nam va bao vé
loi ich ngudi tiéu dung, gop phan xay dung hé thdng tiéu chuén hoa bén ving theo
Luét Tiéu chuén va Quy chuin k¥ thuat.

2.2 Tinh hinh tiéu chuén héa tai Viét Nam

Quy chuin k§j thuit qudc gia trong linh virc mat ma din sw

TT| Ky hiéu Tén quy chuin Ghi chd
| |QCVN4: Quy chudn k¥ thuit qudc gia vé mi hoa dit | Ban hanh kém
2016/BQP liéu sir dung trong linh vuc ngan hang theo Thong tu
) QCVN S5 Quy chudn k¥ thuat qudc gia vé chit ky s6 | 161/2016/TT- ‘
2016/BQP sir dung trong linh vyc ngan hang BQP ngay
T 1 o ka1 21/10/2016
3 QCVN 6 : Quy chuan k¥ thudt quoc gia vé quan ly
2016/BQP khoa sir dung trong linh vue ngan hang
Quy chuén k¥ thuat quoc gia vé dic tinh k¥ | Ban hanh kém
QCVN 12 : thudt mat ma su dung trong cac san phdm | theo Thong tu
i prveias QP' mat md dan su thudc nhom san phim bao | 23/2022/TT-BQP
mat luéng IP st dung cong nghé IPsec va | ngay 04/4/2022
TLS
5 QCVN 15: | Quy chudn k¥ thuat qudc gia vé dic tinh | Ban hanh kém
2023/BQP ky thuat mat ma st dung trong céc san | theo Thong tu
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phﬁm mat ma din sy thudéc nhoém san
pham bao mat dir liéu luu gitr

96/2023/TT-BQP
ngay 29/11/2023

Tiéu chuin k¥ thuit quc gia trong lIinh vueee mat ma dan sy

TT | Ky hiéu Tén tiéu chuin Ghi chi
[ TCVN Cong ngh¢ thong tin — Ky thudt mit ma —
7635:2007 | Chit k¥ s6
TCVN Cdng ngh¢ thong tin — K thudt mat ma thuét E lfn ban - méi
2 17816:2007 | todn ma dit liéu AES i ]
' L 11367-3:2016
TCVN Céng nghé thong tin — K thugt mat ms | Lon Dan méi
3 17817-1:2007 | quan Iy khoa — Phin 1: Khung tong quat | 202t ISO/IEC
o ek b - ng tong q 11770-3:2021
TCVN Cong nghé thong tin — Ky thudt mit ma quan | Phién ban moi
4| e g |5 K~ Phan 2: Co ché sir dung ky thuat | nhdt  ISO/IEC
' dbi ximg 11770-2:2018
TCVN Cong ngh¢ théng tin — Ky thuidt mit ma | Phién ban mdi
5 7817-3:2007 quan 1y khoa — Phén 3: Cac co ché st dung | nhat  ISO/IEC
' k¥ thuat khong ddi xtng 11770-3:2021
TCVN Cong ngh¢ thong tin — K¥ thudt mat ma | Phién ban méi
6 | 1g17.4:2007 | 9udn 1y khoa — Phan 4: Co ché dya trén bi | nhét  ISO/IEC
o mat yéu 11770-4:2017
TCVN Cong nghé thong tin — K¥ thudt mat ma | Phién ban méi
) 8.1:2007 | dich vu tem thoi gian — Phin 1: Khung |nhdt  ISO/IEC
' téng quat 18014-1:2008
TCVN Cong nghé thong tin — Ky thuiat mat ma | Phién ban mdi
8 | 1818.2:2007 | dich vu tem thoi gian — Phan 2: Co ché |nhét  ISO/EC
‘ token doc 1ap 18014-2:2021
TCVN Cong ngh¢ thong tin — Ky thudt mat ma | Phién ban mdi
9 7818-3:2007 dich vy tem thoi gian — Phan 3: Co ché tao | nhdt  ISO/IEC
' thé lién két 18014-3:2009
10 TCVN Cong nghé thong tin — Céc k¥ thuét an toan
11295:2016 |- Yéu ciu an toan cho mo-dun mat ma
I1 | TcvN Cong nghé thong tin — Cac k¥ thuat an toan | Phién ban mdi
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11367-

— Thuét to4n mit ma — Phan 1: Tong quan

nhat  ISO/IEC

1:2016 18033-1:2021
TCVN Cong nghé thong tin — Céc ky thudt an toan —
12 | 11367- Thuét todn mat ma — Phan 2: Mat ma phi ddi
2:2016 xung
TCVN :
Cong nghé thong tin — Céc k¥ thuat an toan
13 ] 11367- — Thut toan mat ma — Phan 3: Ma khdi
3:2016 o A= 2 o
TCVN
14 11 1C3 67 Cong nghé thong tin — Cac k¥ thuat an toan
42016 — Thudt toan mat ma — Phan 4: Ma dong
TCVN :
5 |1 58 16 Cong nghé thong tin — Céc k¥ thudt an toan
12017 — Ham bam — Phén 1: Téng quan
TCVN Cong nghg thong tin — Cac k¥ thudt an toan —
16 |11816- Ham bim — Phan 2: Ham bam st dung ma
2:2017 khéi n-bit.
TCVN Cong nghé thong tin — Céc k¥ thudt an toan
17 | 11816- — Ham bam — Phan 3: Ham bam chuyén
3:2017 dung
TCVN Cong nghé thong tin — Céc k¥ thudt an toan
18 | 11816- — Ham biam — Phin 4: Ham bam st dung s6
4:2017 hoc d6ng du
TCVN Cong nghé thong tin — Céc k¥ thuat an toan
19| 11817- — Xéc thyc thyc thé — Phéin 1: Téng quan
1:2017 PO s
TCVN Cong nghé thong tin — Cac k¥ thudt an toan
20 | 11817- — Xac thyc thye thé — Phan 2: Co ché st
2:2017 dung thuat toan ma hoa dbi ximg
TCVN Cong ngh¢ thong tin — Cac k¥ thudt an toan
21 |11817- — Xac thyc thyc thé — Phan 1: Co ché su
3:2017 dung k¥ thut chit ky sb
79 | TCVN Cong nghé thong tin - Cac k¥ thudt an toan
12214- - Chit ky sb kém phu luc - Phén 1: Tong
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1:2018 quan
TCVN Cong ngh¢ thong tin - Cac k¥ thuat an toan
23 | 12214- - Chir ky s6 kém phu luc - Phin 2: Cac co
2:2018 ché dwa trén phén tich sé nguyén
TCVN Cong ngh¢ thong tin - Cac k¥ thuét an toan
24 | 12214- - Chir ky s6 kém phu luc - Phan 3: Céc co
3:2018 ché dua trén logarit roi rac
TCVN Cong nghé thong tin - Céc k¥ thuit an toan
25 | 11367- - Thuét toAn mat ma - Phan 5: Mat ma dua
5:2018 trén dinh danh
%6 TCVN Cong nghé¢ thong tin - Céac k¥ thuit an toan
12211:2018 | - Yéu cau kiém thir cho mé dun mat ma
Cong nghé¢ thong tin - Cac k¥ thuit an toan
7 TCVN - Phuong phép kiém thir giam thidu cac 16p
12212:2018 | tan cong khong xam lan chéng lai cac mo
dun mat ma
)3 TCVN Cong nghé thong tin - Céc k¥ thuit an toan
12213:2018 | - Ché d6 hoat ddng cho ma khéi n-bit
TCVN Cong ngh¢ thong tin — K¥ thuét an toan —
29 | 12852- Ky thudt mit ma dya trén duong cong
1:2020 elliptic — Phan 1: Téng quan
TCVN C(zng nghf_z tl}Ong ~tm - Kyathuat ‘an toan —
Ky thuit mat ma dua trén dudng cong
30 | 12852- . A 3o L .
elliptic — Phan 5: Céac k¥ thudt tao duong
5:2020 -
cong elliptic
31 TCVN Cong ngh¢ thong tin — Ky thuét an toan —
12853:2020 | B9 tao bit ngau nhién
TCVN Cong nghé thong tin — Ky thuat an toan —
- 12855- Luoc db chit ky s6 c6 khoi phuc thong diép
2:2020 — Phén 2: Céc co ché dua trén phén tich s
nguyén
VN Cong ngh¢ thong tin — K¥ thuat an toan —
33 | TC Lugc d6 chit ky sé co khéi phuc thong dié
12855- : - P

| — Phéan 3: Cac co ché dwa trén bai toan
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3:2020

Logarit roi rac

TCVN :
¢ Cong nghé thong tin — Ky thudt an toan —
ke Mit ma hang nhg -Phén 1: T4
12020 at ma hang nhe -Phan 1: Tong quan
TC ;

35 |1 28\5714:1 Cong nghé¢ thong tin — Ky thudt an toan —
22020 Mit ma hang nhe - Phéan 2: M3a kho1
L Cong nghé thong tin — K¥ thudt an toan —

36 | kemoss Mit mi hang nhe - Phan 3: Ma don
3:2020 - S RS
TCVN Cong nghé thong tin — K¥ thudt an toan —

37 | 12854- Mat ma hang nhe - Phin 4: Co ché sir dung
4:2020 ky thuét phi dbi xtmg
TCVN Cong nghé thong tin — Ky thuat an toan —

38 |11817- Xéc thyc thuc thé - Phan 4: Co ché su
4:2020 dung ham kiém tra mat ma
TCVN Cong ngh¢ thong tin — Ky thudt an toan —

39 |11817- Xac thyc thyc thé - Phan 5: Co ché sir
5:2020 dung k¥ thuét tri thirc khong
TCVN Cong nghé thong tin — Ky thuat an toan —

40 | 11817- Xéac thuc thyc thé - Phin 6: Co ché su
6:2020 dung truyén dit lidu thi cong

41 TCVN Cong nghé thong tin — Céc ky thudt an toan
13175:2020 | —Ma hoa ky

47 "fzcg\sff 5. Cong nghé thong tin — Ky thuat an toan —

' Mit ma hang nhe — Phan 5: Cac ham bam
2020

143 TCVN Cong nghé thong tin — Ky thuit an toan —

13176:2020 | BO tao sb nguyén tb
Cong nghé thong tin — Ky thudt an toan —

44 | TEVN Cac thudt toan mat ma va kiém thur phu

13177:2020 | ~%° ™ - P

hop céc co ché an toan




45

TCVN

Cong nghé¢ thong tin — K thudt an toan —

7817-5:2020 | Quan Iy khoa - Phan 5: Nhom quan 1y khoa
TCVN Cong nghé thong tin — Ky thuét an toan —
46 |13178-1: Xéac thuc thyc thé an danh - Phan 1: Tong
2020 quan
Cong nghé thong tin — Ky thuat an toan —
TCVN , 34 A ;
Xac thuc thyuc thé an danh - Phan 2: Cac co
47 | 13178-2: % 5 s a i o z ;
ché dua trén chir ky st dung mdt nhoém
2020 5. ;
khoéa cong khai
TCVN Cong nghé thong tin — KV thudt an toan —
48 | 13178-4: Xac thyc thuc thé an danh - Phén 4: Céc co
2020 ché dua trén bi mat yéu
TCVN Cong ngh¢ thong tin — Cac k¥ thuit an toan
49 | 11367- — Thuft todan mat md — Phan 6: Mi hoa
6:2022 dong ciu
T :
i Cong ngh¢ thong tin — Cac k¥ thudt an toan
B — Chit ky s6 mu — Phén 1: Téng quan
1:2022 Xy somu = e
TCVN Cong nghé thong tin — Cac k¥ thuét an toan
51 | 13460- — Chit ky s6 mil — Phén 2: Céc co ché dya
2:2022 trén logarit roi rac
TCVN Cong nghé¢ thong tin — Cac ky thuét an toan
02 | 13461-L: Chit ky s6 4n danh — Phin 1: Tén
2022 y s0 anh — Phan 1: g quan
TCVN Cong ngh¢ thong tin — Cac k¥ thuét an toan
53 | 13461-2: — Chit ky sb an danh — Phan 2: Céc co ché
2022 su dung mQt khoa cong khai nhom
T
CEN Cong nghé thong tin — Cac ky thuit an toan
>4 | 13462- Chia sé bi mat — Phan 1: Té uan
1:2022 ' e oneq
TCVN Cong nghé thong tin — Cac k¥ thuit an toan
55 | 13462- — Chia sé bi mét — Phan 2: Céc co ché co
2:2022 ban
56 | TCVN Cong nghé thong tin — Cac ky thuét an toan
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13720:2023

— Kiém thir cac md-dun mét ma trong moi
truong hoat dong,

Cong nghé thong tin — Cac k¥ thuét an toan
— Phuong phap kiém thir va phan tich cho

T . x ,
57 : ??7\2[11\1_2023 cac by tao bit ngau nhién trong TCVN
' 11295 (ISO/IEC 19790) va TCVN 8709
(ISO/IEC 15408),
Cong nghé thong tin — Cac ky thudt an toan
TCVN . X . A
58 — Khung xac thyc vién sinh trac s dung
13722:2023 s . y : .
mo-dun an toan phan cung sinh trac hoc
TCVN K¥ th:lé_lt iln vtoan con;g. ng’flleighong”tm_ A—
50 | 13723 Yéu cau veé nang luc doi voi kiém thu vién
va danh gia vién bao mat thong tin — Phéin
1:2023 L L ek o
1: Gi6i thigu, khai ni¢m va yéu cau chung
K¥ thudt an toan cong nghé thong tin —
Yéu ciu vé ning luc d6i véi kiém thir vién
TCVN S e B e e el e A
va danh gia vién bao mat thong tin — Phéin
60 |13723- . 3 R Sl e -
22023 2: Yéu cau ve kién thirc, k¥ ndng va tinh
' hiéu qua ddi véi kiém thir vién theo TCVN
11295 (ISO/IEC 19790)
Ky thuédt an toan cong nghé thong tin —
Yéu cau vé nang luc ddi véi kiém thir vién
TCVN - O e N P A
va danh gia vién bao mat thong tin — Phin
61 |13723- . 3 & Pl o
32023 3: Yéu cau veé kién thirc, k¥ ndng va tinh
' hiéu qua dbi véi danh gia vién theo TCVN
8709 (ISO/IEC 15408)
62 TCVN An toan thong tin — Ma hoa cd xéac thuc
12197:2024 | (ISO/IEC 19772:2020)
TCVN An toan thong tin — Tiéu chi va phuong
63 14190- phap ludn danh gid an toan h¢ thong sinh
1:2024 trdc hoc — Phan 1: Khung (ISO/IEC 19989-
1:2020)
TCVN An toan thong tin — Tiéu chi va phuong
64 | 14190- phép danh gia an toan hé théng sinh tric
2:2024 hoc — Phan 2: Hiéu suit nhan dang sinh
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trac hoc (ISO/IEC 19989-2:2020)

TCVN An toan thong tin — Tiéu chi va phuong
65 14190- phap déqh gid an toan h§ thdng sinh tréc
3:2024 hoc — Phan 3: Phat hién tan cong trinh dién
(ISO/IEC 19989-3:2020)
TCVN An toan thong tin — Bién tap lai dir liéu xac
66 | 14191- thuc — Phan 1: Yéu cau chung (ISO/IEC
1:2024 23263-1:2021)
TCVN Ky thudt an toan cong nghé thoéng tin —
14192- Yéu cau vé cong cu kiém thu va phuong
1:2024 phap hiéu chuin cong cu kiém thur dé sir
- dung trong kiém thtr cac ky thuat giam
thiéu tin cong khong xdm lan trong mo-
dun mat md — Phin 2: Phuong phap va
phuong tién hidu chuén kiém thtr (ISO/IEC
20085-1:2019)
TCVN K¥ thudt an toan cong nghé thong tin —
14192- Yéu cau vé cong cy kiém thor va phuong
2:2024 phap hiéu chuin cong cu kiém thir dé sir
63 du1}g trong kiém thir cac ki:f thuat giam
thiu tan cong khong xam lan trong mo-
dun mat ma — Phin 2: Phuwong phap va
phuong tién higu chuan kiém thtr (ISO/IEC
20085-2:2020)
69 TCVN Cong nghé th(“)ngqtin — K¥ thuit an toan —
14263:2024 | Thuét toan ma khoi MKV.

2.3 Su cén thiét vé viéc thay thé danh muc

a) V& cin clr

- Luét An toan thong tin mang nim 2015, tai khoan 7 Diéu 38 giao “Ban Co
yéu Chinh phu c6 trach nhiém giup B trudng Bo Quéc phong xay dung du thao
tiéu chuin quoc gla d6i vé6i san pham, dich vu mat mi dan su trinh co quan nha
nuée ¢6 thim quyén cong bb va huéng dan thuc h1en xay dung, trinh B§ trudng
B6 Quéc phong ban hanh quy chuin ky thuat qudc gla ddi véi san pham, dich vu
mat md dan su, chi dinh va quan Iy hoat dong cua td chirc ching nhén su phu hop
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ddi voi san phém, dich vu mat ma dan su; quan ly chét lugng san phém, dich vu
méat ma dan sy”; khoan 4 Diéu 52 quy dinh v& trach nhiém ctia Ban Co yéu Chinh
phu giup Bo truong B6 Quéc phc‘)ng “xay dung, trinh cdp c6 thim quyén ban hanh
van ban quy pham phap luét v& quan 1y mat mi dan su”, “quan Iy chét luong san
pham, dich vu mat mi dan sy, quan Iy cong tac danh gia, cong b6 hop chuin, hop
quy dbi véi san phém, dich vu mat ma dan su”.

- Luat Stra ddi, bd sung mot s6 diéu cia Luat Tiéu chuan va quy chuan k¥
thuét, ban hanh ngay 14/6/2025, c¢6 hiéu luc tir ngay 01/01/2026, trong d6 mot )
quy dinh vé thoa thuan thira nhan 13n nhau, thira nhan don phuong két qua danh
gia sy phu hop tai khoan 2 Diéu 57 Luat Tiéu chuén va quy chuén ky thuat nam
2006 dugc stra dbi, bd sung, tao didu kién cho viéc thuc hién cac quy dinh vé danh
gia sy phu hop trong linh vyc mit ma dan su. Theo d6, B9, co quan ngang Bo, B
truong B Qudc phong xem xét, quyét dinh viéc thira nhan don phuong két qua
danh gia su phu hop cua td chic danh gia sy phi hop quéc té, to chirc danh gia su
phu hop nude ngoai dé phuc vu hoat dong quan Iy nha nude va “theo yéu cau thuc
tién cua quan ly chuyén nganh, B, co quan ngang Bg, Bo trudng Bo Quéc phong
dugc xem xét, quyét dinh thira nhin don phuong két qua danh gia sy phu hop cua
céc td chirc danh gia sy phu hop ngoai cac két qua danh gia sy phu hop...”.

- Nghi dinh sé 211/2025/ND-CP ngay 25/7/2025 cta Chinh phi quy dinh vé
hoat dong mat ma dan sy va sua ddi, bd sung mot s6 diéu cua Nghi dinh )
15/2020/ND-CP ngay 03/02/2020 cua Chinh phu quy dinh xu phat vi pham hanh
chinh trong linh vuc buu chinh, vién thong, tin s6 v tuyén dién, cong nghé thong
tin va giao dich dién tir dugc sira ddi, b sung mot s6 diéu tai Nghi dinh sb
14/2022/ND-CP ngay 27/01/2022 ctua Chinh phu, tai Diéu 10 quy dinh vé thia
nhan két qua danh gia sy phu hop san pham mat ma dan sy “Ban Co yéu Chinh
phu giup Bo truong B Qudc phong xem xét, quyét dinh thira nhan don phuong
két qua danh gia su phu hop san pham mat ma dan sy cla t6 chuc danh gia sy phu
hop quéc té, to chuc danh gia sy phit hop nude ngoai dé phuc vu hoat dong quan 1y
nha nudc vé mat ma dan sy”.

b) V& muc dich

Viéc thay thé danh muc tiéu chuan ky thuit mat ma ap dung bit budc cho
mo-dun an toan phan cimg trong hoat dong dinh danh va xac thuc dién tir la rat can
thiét nham:

- Pam bdo chit lugng cho cic san phém mat ma dan sy thugc nhom mo-dun
an toan phan cung trong hoat dong dinh danh va xac thyc dién tir.

- Théng nhat vé dic tinh k¥ thuat mat ma st dung trong céc san pham mé-
dun an toan phan cimg trong hoat dong dinh danh va xac thuc dién tir trén pham vi
toan quéc.
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- La co s& k¥ thuat dé cac co quan quan 1y tham chiéu, phuc vu cong tac
quan ly nha nudce vé chat lugng san pham mo-dun an toan phéan cing trong hoat
dong dinh danh va xac thuc dién tir sir dung trong linh vec mat ma dan su.

¢) V& pham vi ap dung

Gi6i han pham vi xay dung thay thé danh muc

Trén co so phan tich Iy do va myc dich stra d6i danh muc, co quan soan thao
nhan thay viéc sira d6i, thay thé danh muc tiéu chuin ky thudt mat ma ap dung bit

budc cho mo6-dun an toan phéan cung trong hoat dong dinh danh va xac thyc dién tur
1 rat can thiét va pha hop trong diéu kién hién nay.

Danh muc tiéu chuin k¥ thudt mat ma ap dung bat budc cho mo-dun an toan
phan cimg trong hoat dong dinh danh va xac thuc dién tr tai sira doi nay thay thé
cho danh myc ban hanh kém theo Thong tu 87/2024/TT-BQP cuia B§ Quéc phong
ban hanh ngay 26/10/2024.

3 Co sé xay dung cac yéu cau k¥ thuat

3.1 Co 6 van ban ky thuit trong nuéc

Khi xay dung du thdo quy chuin, co quan soan thdo di tham khao cac tai
liéu sau:

- Quyét dinh s 3480/QD-BKHCN ngay 31/12/2024 ctia Bo trusng Bo Khoa
hoc va Cong nghé cong b tiéu chuan qudc gia TCVN 14263:2024 Cong nghé
thong tin - K§ thuat an toan - Thuét toAn ma khdi MKV,

- Thong tu 87/2024/TT-BQP ctia B4 Qubc phong Quy dinh Danh muc tiéu

chuan ky thuat mat ma bét budc cho mo-dun an toan phan cimg cho hoat dong dinh
danh va xac thyc dién tr ban hanh ngay 26/10/2024.

Trén co s& cac tai liéu ky thuat tham khéo, co quan soan thao dd bd sung,
thay thé danh muc dép ng yéu cau sir dung thudt toan MKV, dap tmg diéu kién
thuc t& ddi véi cac san pham dang dugc luu thong, st dung tai Viét Nam va cac
san phim thwong mai phd bién cia qubc té.

3.2 Co s kinh nghiém qudbc té

3.2.1 Co s& cho viéc quy dinh ngwdng ky thuit an toan dbi véi san
phim méit mi din su.

Thyc tién quéc té cho thdy muc d6 an toan ctia cac thuat todan mat ma va céc
tham so k¥ thuat lién quan c6 xu hu'cmg thay déi theo thoi gian, phu thudc vao sy
phat trién cua khoa hoc cong nghé¢ va ndng luc tinh to4n. Cac thuat toan va d¢ dai
khoa hién dang dugc sir dung c6 thé khéng con dap ung yéu cau béao dam an toan
thong tin trong trung va dai han, dic biét d6i voi cac thong tin ¢6 yéu cdu bao mat
cao hodc thoi gian bao vé kéo dai.
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Trong bdi canh d6, nhiéu quoc gia va t6 chirc tiéu chuin héa da ban hanh
cac quy dinh va khuyén nghi nham quan ly viéc lua chon, sur dung va thay thé cac
thudt toan mat ma, trén co s¢ danh gia dinh ky muc do an toan va phu hgp cua cac
gidi phap k¥ thudt. Vigc quy dinh ngudng ky thuét an toan dbi voi san phim mat
ma dan sy duge xem la mdt bién phap can th1et nhdm han ché rui ro phat sinh tir
viéc tiép tuc sir dung céc thuét toan hodc tham sé k¥ thudt khong con dap tng yéu
cau bao mat.

Cac bién phap quan 1y dwoc ap dung phd bién trong thuc tién québc té bao gdm:

— Quy dinh thoi han sir dung hodc chu ky ra soat dbi véi thuét toan va do
dai khoa, lam co s& dé cac td chure, ¢4 nhan chu dong cap nhat, nang cip hoic thay
thé cac giai phap mat ma phu hop véi mirc do nhay cam cua thong tin dugc bao v¢;

— Tham chiéu va ap dung cdc tiéu chuan, khuyén ‘nghi mt mé do cac t6
chure tiéu chuan hoa uy tin ban hanh (nhu NIST, BSI), nhim bao dam su phu hop
voi thong 18 qubc té va han ché nguy co trién khai cac thuit toan hodc tham s6 k¥
thuat da dugc danh gia la khong con an toan;

— Pbi voi dit lidu co mic do nhay cam cao hodc co yéu cau bao vé trong
thdi gian dai, dinh hudng stir dung cac thuat toan va d dai khoa c6 mirc an toan
cao hon, dap tmg yéu ciu bao mat trong dai han va c6 kha ning thich mg voi su
phat trién ciia cong nghé;

— Xay dung 10 trinh chuyén di phu hop tir cac thuit toan mat ma khoa cong
khai truyén thong sang cac thuat toan méi co murc d9 an toan cao hon, bao gdm cac
thudt toan c6 kha ning chbng chiu truéc cic tién bo vé nang luc tinh toan, trén co
s danh gla rui ro, mirc d§ nhay cam cua dir li¢u va yéu cau quan ly nha nudc trong
ting giai doan.

3.2.2 Ra soat, cip nhat thuit toan mat ma

Bang tong hop dudi day mot vai thudt toan mat ma dbi xing va cac tan cong
da biét doi voi timg thuat toan do.

. " ich
rhuge | Kich thude | L : .
L khoa theo e Cac tan cong da biet Mo ta
toan 3 khoi theo
bit .
bit
Pugc mo ta trong FIPS
197. Pay la thuat toan
mé khéi cong b6 nim
Chwa co cic tin cong 18981 dego chinky phy
AES 128, 192, 256 128 tham ma di bidt My lam chuan ma hoa,
sau do dugc NIST
chip thuin lam tiéu
chuan va dugce str dung
rong rai dén nay.
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DES

56

64

Kich thugc khéi va khoa
nho, dé bi tin cong boi
cac phuong phap vét
can, ngay sinh, vi sai,
tuyén tinh, khoa yéu.

DPugc mo ta trong FIPS
46-3. Pay la thuit toan
mi khéi duoc IBM
phat trién, cong bd
nam 1975, va dugce
chuan héa nam 1976.

TDEA

128, 192

64

Vao nam 2016 mot 16
héng 16n da dugc phat
hién d6i véi thuat toan
nay su dung trong giao
thirc TLS, IPsec, SSH,
duge cong bd tai CVE-
2016-2183. Cudc tin
cong thuc thi voi thuat
toan ndy la tan cong
ngay sinh  (Birthday
attack).

Pugc m6 ta trong SP
800-67. Pay la thuat
todn ma khéi, TDEA
(con biét dén véi tén
goi Triple-DES) duoc
cong bd lan diu nim
1981. Do 16 héng lén
dugc phat hién nén
NIST han ché va tién
toi loai b trong cac
Ung dung moi.

IDEA

128

64

Han ché cua ma phap
nay la kich thudc khéi
nho, lwgc d6 khoa don
gian va chira cac lop
khoa yéu. Khéng c6 cac
tin cong thyc té, tuy
nhién c6 cac tAn cong 1€n
so vong nho va khoa
yéu. Tén cong tot nhét
lén IDEA 1a tin cong
Bicliques.

» Khovratovich,
Dmitry; Leurent, Gaétan;
Rechberger,  Christian

(2012). Narrow-

Bicliques: Cryptanalysis
of Full IDEA. Advances
in Cryptology -
EUROCRYPT 2012.

Lecture Notes in
Computer Science. 7237.
pp. 392410

» Daemen, Joan;
Govaerts, Rene;
Vandewalle, Joos

(1993), “Weak Keys for
IDEA”, Advances in
Cryptology, CRYPTO 93

Thudt toan mi khéi
duge duge thiét ké boi
James Massey cua
ETH Zurich va Xuejia
Lai va dugc mé ta lan
dAu tién vio nim 1991,
Thudt toan nay ra doi
nhim thay cho thuat
toan DES.
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Proceedings: 224-231

RC2

40

64

Kich thudc khoa qua
nho, kich thudc khbi
nho. D& tén thuong
trude cac dang tin cong
khac nhau.

Thuit toan mi khdi
duoc thiét ké nam
1987 boi Ron Rivest
cua hing bao mit RSA
Data Security. RC2
con duoc biét dén voi
tén go1 ARC2.

RC5

0-2040

32, 64,
128

Tdn tai mot sO tan cong
1én phién ban rit gon 12-
vong voi phién ban kich
thudc khbi 64-bit (tham
ma vi sai) voi do phirc
tap 2* ban rd chon loc.

Thudt toan ma khoi
dugc thiet ké boi
Ronald Rivest vao nam
1994,

RC6

128, 192, 256

128

Chua co tin cong anh
hudng toi phién ban day
du

Thuét toan ma khdi co
ngudn goc tr RC5 va
duge thiét ké boi Ron
Rivest, Matt Robshaw,
Ray Sidney va Yiqun
Lisa Yin dé dap tng
cac yéu cdu cla cudc
thi Tiéu chuin ma héa
nang cao (AES).

ARIA

128, 192, 256

128

o Wenling Wu; Wentao
Zhang; Dengguo Feng
(2006). “Impossible
Differential
Cryptanalysis _of ARIA
and Camellia” .
Retrieved January

19, 2007.

o Xuehai Tang; Bing
Sun; Ruilin Li; Chao Li
(March 30, 2010). “A
Meet-in-the-Middle

Attack —_on  ARIA” .
Retrieved April 24, 2010.

Thuat toan ma khoi
dugc thiét ké vao nam
2003 bdéi mdt nhom
16n cac nha nghién ctru
cia Han Qudc. Niam
2004 thudt toan nay
duoc chuin hoa va su
dung tai Han Quoc.

Blowfish

32-448

64

Tan cong ngay sinh
(vi kich thudc khoi nho).

Ton tai cac khoa yeéu.

Thuat toan mi khéi do
Bruce Schneier thiét ké
nam 1993 nhu mot giai
phap thay thé mién phi,
nhanh chong cho cdc
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thuat toan ma hoa hién
c6 tai thoi diém do.

Dugc danh gia c6 mirc
dd an toan tuong duong

Thuit toan ma khoi
dugc phat trién boi
Mitsubishi Electric va
NTT cta Nhat Ban.
Dugc cong nhin trong
chuan ISO/IEC. Thuat
toan c6 muac d¢ bao
mat va kha ning xu ly
twong duong voi thuat
toan AES.

Thuit toan ma khéi
dugc phat trién bai
KISA (Han Qudc) va
dugc cong bd trong
chuén ISO/IEC 18033-
3:2010 va nhidu RFC
khac (nhu RFC 4010,
RFC 4162, RFC4196).

Thuit toan ma khbi.
Khéng c6 ban quyén,
dugc md ta trong
RFC 2144,

Thuét toan dwoc cong bd
vao nam 1996 baoi
Carlisle Adams va
Stafford Tavares. Thuat
toan nay ciing da dugc
Co quan An ninh Truyén
thong phé duyét cho
Chinh phu Canada su
dung.

Camellia | 128, 192, 256 128 tong cic tién chun
quéc te.
Chua c6 cac tin cong da
SEED 128 128 biét v&i phién ban day
du.
Kich thudc khéa/khdi
CAST 64 g4 |98 uhobitincling nady
sinh, cac tan cong khac
nhu vi sai tuyén tinh.
CAST- Kich thuéc khéi qua nho
128 .(Cf)l‘l 40-128 64 bg' taP cong ngay smhf
goi la cac tan cong khac nhu vi
CASTS) sai tuyén tinh.
Tén cong tot nhat 1a tin
cong tuong quan khong
CAST- (zero-correlation) voi do
256 phicc tap thoi gian la
_ 22489 va dir lieu 1a 2983,
(etngoi | 128, LB,230 | 2B hopm an vibw Kkt ik
la huong téi d¢ an toan ciia
CAST6)

thuat toan.

Bogdanov, Andrey;
Leander, Gregor;

Thuat todn mé khbi, co
ngudn géc tr CAST-
128. CAST-256 duogc
xudt ban vao 6/1998.
Pugc thiét ké theo
thiét ké “CAST” do
Carlisle Adams,
Stafford Tavares phat
minh va Howard Heys,
Michael Wiener dong
gép  vao thiét ké.
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Nyberg, Kaisa; Wang,
Meiqin (2012). Integral
and  multidimensional

linear distinguishers
with correlation zero.
Lecture Notes in

Computer Science. 7658.
pp. 244-261.

CAST-256 dugc mo ta
trong RFC 2612.

SM4

128

128

Chua co tan cong da biét
nao dugc cong bo.

Thut todn mi khéi, né
dugc nhiéu co quan
dau nganh tai Trung
Qudc phat trién nhung
chu yéu dugc phat
trién boi Lii Shuwang.
Thang 8/2016 duogc
chudn hoa tai Trung

Québc.

Duya vao bang trén, c6 thé thdy hau het céc thudt toan co kich thude khoi 128
bit giup han che cac rui ro lién quan dén tan cong ngay sinh, phu hop voi khuyen
nghi ctia cac tb chirc quoc té, trong d6 AES la thuat toan dugc nhic dén nhiéu nhat
trong céc tai lidu ciia to chirc quoc té uy tin (NIST, BSI, ANSI), duoc coi la chuan
mic dinh dé danh gia do an toan cua cac thuat toan khac. Hau hét cac tai liéu k¥
thudt (Whitepaper) va cau hinh mic dinh déu chi liét ké AES (Advanced
Encryption Standard) véi cac d¢ dai khoa 128-bit hodc 256- bit 1a Iya chon duy
nhit cho ma hoa ddi xtng.

Qua ra soat danh muc san phém mat ma dén sy va khao sat thi truc‘)‘ng tal
Viét Nam, co quan soan thao nhan thay da so san pham dugc khao sat c6 tich hO‘p
thuét toan ma hoa AES, hiém thay san pham tich hop tiy chon cac thuat toan quoc
té hodc nodi dia khac (nhu Camellia, CAST, SEED, SM4), cac thu vién md nguon
m¢ mic dinh sir dung thudt toan AES hodc khong c6 cac tuy chon thudt toan khac,
néu ¢6 nhu ciu str dung, phai tity bién, tich hgp vao ma nguon.

V& mit hd tro phan ctng, hau hét cac CPU hién dai (Intel, AMD, ARM) déu
c6 tip lénh hod trg AES-NI, gitip viéc ma hoa/g1a1 mé bang AES c6 toc do cuc
nhanh ma khong ton nhiéu tai nguyén. Do vy, viéc st dung AES la dam bao tinh
twong thich cao, tiét kiém chi phi khi san pham can giao tiép, phd bién rong rai véi
hé thong quéc té.

Dé dam bao tinh an toan va hoi nhip cling thé gidi, cac san pham dich vu
mat md dén sy duge kinh doanh, sir dung tai thi truong Viét Nam cén c6 tinh an
toan, 6n dinh, tuong thich cao, dong thoi dinh hudng phat trién mat ma ndi dia
dam bao tu chu bén vitng. Do d6, can xay dung quy dinh chit ch& cho viéc sir dung
céc thudt toan mat ma phd bién va thudt toan mat mé cua Viét Nam. Co quan soan
thao da tham khéao cac khuyen nghi qudc té vé an toan mat ma dé dua ra cic stra
d6i, bd sung phu hop véi diéu kién str dung san pham mat ma dan sy tai Viét Nam,
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dam bao can bang gitra bao mét, hi¢u suét, va kha nang trién khai thyc té. Cac giai
phap nay dam bao rang mat ma dan sy dap tng dugc yéu cau bao mat ngin han,
dong thoi phu hop véi 16 trinh cap nhat cong nghé dé bao vé dit lidu trong dai han.

a) DOi v6i thuit toan TDEA

Tai ligu NIST SP 800-131A Rev 2 "Transitions: Recommendation for
Transitioning the Use of Cryptographlc Algorithms and Key Lengths", cua Vién Tiéu
chuan va Cong nghé Quéc gia Hoa Ky (NIST) cung cap cac quy dinh vé khuyén
nghi sir dung va 16 trinh chuyén dbi d6i véi cac thuit toan mat ma va do dai khoa
nhu sau:

Thuit toan Khuyén nghi sir dung

3TDEA cho Ma hoa Khéng duge chip nhan dén nim 2023
Khéng dugc phép sau nam 2023

3TDEA cho Giai ma Str dung ké thira
AES-128 cho M3 hoa va Giai ma Pugc chap nhan
AES-192 cho Ma hoa va Giai ma Puoc chip nhin
AES-256 cho M3 hoa va Giai ma Puoc chap nhin

Tai day NIST dat ra giéi han va 1§ trinh st dung thuit toan TDEA:

- Viée st dung ddi véi cac bién phap bao vé mat ma méi (nhu ma hoa, dong
goi khoa, tao MAC) dugc khuyén nghi chuyén ddi trudce ngay 31 thang 12 ndm
2023 va sé bi ngimg phé duyét tir ngay 1 thang 1 nim 2024.

- Tuy nhién, TDEA van dugc phép ding cho chirc nang giai ma, mo goi
khoa va xac minh MAC d6i véi dit lidu da duge bao vé trude @6, nhim hd tro cac
hé thong ké thira trong qua trinh chuyén doi.

Thuc hién theo 1 trinh nay, NIST di cong bd thong bao ngay 29 thang 6
nam 2023 vé viéc rat lai NIST SP 800-67 Rev.2 — Recommendation for the Triple

Data Encryption Algorithm (TDEA) Block Cipher, ¢ hiéu lyc tir ngay 1 théng 1
nam 2024.

b) Doi v6i thuit toan DSA

- Huéng dan ky thuét “TR-02102-1" ctia BSI trinh bay khuyén nghi vé kich
thude khoa an toan t01 thiéu (cong bd vao thang 3 nim 2025), BSI d3 nhin manh
ring cac thudt toan co dién (RSA, DSA, ECDSA, ECDH) c6 thé khéng con du an
toan trudc cac cudc tin cong lugng tir trong tuong lai. Nhém bién soan tong hop
lai khuyén nghi ciia BSI nhu sau:

STT Thuat toan Kich thuéc khoa theo bit Nam sir dung
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2000 2022
1 RSA

> 3000 2023 tré di

2000 2022

2 DSA

> 3000 2023 tré di
4 ECDSA ' >250 2023 tro di
5 ECDH > 250 2023 tré di

Ngay 03/02/2023, t6 chirc NIST cong bd tiéu chuan FIPS 186-5 Digital
Signature Standard (DSS). Ti€u chuin nay khong con chip thuan DSA cho viéc
tao chit ky s6. Tuy nhién, DSA c6 thé dugc sir dung dé xac minh chir ky dugc tao
trude ngay trién khai tiéu chuan nay.

¢) Ddi voi thuit toan Kuznyechik

Déi voi thuét toan Kuznyechik, ché do XTS ducc cho phép sir dung do phu
hop véi muyc tiéu ma hoa dir liéu luu gitr theo khéi, dap mg yéu cau bao mat dir
liu Ivu gilr va co pham vi ap dung ro rang.

Ngoai ra, ché dd6 MGM la ché d6 mi héa xac thuc duge quy dinh trong hé
tiéu chuan GOST, dugc thiét ké ddng bd vai thudt toan Kuznyechik, cho phép bao
dam ddng thoi tinh bi mat va toan ven dit lidu. Viéc lya chon MGM thay cho cac
ché do AEAD khac nhim bao dam tinh nhét quan vé& hé tiéu chun va thuin lgi
trong trién khai, danh gia hop chudn d6i v&i cac san pham sir dung thuat todn
Kuznyechik.

Céc ché d6 CCM va GCM khong dugc ap dung cho thuat toan Kuznyechik
trong Bang 7 do khong thude hé ché do dugc chuin hoa dong b véi thuat toan
nay. Viéc khong lya chon CCM va GCM d6i voi Kuznyechik khéng lam giam
mirc do an toan cia quy chuin, dong thoi bao dam tinh rd rang, nhat quan va kha
thi trong ap dung.

d) Déi véi ché do XTS

Ché d6 XTS (XEX-based Tweaked CodeBook mode with ciphertext
stealing) dugc thiét ké chuyén biét cho ma hoa dit lidu luu giit theo khéi, dic biét
13 mi hoa 6 dia va viing lwu giit dung lugng 16n.

XTS cho phép mé hoa djc 1ap timg don vi dit liéu (sector hodc block), hd trg
hi€u qua truy cap ngau nhién ma khong can duy tri trang thai gura cac khdi. Viéc
sir dung tham s6 tweak dugc din xuét tir chi so vi tri Iuu giit gitp ngin chin cac
tn cong hoan ddi khéi va sao chép dit liéu gifra cac vi tri khac nhau trong khong
gian luu gitr. Ngoai ra, XTS khong lam thay ddi kich thudc dir lidu va khong phat
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sinh overhead xéc thyc, phi hgp véi céc hé thong hru giir hidu ning cao.

Véi cac dac tinh trén, XTS hién la ché do dugc khuyen nghi rong rdi cho ma
héa dit liéu luu giit va di dugc trién khai trong nhidu hé thong thuc té.

e) Ddi véi ché dp CBC

Ché a6 Cipher Block Chaining (CBC) la ché d6 hoat dong truyén thng cia
cac thuat toan mi hoa khdi d6i xting nhu AES va Kuznyechlk (GOST R 34.12-
2015). Tuy nhién, trong bdi canh bao mat dir liéu luu gilr dai han, ché @6 CBC
khong con dap umg day du cac yéu cau vé an toan va kha ning trién khai, do do
khong dugc khuyén nghi sir dung cho cac hé thdng ma hoa dir liéu luu gilr moi.

CBC chi cung cAp tinh bi mét ma khong tich hgp co ché bao dam toan ven
va xdc thye dir liéu. Trong mdi truong luu gif, diéu nay dan dén nguy co bi thao
tung dir lidu, bao gdm thay doi ngi dung hodc hoan d6i cac khdi dit liéu da ma hoa
ma hé théng khong thé phat hién néu khong trién khai thém céc co ché bao vé bd
sung. Viéc két hop CBC véi cac co che xac thyc bén ngoai 1am tang d¢ phirc tap
trién khai va khong phu hop véi yéu cau don gian, tin cdy cla cac hé thong luu giit
dung lugng 16n.

Bén canh d6, CBC khong hd tro hiéu qua truy cép ngau nhién theo khi va
khong cb co ché rang budc dit ligu véi vi tri luu git. Do moi khéi dir liéu phu
thudc vao khdi lién trude, viee giai mad hodc cdp nhat dir liéu tai mot vi tri bat ky
tré nén kém hiéu qua. Pong thoi, ché do nay Kkhong Chong dugc cac tan cong sao
chép, hodn d6i hodc phyc hdi dit liéu ban diu, von la cac méi de doa phé bién
trong moi truong luu gitr.

Ngoal ra, viéc quan ly vector khoi tao (IV) trong CBC gip nhiéu khé khin
trong moi trwdong lvu gilt dit ligu dai han. Yéu cau IV khong ldp lai va duoc quan
ly chat ché kho bao dam trong céc h¢ thong co hoat dong ghi de, sao luu va phuc
héi dit liéu, 1am gia tdng nguy co suy giam murc do an toan.

Trén co s& cac phan tich néu trén va theo cac khuyén nghi hién hanh, ché do
CBC khéng dugce lwa chon cho ma héa dir liéu mdi. Ché d6 ‘nay chi dugce dung dé
gial ma dir liéu da dugc ma hoa trude do trén hé thong nhim bao dam kha nang
twong thich nguoc, khong khuyén nghi trién khai trong cac hé thong méi.

f) D6i véi thuit toan bim

- Theo huéng dan k¥ thuat “TR-02102-1” cia BSI céc co ché bam duogc
khuyén nghi trong tai liéu nay déu €6 do dai ma bam (digest length) > 256 bit, tuy
nhién d6i voi cac ung dung yéu cau bao mat cao, dai han, hodc cac hé thong co
tudi tho dai, nén st dung c4c ham bam c6 dau ra it nhét 384 bit.

- Nam 2012, Lién bang Nga ban hanh tiéu chudn GOST R 34.11-2012 (con
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goi 1a Streebog) dé thay thé GOST R 34.11-94, nhim nang cao cudong dj bao mat
cho thuft toan ham bam mat ma, khic phuc cac han ché vé do manh toan hoc va
kha ning chéng tin cong cua phién ban cii (theo RFC 6986 va cac chi dao tir Co
quan Tiéu chuan K§ thuat Nga - Rosstandart).

3.3 Co s& thue tién va ciin cir thira nhin két qua danh gia sy phu hgp

Cong tac quan ly chét lwvgng san phadm mat mi dan sy, danh gia chirmg nhén
hop chuén, hop quy san pham mat ma dén su trong nudc gip nhleu khoé khan trong
qua trinh trién khai do thyc trang hién nay ¢ Viét Nam chwa co6 t chirc thir nghiém
dat cac ching chi vé thir nghi¢m san phim mat mi dan sy va dugc chi dinh
(ISO/IEC 17025). Cac quy chuin ky thuét trong linh vec mat ma dan su tai Viét
Nam dugc x8y dung dugc xay dung trén co s¢ hai hoa voi tiéu chuan quoc té.
Cung v6i 46, da sb cac san pham mdt mé dén sy hién nay duoc nhap khau tir nude
ngoai va da duoc danh gia bai cac to chirc uy tin, c6 ning luc. Ve co ban, 601 voi
san phdm c6 chung tiéu chuin k¥ thuat, két qua danh gia tir cic to chuie qudc té co
nang lyc duge cong nhén khong co sai 1¢ch, khac biét va dam bao rang viéc danh
gia tudn tha quy chuén 1a nhat quan va cong bang. Do vy, viéc chép nhén két qua
thir nghiém tir t6 chirc dugc chi dinh va td chirc nudc ngoai duge cong nhan theo
ISO/IEC 17025 trong khi diéu kién trong nuédc chua thye hién dwgc la phu hop dé
trién khai cong tac quan 1y nha nudc, quan ly chat lwgng san pham mat ma dan sy,
ddng thoi tao thuén lgi cho thuong mai quoc té, tranh kiém tra chong chéo, giam
chi phi cho doanh nghlep ma van dam bao rang cac san pham, hang héa trén thi
truong dap ung diy du yéu cu vé an toan, chét lugng va bao vé ngudi tiéu dung.

4 Nji dung thay thé danh muc tiéu chudn k¥ thuit miat ma 4p dung bit
budc cho mdé dun an toan phan cing trong hoat dong dinh danh va xac
thuc dién tir

Cin clr vao qua trinh ra soat cic san phim md-dun an todn phan ctng trong
hoat dong dinh danh va xac thuc dién tir dang lvu thong trong nudc; Can clit vao
tinh cap thlet phai cép nhat yéu cau sir dung voi thudt toan ma khéi MKV; Can ctr
vao tinh cdp thiét phai cap nhat yéu cu str dung cac thudt toan mat ma nham bao
dam an toan thong tin trong boi canh xuét hién cac nguy co tir may tinh lu(mg tur;
Can ¢t vao tinh hinh trién khai thuc & ctia cac quy chuén k¥ thuat hién hanh va dinh
hudng chuyén 601 sang cac thudt toan mat ma hau luwgng tir; Cén ctr vao tinh hinh
trién khai thuc té cua tiéu chuan k¥ thuat mat ma ap dung bt budc cho mo-dun an
toan phan cing; Xem xet tir nhimg yéu cau, khuyén nghi duogc néu ra trong cac tai
liéu tham khéo tir t& chirc NIST, CC, BSI. Co quan soan thao dé xuit nhu sau:

4.1 Nguyén tic xdy dung ndi dung

- Céc tham sb an toan duogc lya chon theo cac khuyén nghi cua ISO/IEC,
NIST, CC, BSI va cac to chirc qudc té khac ¢€ dam bao an toan va phu hop;

- Phii hop véi diéu kién thyc t€ ddi véi cac san phdm mat md dan sy thude
nhém san pham mo-dun an toan phan ctg trong hoat dong dinh danh va xéc thuc
dién tir dang dugc luu thong, su dung tai Viét Nam va céc san pham thuong mai
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phé bién cua qudc té;
- Pap ung dugc su phat trién cia cong nghé trong vong 5 nam toi.
4.2 B6 sung quy dinh dbi véi thuat todan MKV

-B6 sung tai Muc 1.1 M4t ma di xung va ché d6 hoat dong:
+ Ky hiéu tiéu chuan: TCVN 14263:2024

+ Tén diy du cua tiéu chuén: Cong nghé¢ thong tin - K¥ thudt an toan - Thuat
toan ma khoi1 MK V.

+ Quy dinh 4p dung:

" Ddi voi thuit toan MKV:

+ Sir dung khoa co kich thude 1a 128 bit, 192 bit hodc 256 bit;

+ Sur dung mot trong cac ché do: CFB, OFB, GCM, CCM, CTR, XTS."
- Tai muc II:

+ Bo sung chit viét tat nhu sau:

Chir viét tit Tén tiéng Anh Tén tiéng Viét

MKV M3 khéi Viét Nam

4.3 Sira doi quy dinh 4p dung ddi v6i Mat ma ddi ximg va ché do hoat
dong

- B6 sung quy dinh d6i véi thuat toan MKV tai muc I.1.
- Loai bo thuat toan TDEA khéi danh muc.
- Loai bo ché ¢6 CBC déi véi thuét toan AES tai muc Quy dinh 4p dung;
- B6 sung Quy dinh ap dung:
"- Di véi thuat toan Kuznyechik:
+ Str dung khoa co kich thude la 256 bit;
+ Str dung mot trong céac ché do: CFB, OFB, MGM, CTR."
- B6 sung Ky hiéu tiéu chudn: RFC 7801, RFC 9058:

- B0 sung Tén day du ca tiéu chudn: GOST R 34.12-2015: Block Cipher
"Kuznyechik", Multilinear Galois Mode (MGM).

4.4 Sira d6i quy dinh ap dung d6i véi Mat ma phi d6i xtrng va chir ky so
- D6i v6i thuat toan RSA:

+ Stra d6i kich thudc tham sd theo bit tir nlen > 2048 thanh 2048 <nlen <3072.
-Bo sung thuat toan ECDH, ECIES.
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- Dbi voi thuat toan ECDH, ECDSA va ECIES:
+ Stra ddi kich thudc tham sd theo bit tir nlen > 256 thanh 250 < nlen < 384.
- Dbi tén thuat toan DH thanh FFDH.

+ Stra dbi kich thudc tham sb theo bit tr L > 3072, N > 256 thanh
2048 <L <3072, 256 <N < 384.

- Loai bo thuat toan DSA ra khoi danh muc.

4.5 Bo sung Quy dinh 4p dung dbi v6i thuat toin bam

B& sung tai Muc [.3:

- Ky hiéu tiéu chuin: RFC 6986;
- Tén dAy du cua tiéu chuan: GOST R 34.11-2012: Hash Function;
- Quy dinh ap dung: b6 sung thuat toan bam: GOST R 34.11-2012.
4.6 Bd sung, thay thé Giai thich chir viét tit va ky higu

- Thay thé nhu sau:

Chir viét tit Tén tiéng Anh Tén tiéng Viét

AES Advanced Encryption Tiéu chudn ma hoa tién tién
Standard

CCM Counter with Cipher Block | Ché do bd dém véi xac thyc
Chaining Message thong bao kiéu CBC
Authentication Code

CFB Cipher Feedback Mode Ché do phan hdi ban ma

CTR Counter Mode Ché d6 bd dém

CTR_DRBG | Counter - Deterministic B0 tao bit ngﬁu nhién tit dinh
Random Bit Generator dua trén bo dém

DRBG Deterministic Random Bit B9 tao bit ngiu nhién tat dinh
Generator

ECDSA Elliptic Curve Digital Thuét toan chit ky sé dua trén
Signature Algorithm duong cong Elliptic

ECIES Elliptic Curve Integrated Lugc d6 ma hoa tich hgp duong
Encryption Scheme cong Elliptic

GCM Galois/Counter Mode Ché d6 bo dém Galois

GOST Gosudarstvenny Standart Tiéu chuan quéc gia Lién bang
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Chir viét tit Tén tiéng Anh Tén tiéng Viét
Nga
Hash DRBG Hash Deterministic Random B tao bit ngau nhién tit dinh
Bit Generator dua trén ham bam
HMAC Hashed Message Mai xac thuc thong bao dua trén
Authentication Code ham bam
HMAC DRBG | HMAC - Deterministic B0 tao bit ngé"iu nhién tat dinh
Random Bit Generator dua trén HMAC
HS Harmonized Commodity Hé¢ thong hai hoa md ta va ma
Description and Coding héa hang héa
System
KW Key Wrap Boc khoa
KWP Key Wrap with Padding Boc khoéa vai dém dir liéu
MGM Multilinear Galois Mode Ché d¢ Galois da tuyén tinh
MKV M khéi Viét Nam
MQ DRBG Multivariate Quadratic B¢ tao bit ngau nhién tit dinh
Deterministic Random Bit da bién bac hai
Generator
MS DRBG Micali-Schnorr Deterministic | B tao bit ngiu nhién tit dinh
Random Bit Generator Micali-Schnorr
NIST National Institute of Standards | Vién Tiéu chudn va K§ thuat
and Technology quoc gia (Hoa Ky)
NRBG Non-deterministic Random Bit | B tao bit ngau nhién bt dinh
Generator
OFB Output Feedback Mode Ché d6 phan hdi dau ra
B¢ tao bit ngau nhién bit dinh
Oversampling- theo cau tric Oversampling.
NRBG Dugc trinh bay trong tai liéu SP
800-90C cuia NIST.
PBKDF2 Password-Based Key Ham dan xuat khéa dua trén

Derivation Function 2

mét khiu 2
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Chir viét tit Tén tiéng Anh Tén tiéng Viét
PKCS Public Key Cryptography Cac tiéu chuan mat mi khoa
Standards cong khai

QCVN Quy chuén k§ thuét quc gia

RSA Rivest - Shamir - Adleman Tén cua hé ma do ba nha toan
hoc Rivest, Shamir va Adleman
phat minh

SHA Secure Hash Algorithm Thuat toan bam an toan

SP Special Publication An pham dic biét (Vién Tiéu
chuan va K¥ thuat quoc gia Hoa
Ky)

TCVN Tiéu chudn qubc gia Viét Nam
B tao bit ngdu nhién bét dinh
theo cau truc XOR. Puogc trinh

L E bay trong tai liéu SP 800-90C
cua NIST.

XTS XEX-based tweaked- Ché d¢ ma khéi XTS

codebook mode with
ciphertext stealing

4.7 Cap nhat quy dinh vé ma HS ciia mo-dun an toan phén cimg

Tai muc II, cap nhat bd cuc va ndi dung theo Nghi dinh s6 211/2025/ND-CP
ngay 25/7/2025 cua Chinh phu, nhu sau:

STT hang hoa theo | Mo ta dic tinh k¥
quy dinh cua thuat mat ma
Thong tw

Tén san pham,

Ma HS

Mo td san pham

hang hoa

San phim mat
ma  dan
thuoc nhom san
1 | pham sinh khoa
mat mi, quan |-- Module bao mat
Iy hodc hru giit | phdn cing HSM
khoa mat ma.

- Céac san pham
trong hé théng PKI
st dung mat ma
bao gém:

su

(Hardware
Security Module):

May xu ly dir liéu tu

8471.30.90 | dong va cac khéi chic
8471.41.90
8471.49.90 | quang hoc, may truyén
8471.80.90

ndng cua ching; dau doc
tr tinh hodc dau doc

dir liéu lén cac phuong
tién truyén dir liéu dudi
dang ma hoa va may xu
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Tén san phim,
hang héa theo
quy dinh cia

Théng tw

STT

Mo ta dac tinh ky
thuit mat ma

Ma HS

Mo ta san pham

hang héa

co chirc nang sinh
khoa mat ma, luu
gir va quan ly
khéa mat ma,
chu'ng thu sb, ky
va kiém tra chit ky
s0.

-- PKI Token (PKI
USBToken, PKI
Smartcard,
SimPKI): ¢6 chuc
nang sinh khoa mat
ma, luvu gilr va
quan ly khoa maét
md, chung thu sb,
ky va kiém tra chix
ky sb.

- Céc san phim c6
chirc nang sinh
khoa mat ma, quan
ly hoac luu giix
khéa mat ma
khong thudéc hé
thong PKI.

ly nhiing dit liéu nay,
chua duoc chi tiét hodc
ghi & noi khac gdm:

- Loai khéc cua hang hoéa
1a may xtr ly dir liéu tu
dong loai xach tay, co
trong lugng khong qua
10 kg, gdom it nhit mot
don vi xu ly dir liéu
trung tim, mdt ban phim
va mQt man hinh;

- Loai khéc ctia hang hoa
chira trong cling mot vo
c6 it nhit mot don Vi XU
ly trung tdm, mdt don vi
nhap va mét don vi Xudt,
két hop hoic khong két
hop véi nhau;

- Loai khéac, ¢ dang hé
thong;

- Loai khac cua hang hoa
la cac by may khac cua
may xu ly dit lidu tu
dong.

5 Béng ddi chiéu ndi dung QCVN véi csc tai lidu tham khio

Tén néi dung

Tai liéu tham khao

Phwong an
xdy dung

B sung quy | TCVN 14263:2024 “Cong nghé thong tin -
dinh dbi voi Ky thudt an toan - Thuat toan ma khi MKV ven

thuét toan
MKV

Chip nhin toan

Bo sung quy | ppc 7801 GOST R 34.12-2015: Block
Cipher "Kuznyechik";

dinh dbi véi
thuat toan

Chap nhén toan
ven
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Kuznyechik

RFC 9058: Multilinear Galois Mode (MGM)

Loai bo thuat
toan TDEA

NIST SP 800-131A Rev.2 (2019)

Chdp nhin toan
ven

Loai bo vigc sur
dung ché do
CBC dbi véi
thuit toan AES

https://supportportal.juniper.net/s/article/End-
of

-support-for-cipher-suites-using-the-CBC-
mode.

https://learn.microsoft.com/en-us/dotnet/
standard/security/vulnerabilities-cbc-mode.

https://cryptography.io/en/3.4.3/hazmat/
primitives/symmetric-encryption.html

https://www.mdpi.com/2227-7390/13/9/1383

https://ieeexplore.ieee.org/stamp/stamp.jsp?ar
number=10184306

https://learn.microsoft.com/en-us/security-
updates/securityadvisories/2018/4338110

https://www.mdpi.com/2079-3197/8/2/51

https://blog.ise.io/blog/the-dangers-of-cbc-
mode

Dua theo khuyén
nghi cua cac to
chirc

Loai bo thuat | FIPS 186-5 Cian ci theo

toan DSA khuyén nghi cua
to churc NIST

Bd sung quy|FIPS 186-5; TR-02102-1; NIST Special |Cin clt ngudng

dinh thuat toan
RSA

Publication 800-57 Part 1 Revision 5, NIST SP
800-56B Rev. 2

B6 sung quy
dinh thuat toan
FFDH

NIST SP 800-56A Rev. 3; TR-02102-1; NIST
Special Publication 800-57 Part 1 Revision 5,
NIST SP 800-56C Rev. 2, RFC 2631, RFC 3526,
RFC 7919

B& sung quy
dinh thuat toan
ECDH

NIST SP 800-186, NIST SP 800-56A Rev. 3;
NIST SP 800-56C Rev. 2; TR-02102-1; NIST
Special Publication 800-57 Part 1 Revision 5

B6 sung quy
dinh thuat toan
ECDSA

FIPS 186-5; NIST SP 800-186, TR-02102-1;
NIST Special Publication 800-57 Part 1 Revision
5, RFC 6090

Bo sung quy

NIST SP 800-186, NIST SP 800-56A Rev. 3;

dudi cua quy dinh
d6i v6i cac san
phim mat ma
thugc pham vi bi
mat nha nudc;
Dua theo khuyén
nghi cia cac to
chuc
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dinh thuat toan | NIST SP 800-56C Rev. 2; TR-02102-1; NIST

ECIES Special Publication 800-57 Part 1 Revision 5

B6 sung thuat| RFC 6986 GOST R 34.11-2012: Hash Chép nhan toan

toan bam | Function ven

R34.11-2012

Chép nhan két Luét Stra dbi, bd sung mot s6 didu cua Luat Dua theo khuyél}

qua thir nghiém | Tiéu chudn va quy chuin k¥ thuat (2025) nghi cua cac to
churc

Cap nhadt ma | Nghi dinh 211/2025/ND-CP Chép nhan toan

HS tai Phu luc ven

6 Danh gia tic dong ap dung thay thé danh muc tiéu chuin k¥ thuat

Viéc trién khai sira d6i Danh muc tiéu chudn k¥ thuat déi véi cac mo-dun an
toan phan cung phyc vy dinh danh va xéac thyc dién tir tai thoi diém nay 1a vén dé
cap thlet lién quan truc tiép dén cOng tac bao dam an toan thong tin mang, bao vé
quyén riéng tu va loi ich cia ngudi sir dung trong bdi canh chuyén ddi sd qudc gia.

Quy dinh nay ap dung d6i véi cac tb chirc, ca nhan san xuét, kinh doanh,
nhap khau va su dung thiét bi HSM dé bao vé céac hé thong xéc thuc va thong tin
khong thugc pham vi bi mét nha nuéc

Céc dbi tuong chiu tac dong khi QCVN dugc ban hanh:

- Doanh nghiép san xuét/kinh doanh/nhap khau va cac don Vi cung cép dich
vu tin cdy (CA, TVAN): Phai dam bao thiét bi dép {tng c4c tiéu chuin k¥ thuat méi
trong Danh muc va phai chimg nhén, céng b6 hop quy khi kinh doanh hodc van
hanh san pham tai thi truong Viét Nam.

- Ngudi st dung (co quan, to chuc nguoi tieu dung) Murc d§ anh huong tryc
tiép thap do 1a dbi twong thy hudng cudi cing ciia ha tAng xéc thuc an toan

6.1 Tac dong dén thi truong san pham
* Tac dong tich cuc:

- Nguoi str dung cudi (déi twong ap dung): Tang cam giac an tam va tin
tU;'O’ng khi sir dung céc san pham mat ma déan su d3 duogc cong b6 hop quy. Bao vé
quyén rleng tu va dit li¢u ca nhan cla ho trudc cic rii ro mit an toan thong tin.
Giam thiéu rai ro mét dit liéu quan trong va thong tin nhay cam; Giam thiéu i ro
16 lot khoa bi mat va thong tin nhay cam trong giao dich dién ti.

- Nha san xuat: Nang cao uy tin va niém tin cia khach hang thong qua viéc
cung cap cac san pham dugc chimg nhan hgp quy. Céc san pham ndi dia chit
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luong cao ¢6 co hdi tiép can thi truong nude ngoai ¢d yeu cau cao.

- Nha phén phdi va ban 1é: Co thé sir dung ching nhin hgp quy cia san
phém lam loi thé ban hang dé thu hut khach hang va ting doanh s6 ban hang.

- T6 chirc danh gia sy phu hop va cap ching nhéan: thuan loi trong viéc trién
khai céng tac danh gia chat lwgng san pham mat ma dan sy, giam thoi gian kiém
dinh, danh gia, tranh kiém tra chong chéo ma Van dam bao rang cac san pham,

hang hoa trén thi truong dap ung ddy du yéu cdu vé an toan, chit lugng va bao vé
nguoi tieu dung.

* Tac dong khong tich cuc:

- Tang chi phi: Qua trinh cdp chimg nhan hop quy va cong b6 hop quy co
thé doi hoi dau tu 1on vao viéc nang cap va thay doi cong nghé, lam ting chi phi
san xudt va phan phdi cac san pham bao mat dit liéu luu gitt.

- Phurc tap hoa quy trinh san xuit: Viéc tudn thé cac yéu cau ki thuat moi
trong Danh muc stra d6i c6 thé doi hdi cac quy trinh quan 1y khoa va sén xudt phan
clirng phire tap hon, lam tang chi phi va thoi gian san xuét.

- Giam hiéu suét san xuét: Tich hop céc bién phap dam bao yéu cau k¥ thuat
c6 thé lam giam hiéu suét san xuat do ting thoi gian kiém tra va thir nghiém, cling
nhu viée 4p dung céc quy trinh kiém soat chat lugng nghiém ngit hon.

- Tang thoi gian tién hanh kiém dinh va cip chimg nhan: Qua trinh dat dugc
chimg nhan hgp quy co6 thé doi hoi thoi gian dai va ton kém dé thyc hién kiém
dinh, dinh gia sy phu hop, lam tri hoan viéc tung ra thi truong va lam chdm qua
trinh phat trién san pham mai.

6.2 Téc dong dén co quan quan Iy nha nwéce chuyén nganh

* Tac dong tich cuc:

- Gop phin vao viéc nang cao an toan va quan Iy rui ro trong quan ly nha
nude doi véi linh viee méat ma dan sy.

- Thuén loi trién khai cong tic quan Iy nha nudc, quan ly chat lugng san
phidm mét ma dan su, dong thoi tao thuan loi cho thu’cmg mai quoc te tranh kiém
tra chong chéo, giam chi phi cho doanh nghiép ma van dam bao rang cac san
pham, hang héa trén thi truong dap ung day du yéu cau vé an toan, chét luong va
bao v€ nguoi ticu dung.

* Téc dong khong tich cuc:

- Cén hoan thién, nang cao ning lvc do kiém, danh gia dé thyc hién cong tc
danh gia, cAp ching nhan hop quy cho san pham.

- Can hoan thién co ché hop tac quoc té, danh sach to chirc dugc chi dinh, t6
chirc quoc té co nang luc dugce cdng nhén.
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6.3 T4c dong dén nguvi siv dung dau cudi

Ngudi str dung dau cubi la déi tugng dugc thu hudng tich cuc khi san phim
duoc quan ly, bao mat, dap ing cac quy dinh cia QCVN./.
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1 Tén goi va ky hiéu cia QCVN

Tén g01 Stra do1 Quy chuén ky thuat qudc gia vé dic tinh k¥ thuat mat ma su
dung trong cac san pham méat ma dan sy thugc nhoém san phim bao mat ludng IP str
dung cong nghé IPsec va TLS.

Ky hiéu: SUA POI 1:2026 QCVN 12:2022/BQP.
2 Dat van dé

2.1 Tinh hinh thuc tién

Quy chuén k¥ thuat qudc gia QCVN 12:2022/BQP ban hanh va ¢6 hiéu luc tur
ngay 04/4/2022. Tuy rihién trong qué trinh trién khai, Co quan quan ly chuyén nganh
nhéan thdy mot s6 han ché nhu sau:

- Ngay 31/1 2/2024 B6 truong Bo Khoa hoc va Cong nghé ban hanh Quyét dinh
s6 3480/QD-BKHCN vé viéc cong b6 tiéu chuan quoc gia TCVN 14263:2024 Cong
nghe thong tin - K¥ thuat an toan - Thuat toan ma khéi MKV. Pay la thuét toan ma
khéi riéng ctia Viét Nam, do Ban Co yéu Chinh pht nghién ciru, xay dung, dé xuét ban
hanh. Thuét toan nay hién dang dugc cong ddng doanh nghiép quan tam nghién clru
va tich ho‘p vao san pham. Tuy nhién trong cac quy chuan k¥ thuat qudc gia, danh muc
tiéu chua.n béat budc ap dung ban hanh kém theo Thong tu 23/2022/TT-BQP chua cép
nhat yéu cau sir dung véi thuat toan ma khéi MKV, can thiét phai bd sung dap tng yéu
cau thuc tién sir dung cua xa hoi;

- Mot sb ndi dung k¥ thuat (ché do sir dung, thoi han sir dung, kich thucc khm)
trong quy chuén hién hanh da khong con dap irng dugc cac yéu cau an toan theo khuyen
nghi tir cac td chirc qudc té uy tin nhu NIST hay BSI, dic biét lién quan dén ché do str
dung va thoi han st dung ctia san pham hodc hé théng. Cac quy dinh cii c6 thé dan dén
rtii ro cao hon trong diéu kién véan hanh thuc té, khong dam bao an toan thong tin.

- Ben canh do, tai ky hop thr 9 Quéc hoi Khoa XIII thong qua Luét Sira ddi, bd
sung mot sé didu ctia Luat Tiéu chudn va quy chuan k¥ thuat, ban hanh ngay 14/6/2025,
c6 hiéu lyuc tir ngay 01/01/2026, trong dé sua dbi khoan 2 Didu 57 Luat Tiéu chuan va
quy chuan k¥ thuat nim 2006 véi quy dinh vé thoa thudn thira nhan 1n nhau, thira nhén
don phuong két qua danh gia sy phu hop nhu sau:

“2. Thira nhdn don phuong két qua déanh gid sw phit hop dwoc quy dinh nhu sau:

a) Bo, co quan ngang Bé, B truong Bo Quéc phong xem xét, quyét dinh viéc z‘hu’a
nhdn don phwong két qua dénh gid sw phit hop ciia t6 chire ddnh gid sw phit hop quoc té,
16 chite danh gid su phit hop nudce ngodi dé phuc vu hoat dong quan Iy nha nurée;

b) Két qua danh gid su phit hop quy dinh tai diém a khodn nay phai dwoc thuc
hién bdi t6 chire danh gza su phit hop quéc té, té chirc ddnh gid sy phit hop nwdc ngoai
duoc mot trong cdc té chike cong nhdn la thanh vién ky thoa thudn thira nhan lén nhau
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ciia T6 chirc Céng nhdn cdc phong thir nghiém Quoc té (ILAC), Dién dan Céng nhén
Quoc té (IAF), T6 chirc hop tac Cong nhin khu viec Chdu A Thai Bink Dwong (APAC)
danh gid va cong nhdn vé ning luc ddp vmg tiéu chuan quoc té, tiéu chuan quoc gia
twong ung;

Theo yéu cau thuc tién cia quan ly chuyén nganh, BY, co quan ngang B¢, Bé
trieong B6 Quoc phong diroc xem xét, quyét dinh thira nhdn don phwong két qua danh
gid sw phit hop ciia cdc té chire danh gid sw phiv hop ngodi cdc két qua danh gid s
phu hop quy dinh tai khoan nay.”

Can ¢t quy dinh trén, dé phu hop vdi yéu cau thuc tién cta quan 1y chit lugng
san phém mat ma dan su tai Viét Nam, du thao Thong tu bd sung quy dinh vé thira
nhan don phuong két qua dénh gia su pht hop cua té chirc thir nghiém nude ngoai doi
V01 san phém mat ma dan su.

Do d6, viéc stra d6i va ban hanh Quy chudn k¥ thut qubc gia vé dic tinh k¥
thuat mat mi sir dung trong cac san phdm mat ma dan bao mat ludng IP sir dung cong
nghé IPsec va TLS 14 can thiét dé khic phuc cic han ché, ning cao chit lugng san
pham MMDS, dam bao an toan va déng by vai cac van ban phap luat lién quan. Quy
chuén sira di dap trng yéu cau thuec tién, phu hop voi tién bd khoa hoc k¥ thuat, thuc
day hoi nhap quéc té, nang cao ning luc canh tranh cita doanh nghiép Viét Nam va bao
vé loi ich ngudi tiéu dung, gop phan xay dung hé théng tiéu chuin hoa bén ving theo
Luat Tiéu chuin va Quy chuén k¥ thuat.

2.2 Tinh hinh tiéu chuin héa tai Viét Nam

Quy chuin k¥ thuit qudc gia trong linh vire mat méa dan sy

TT Ky hi¢u Tén quy chuan Ghi chu
| QCVN 4 : Quy chuén k¥ thudt qudc gia v& ma hoa dit | Ban hanh kém
2016/BQP liéu sur dung trong linh vure ngan hang theo Thong tu
) QCVN S5 Quy chuin k¥ thudt qudc gia vé chit ky s6 sir 161/2016/TT- ‘
2016/BQP dung trong linh vuc ngin hang BQP ngay
A A h . 121/10/2016
3 QCVN©6: Quy chuan k¥ thuat quoc gia vé quan ly khoa

2016/BQP str dung trong linh vire ngan hang

Quy chuén k¥ thuat qudc gia vé dic tinh k§ | Ban hanh kém
thudt mat ma st dung trong cac san pham | theo Thong tu

4 (220(;\2//1?3 é?) mat ma dan sy thudéc nhom san phém bao | 23/2022/TT-BQP
mét ludng IP sir dung cong nghé IPsec va | ngay 04/4/2022
TLS :
5 QCVN 15: Quy chudn ky thuat qubc gia vé dic tinh | Ban hanh kem
2023/BQP k¥ thuat mat ma sir dung trong cic sin | theo Thong tu
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pham mét ma dan sy thu¢c nhém san pham
bao mat dir liéu luu gitr

96/2023/TT-BQP
ngay 29/11/2023

Tiéu chuin k§y thuit quoc gia trong linh viee mat ma din su

TT Ky hiéu Tén tiéu chuin Ghi chi
| TCVN Cong ngh¢ thong tin — Ky thuat mat ma —
7635:2007 Chir ky s6
. Phién ban méi
TCVN (g nght thbne tin—K9 tisemas mi thuge | © o oo MoL
2 17816:2007 | toan ma dit liéu AES ubet  TOVN
' ; 11367-3:2016
x PR ) et e a. ~ . | Phién ban moi
TCVN 7817- | Cong ngh¢ thong tin — K¥ thuat mat ma quan 2
3 1 12007 Iy khéa — Phin 1: Khung thng quat gt ISOMES
' de S R 11770-3:2021
TCVN 7817 Cong nghé thong tin — K¥ thuat mat ma quan ly | Phién ban méi
4 | oo khéa — Phén 2: Co ché s dung ky thuat ddi | nhdt ISO/MEC
' ximg 11770-2:2018
TCVN 7817 Cong nghe thong tin — Ky thudt mat ma quan | Phién ban mai
5 | 39007 Iy khoa—Phan 3: Cac co ché st dung ky thuat | nhdt ISO/IEC
' khong ddi ximng 11770-3:2021
" A AL e w w . |Phién ban moi
TCVN 7817- | Cong ngh¢ thong tin — K¥ thuat mat ma quan £
6 1 4:2007 1§ khéa— Phiin 4: Cor oh dira trén bi mit yy | 22t ISOIEC
‘ 4 ‘ ' YU 11770-4:2017
n 5= . . e Phién ban maoi
TCVN 7818- | Cong ngh¢ thong tin — K¥ thuat mat ma dich :
7 1 1:2007 vivtein e gian — Pida 1 Kiving hipaut | 2 PAEG
' ' B P IURE TONE QUA 4 6014-1:2008
TCVN 7818 Cong nghé thong tin — KV thudt mat ma dich | Phién ban madi
B | sy vu tem thoi gian — Phan 2: Co ché token ddc | nhdt ISO/IEC
‘ lap 18014-2:2021
TCVN 7818- Cong nghé thong tin — K¥ thuat mat ma dich | Phién ban mai
I P vu tem thoi gian — Phan 3: Co ché tao thé lién | nhdt ISO/IEC
' két 18014-3:2009
10 TCVN Cong ngh¢ thong tin — Céc k¥ thudt an toan —
11295:2016 Yéu ciu an toan cho md-dun mat ma




Phién ban moi

1 }“(;(\)/’IN6 11367- gﬁngtrigl}¢ th?tng Em —P 1(13::1(: ity ;l;uat an toan — nhit  ISO/EC
: udt todn mdt ma — Phan 1: Tong quan 18033-1:2021
TCVN 11367- Con{g ngl,n_a th?ng Eln — Cflc ky th}lat ein to_an:

12 Thuat todan mat ma — Phan 2: Mat ma phi doi
2:2016 ,

xung

3 TCVN 11367- | Cong ngh¢ thong tin — Cac k¥ thudt an toan —
3:2016 Thuét toan mét ma — Phan 3: M3 khdi

14 TCVN 11367- | Cong nghé thong tin — Cac k¥ thuét an toan —
4:2016 Thuét toan mat ma — Phan 4: Ma dong

15 TCVN 11816- | Cong nghé thong tin — Cac k¥ thuat an toan —
1:2017 Ham bam — Phan 1: Tong quan

Cong nghé thong tin — Cac k¥ thuat an toan —
TCVN 11816- iy : .

16 816 Ham bam — Phan 2: Ham bam st dung ma khoi
2:2017 .

n-bit.

17 TCVN 11816- | Cong ngh¢ thong tin — Cac k¥ thuét an toan —
3:2017 Ham bam — Phin 3: Ham bam chuyén dung
TCVN 11816- C?ng nughs_a thor:g tin —‘Cac Uky tl}uat an t?an -

18 Ham bam — Phan 4: Ham bam st dung so6 hoc
4:2017 N

dong du

19 TCVN 11817- | Cong nghé thong tin — Cac k¥ thudt an toan —

1:2017 Xac thue thuc thé — Phan 1: Tong quan
Cong ngh¢ thong tin — Céc ky thudt an toan —
TCVN 11817- ' : " g

20 ’ Xac thuc thuce thé — Phan 2: Co ché stir dung

2:2017 A gt sk
thudt todn ma hoa doi xung
Cong ngh¢ thong tin — Cac k¥ thudt an toan —

21 ~OVIN 1IBL- Xac thuc thuc thé — Phan 1: Co ché sit dung
3:2017 . A 41 K

k¥ thuat chit ky s6

5 TCVN 12214- | Cong ngh¢ thong tin - Céc k¥ thuat an toan -
1:2018 Chir ky s6 kém phu luc - Phén 1: Tong quan

Cong ngh¢ thong tin - Céc ky thuat an toan -
TCVN 12214- : ; ‘ .
23 22018 Chir ky s06 kem phu luc - Phan 2: Cac co ché

dwa trén phan tich s6 nguyén




Cong nghé thong tin - Cac ky thuat an toan -

24 gg:ﬁ; 122les Chir ky s6 kém phu luc - Phan 3: Cac co ché
' dua trén logarit ro1 rac
TCVN 11367- Cong ngl’lc_: thf)ng ~t1n - (;Jac ky t}luatNan toari -
25 Thuat toan mat ma - Phan 5: Mat ma dua trén
5:2018 :
dinh danh
26 TCVN Cong nghé thong tin - Cac k¥ thuét an toan -
12211:2018 Yeéu cau kiém thir cho m6 dun mit ma
Cong ngh¢ thong tin - Cac k¥ thuat an toan -
57 | TCVN Phuong phap kiém thir giam thiéu cac 16p tan
12212:2018 cong khong xam lan chéng lai cac md dun
mat ma
78 TCVN Cong nghé thong tin - Cac k¥ thuat an toan -
12213:2018 Ché d¢ hoat d6ng cho ma khdi n-bit
TCVN 12852- Corig ngPe; tljong tmﬂ— K¥ ‘thuat an toan:1 = K¥
29 thudt mat ma dya trén dudng cong elliptic —
1:2020 A 2
Phan 1: Tong quan
TCVN 12850- Corfg ngﬂhf_: t}~10ng tmn— Ky‘thuat an toap —.Ky
30 52020 thuat mat ma dua trén duong cong elliptic —
' Phan 5: Cac k¥ thudt tao dudng cong elliptic
31 TCVN Cong nghé thong tin — K¥ thuat an toan — B9
12853:2020 tao bit ngau nhién
TCVN 12855- Cong nghé thong tin — Ky thudt an toan —
35 | 2:2020 Lugc do chit ky 56 ¢6 khoi phyc théng diép -
Phan 2: Cac co ché dya trén phén tich so
nguyén
TCVN 12855- | Cong n‘ghé th()ng’ tin — Ky thudt an toan —
33 | 3:2020 Lugc do chir ky sc‘)’cé khoi phuc thong diép —
Phan 3: Cac co ché dya trén bai toan Logarit
ro1 rac
34 TCVN 12854- | Cong nghé thdng tin — K¥ thuat an toan —
1:2020 M4t ma hang nhe -Phan 1: Téng quan
35 TCVN 12854- | Cong ngh¢ thong tin — K¥ thuat an toan — Mat
2:2020 mi hang nhe - Phan 2: Ma khoi




36

TCVN 12854-
3:2020

Cong nghé thong tin — K¥ thuat an toan — Mat
m3 hang nhe - Phan 3: Mi dong

Cong nghé thong tin — KV thudt an toan — Mat

gy | oV LaBe s hang nhe - Phan 4: Co ché sir dung k¥
4:2020 £, o ek L
thudt phi do61 xtirng
TCVN 11817- Cong nghé tl;ong tl’\n -Ky thuatg al} toan — X‘ac
38 thuc thuc thé - Phan 4: Co ché s dung ham
4:2020 2 e
kiém tra mat ma
Cong ngh¢ thong tin — Ky thudt an toan — Xac
TCVN 11817- g ‘ =
39 i : thuc thuc thé - Phan 5: Co ché sir dung k¥
5:2020 e x
thudt tri thirc khong
TCVN 11817- Cong nghé t?ong Em - Ky thuiat ?n toan — XilC
40 thuc thuc thé - Phan 6: Co ché st dung truyén
6:2020 e e
dir li¢u thu cong
41 TCVN Cong nghé thong tin — Cac k¥ thudt an toan —
13175:2020 Ma hoa ky
1 TCVN 12854- | Cong ngh¢ thong tin — Ky thuat an toan — Mat
5:2020 mé hang nhe — Phan 5: Cac ham bim
13 TCVN Cong ngh¢ thong tin — Ky thudt an toan — B§
13176:2020 | tao sé nguyén to
Cong ngh¢ thong tin — Ky thuat an toan — Cac
g [ thuat todn mat ma va kiém thir phu hop ca
13177:2020 uat toan mé va kiém phu hop cac
co ché an toan
45 TCVN 7817- | Cong ngh¢ thong tin — Ky thudt an toan —
5:2020 Quan 1y khéa - Phan 5: Nhom quan 1y khoa
46 TCVN 13178- | Cong nghé thong tin — K¥ thudt an toan — Xac
1: 2020 thuc thue thé 4n danh - Phan 1: Téng quan
Cong ngh¢ thong tin — Ky thuat an toan — Xac
47 | TCVN 13178- | thyc thyc thé an danh - Phan 2: Céc co che
2: 2020 dua trén chit ky str dung mot nhom khoa cong
khai
Cong ngh¢ thong tin — K¥ thuat an toan — Xac
TCVN - = i ; .
48 4 202013178 thuc thuc thé an danh - Phan 4: Cac co che

dua trén bi méat yéu
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Cong ngh¢ thong tin — Cac ky thut an toan —

TCVN 11367- e e wam wa g
49 6:2022 TPuat toan mat ma — Phan 6: Ma hoéa dong
cau
50 TCVN 13460- | Cong ngh¢ thong tin — Céc k¥ thuit an toan —
1:2022 Chit ky s6 mu — Phin 1: Téng quan
0 ¢ thong tin — Cac k¥ thuat an —
TCVN 13460- C01~1g I}gh;;t ‘ong 11;1 Cacr y thua Aan toanﬂ
51 92022 Chit ky s6 mu — Phan 2: Cac co ché dya trén
' logarit roi rac
59 TCVN 13461- | Cong ngh¢ thong tin — Céc ky thuit an toan —
1: 2022 Chir ky s6 an danh — Phén 1: Téng quan
Cong ngh¢ thong tin — Céac k¥ thuét an toan —
53 52\821\1213461' Chit ky s6 4n danh — Phdn 2: Cac co ché sit
' dung mét khoa céng khai nhoém
54 TCVN 13462- | Cong nghé thong tin — Céc k¥ thuit an toan —
1:2022 Chia sé¢ bi mat — Phan 1: Téng quan
55 TCVN 13462- | Cong ngh¢ thong tin — Céc k¥ thuit an toan —
2:2022 Chia sé bi mat — Phan 2: Céc co ché co ban
Cong ngh¢ thong tin — Cac ky thuét an toan —
56 TCVN Kiém thir cic md-dun mét ma trong moi
13720:2023 N c Mo - 8
truong hoat dong,
Cong nghé thong tin — Cac k¥ thuit an toan —
TCVN Phuong phap kiém thir va phan tich cho cac
57 13721:2023 bd tao bit ngdu nhién trong TCVN 11295
) (ISO/IEC 19790) va TCVN 8709 (ISO/IEC
15408),
Cong nghé thong tin — Cac k¥ thuét an toan —
TCVN ; X 5 5
58 Khung xac thuc vieén sinh trac st dung mo-
13722:2023 : X, . P
dun an toan phan cing sinh triac hoc
Ky thuét an toan cong nghé thong tin — Yéu
s9 | TCVN 13723- cAu vé nang lyc dbi v6i kiém thir vién va danh
1:2023 gid vién bao mat thong tin — Phan 1: Gidi
thiéu, khai niém va yéu ciu chung
60 TCVN 13723- Ky thuit an toan cong nghé thong tin — Yéu
2:2023

céu vé nang luc doi vai kiém thir vién va danh
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gia vién bao mat thong tin — Phan 2: Yéu cau
vé kién thirc, k¥ nang va tinh higu qua d6i voi
kiém thtr vién theo TCVN 11295 (ISO/IEC
19790)

K¥ thuat an toan cong ngh¢ thong tin — Yéu
cau vé nang lyc doi voi kieém thr vién va danh

61 TCVN 13723- | gia vién bao mét thong tin — Phan 3: Yéu cau
3:2023 vé kién thirc, k§ ning va tinh hiéu qua déi voi
danh gia vién theo TCVN 8709 (ISO/IEC
15408)
62 TCVN An toan thong tin — Ma hda co xac thuc
12197:2024 (ISO/TEC 19772:2020)
TCVN 14190- | An toan thong tin — Tiéu chi va phuong phap
63 | 1:2024 luan danh gia an toan hé thong sinh tric hoc
— Phén 1: Khung (ISO/IEC 19989-1:2020)
TCVN 14190- | An toan thong tin — Tiéu chi va phuong phap
64 | 22024 danh gia an toan hé thong sinh tric hoc —
Phan 2: Hiéu suit nhin dang sinh tric hoc
(ISO/IEC 19989-2:2020)
TCVN 14190- | An toan thong tin — Tiéu chi va phuong phap
o5 | 3:2024 danh gia an toan hé thong sinh tric hoc —
Phian 3: Phat hién tan cong trinh dién
(ISO/IEC 19989-3:2020)
TCVN 14191- | An toan thong tin — Bién tap lai dir li¢u xac
66 | 1:2024 thuc — Phan 1: Yéu ciu chung (ISO/IEC
23263-1:2021)
TCVN 14192- | Ky thudt an toan cong ngh¢ thong tin — Yéu
1:2024 cau vé cong cu kiém thir va phuong phép hiéu
chuén cdng cu kiém thi dé st dung trong
67 kiém thur cac k¥ thuit giam thiéu tin cong
khong xam l4n trong md-dun mat ma — Phéan
2: Phuong phap va phuong tién hi¢u chuin
kiém thtr (ISO/IEC 20085-1:2019)
63 TCVN 14192- | K¥ thudt an toan cong ngh¢ thong tin — Yéu
2:2024 cAu vé cong cu kiém thir va phwong phap hiéu
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chuan cong cu kiém thir & s dung trong
kiém thir cac k¥ thuat giam thiéu tdn cong
khéng xam lan trong mo-dun mat mi — Phén
2: Phuwong phap va phuong tién hiéu chuin
kiém thir (ISO/IEC 20085-2:2020)

TCVN Cong nghé thong tin — Ky thuat an toan —

62 14263:2024 Thuét todan ma khdi MKV,

2.3 Sw cin thiét xdy dung Sira d6i Quy chuén
a) Vé can ctr

- Luat An toan thong tin mang nam 2015, tai khoan 7 Diéu 38 giao “Ban Co yeu
Chinh phu ¢6 trach nhiém gitp Bo truong Bo Qudc phong x4y dung dy thao tiéu chuin
quoc gia d6i voi san pham dich vu mét ma dan su trinh co quan nha nudc co thim
quyén céng bd va huéng dan thyuc hién; xay du’ng, trinh B¢ truéng Bo Qudc phong ban
hanh quy chuan k¥ thuét quoc gia d6i voi san phdm, dich vu mat ma dan su, chi dinh
va quan 1y hoat dong cua td chirc chimng nhan sy phu hop ddi véi san phdm, dich vu
mat ma dén sy; quan ly chat lugng san pham dich vu mit ma dan su”; khoan 4 Diéu
52 quy dinh vé trach nhiém cia Ban Co yéu Chinh phu gitip BJ truong Bo Quoc phong

“xay dung, trinh cap c6 tham quyen ban hanh van ban quy pham phap luit vé quan Iy
mat ma dan su”, “quan ly chét lugng san pham dich vu mat ma dan sy, quan ly cong
tac danh gia, cong bb hop chuén, hop quy ddi véi san pham, dich vu mét ma dan sy”.

- Luat Sira ddi, bd sung mdt s6 diéu cta Luét Tidu chudn va quy chuan k¥ thuat,
ban hanh ngay 14/6/2025, ¢6 hi¢u luc tir ngay 01/01/2026, trong d6 mot s6 quy dinh
vé thoa thuan thira nhén 14n nhau, thira nhan don phuong két qua danh gia sy phu hop
tai khoan 2 Piéu 57 Luat Tiéu chuén va quy chuan k¥ thudt nam 2006 duoc sira doi,
bo sung, tao diéu kién cho viéc thuc hién céac quy dinh vé danh gia su phu hop trong
linh vire mét ma dan sy. Theo do, B, co quan ngang B, Bo tru?ong Bo Qudc phong
xem xeét, quyet dinh vi¢c thira nhén don phuong két qua danh gia sy phu hop cua to
chirc danh gia su phu hop qudc té, t6 chie danh gia sy phu hgp nude ngoai dé phuc vu
hoat ddng quan 1y nha nudc va “theo yéu cau thyc tién cua quan ly chuyén nganh, B9,
co quan ngang B9, By truong B Quodc phong dugc xem xét, quyét dinh thira nhan don
phuong két qua danh gia su phu hop cua céc to chitc danh gia su phu hop ngoai cac
két qua danh gia su phu hop...

- Nghi dinh s6 211/2025/ND-CP ngay 25/7/2025 cua Chinh phu quy dinh vé hoat
dong mat ma dan sy va sira d6i, b6 sung mot s6 diéu cuia Nghi dinh sb 15/2020/ND-
CP ngay 03/02/2020 ctua Chinh phu quy dinh xtr phat vi pham hanh chinh trong linh
vuc buu chinh, vién thong, tan s0 vo tuyén dién, cong ngh¢ thong tin va glao dich dién
tir duoc stra ddi, bd sung mot s6 diéu tai Ngh1 dinh s 14/2022/ND-CP ngay 27/01/2022
ctia Chinh phu, tai Diéu 10 quy dinh vé thira nhan két qua danh gia su phu hop sin
pham mat ma dan sy “Ban Co yéu Chinh phu glup B truong Bo Qudc phong xem xét,
quyét dinh thira nhan don phuong két qua danh gia su phi hop san pham mat ma dan
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sy cua t6 chire danh gia sy phu hop quoc té, t6 chirc danh gla su phu hgp nudc ngoai
dé phuc vu hoat ddng quan 1y nha nudc vé mat ma dan su”

b) Vé muc dich

Viéc xay dung chuén hoa “ Sira d6i Quy chuén k¥ thudt qudc gia vé dic tinh k¥
thuat mat ma st dung trong cac san phdm mat ma dan sy thugc nhom san pham bao
mét ludng ip sir dung cong nghé IPsec va TLS ” la rat can thiét nham:

- Pam bao chat legng cho cac san phém mat ma dan sy bao mat lué‘)ng IP su
dung cong nghé¢ IPsec va TLS.

- Thdng nhat vé dic tinh k¥ thuat mat ma sir dung trong cac san phim bao mat
ludng IP sir dung cong nghé IPsec va TLS trén pham vi toan quc.

- La co 50 ky thuat dé cac co quan quan ly tham chiéu, phuc vu cong tac quan ly
nha nudc vé chat lugng san pham bao mat luong IP sir dung cong nghé IPsec va TLS
sir dung trong linh vuc mét ma dan su.

¢) Vé pham vi ap dung

Trén co s& phan tich ly do va myc dich xay dung Sira d6i quy chuan, nhom bién
tap quy chudn nhan thiy viéc stra doi mot sd chi tiéu k¥ thuat cho san phim bao mat
luéng IP sir dung cong nghe [Psec va TLS phuc vu bao vé thong tin khong thudc pham
vi bi mat nha nudc 1a rat can thiét va phi hop trong diéu kién hién nay.

Nbi dung Stra d6i Quy chuan chi bao gdm ndi dung stra doi, bd sung mot ) quy
dinh cuia QCVN 12:2022/BQP. Cac ndi dung khong duogc néu tai Sira d6i Quy chuan
ndy thi tiép tuc ap dung QCVN 12:2022/BQP ban harh kem theo Thong tu s&
23/2022/TT-BQP ngay 04/4/2022 cua Bo truong B Qudc phong.

3 Co sé xiy dung cic yéu cau ki thuit

3.1 Co s6 van ban ky thuat trong nwéc

Khi x4y dung du thao quy chudn, co quan soan thao dd tham khéo cac tai liéu sau:

- Quyét dinh s 3480/Qb-BKHCN ngay 31/12/2024 cua Bo trudng Bo Khoa
hoc va Cong nghé cong b tiéu chuan quoc gia TCVN 14263:2024 Cong nghé thong
tin - Ky thudt an toan - Thudt toan ma khéi MKV.

- Théng tu s 23/2022/TT- BQP ngay 04/4/2022 cia Bo trudng Bo Qudc phong
ban hanh Quy chudn k¥ thudt qubc gia vé dic tinh k¥ thuat mat mé su dung trong cac

san phim mit ma dan sy thugc nhoém san pham bao mat ludng ip st dung cong nghé
[Psec va TLS.

Trén co so cac tai liéu k§ thudt tham khao, co quan soan thao di bd sung, sua
d6i quy chuin dap tng yéu cAu str dung thudt toan MKV, dap tmg diéu kién thyc té abi
vO1 cac san pham dang dugc luu thong, st dung tai Viét Nam va cac san pham thuwong
mai ph bién clia qubc té.
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3.2 Co sé kinh nghiém quoc té

3.2.1 Co s cho viéc quy dinh nguéng k¥ thuit an toan ddi véi san phim
mat ma dan sy

Thyc tién quéc té cho thdy mirc dd an toan cua cic thudt toan mat ma va cac
tham s6 ky thuét lién quan c6 xu huéng thay dbi theo thoi gian, phu thugc vao su phat
trién cua khoa hoc cong nghé va nang lyc tinh toan. Cac thudt todn va do dai khoa hién
dang duoc sir dung c6 thé khong con dap ung yeu cau bao dam an toan thong tin trong
trung va dai han, dic biét dbi voi cac thong tin c6 yéu cau bao mat cao hoic thoi gian
bao vé€ kéo dai.

Trong bdi canh o, nhidu quéc gia va to chirc tiéu chudn hoa da ban hanh cac
quy dinh va khuyén nghi nhim quan ly viéc lua chon, st dung va thay thé cac thuat
toan mat ma, trén co so danh gia dinh ky mirc 6 an toan va phu hop cta céc giai phap
k¥ thuat. Viéc quy dinh nguong ky thudt an toan d6i voi san phim mat ma dan sy dugc
xem la mot bién phap can th1et nhiam han ché rui ro phat sinh tir viée tiép tuc st dung
céc thuat todn hodc tham sé k¥ thuat khong con déap tng yéu cau bao mat.

Cac bién phap quan ly duoc 4p dung phd bién trong thuc tién quéc té bao gdm:

— Quy dinh thoi han st dung hodc chu ky ra soat dbi véi thudt todn va do dai
khoa, 1am co s¢ dé cac t6 chire, ca nhin chu dong cap nhat, nang cip hodc thay thé cac
giai phap mat ma phu hop véi muire d§ nhay cam cua thong tin dugc bao vé;

— Tham chiéu va ap dung cac tiéu chuén, khuyen nghi mét mi do cac t6 chirc
tiéu chuan hoa uy tin ban hanh (nhu NIST, BSI), nhim bao dam sy phu hop vai thong
1& qudc té va han ché nguy co trién khai cac thuét todn hodc tham sé k¥ thudt da duoc
danh gia la khong con an toan;

— P6i voi dit liéu c¢6 mic do nhay cam cao hodc c6 yéu ciu béo vé trong thoi
gian dai, dinh hu'cmg sir dung cac thuat toan va d§ dai khéa c6 murc an toan cao hon,
dap ung yéu cau bao mit trong dai han va c6 kha ning thich tmg véi sir phat trién cua
cOng ngh¢;

— Xay dung 1§ trinh chuyén dbi phu hop tr cdc thudt toan mat ma khoa cong
khai truyén thong sang cac thuat toan méi c6 mirc do .an toan cao hon, bao gom céc
thuat toan c6 kha nang chdng chiu trudc céc tién bd ve nang luc tinh toan, trén co s&
danh gia rii ro, mirc d nhay cam cua dit liéu va yéu cau quan 1y nha nuéc trong tirng
giai doan.

3.2.2 Ra soat, cip nhit thujt toAn mit ma theo cAc tiéu chuin quéc té méi nhit

Co quan soan thao da tham khéo céc khuyén nghj quéc té vé an toan mat mi dé
dua ra cic sira d6i, bd sung phu horp v6i diéu kién st dung san phim mat ma dan su tai
Viét Nam, dam bao cin bang gilta bdo mat, hiéu suét, va kha nang trlen khai thue te
Cac giai phap nay dam bao rang mét ma dan su dap ung dugc yéu cau bao mat ngin
han, dong thot phu hop v6i 1§ trinh cap nhat cong nghé dé bao vé dit liéu trong dai han,
nhu dd dé cap trong cac quy dinh cua Viét Nam (QCVN 12:2022/BQP) va khuyén nghi

13



quéc té.
a) Poi véi thuat toan TDEA

Tai liéu NIST SP 800-131A Rev 2 "Transitions: Recommendation for Transitioning
the Use of Cryptographic Algorithms and Key Lengths", cua Vién Tiéu chuan va Céng
ngh¢ Quoc gia Hoa Ky (NIST) cung cap cac quy dinh vé khuyén nghi st dung va 19
trinh chuyén doi dbi vdi cac thuat toan mat ma va do dai khoa nhu sau:

Thuit toan Khuyén nghi sir dung

3TDEA cho M3 hoa | Khéng dugc chép nhan dén nim 2023
Khong dugc phép sau nam 2023

3TDEA cho Giai ma Str dung ké thira
AES-128 cho Ma hoa va Giai ma Puoc chép nhan
AES-192 cho M4 hoa va Giai ma Puoc chap nhan
AES-256 cho M3 hoa va Giai ma Pugc chip nhan

Tai day NIST dat ra gioi han va 19 trinh stir dung thuat toan TDEA:

- Viéc str dung d6i vGi cac bién phap bao vé mat mé maéi (nhu ma hoa, dong goi
khoa, tao MAC) dugce khuyén nghi chuyén doi trude ngay 31 thang 12 nam 2023 va sé
bi ngirng phé duyét tir ngay 1 thang 1 ndm 2024.

- Tuy nhién, TDEA van dugc phép dung cho chire nang giai ma, mo goi khoa va
xac minh MAC d6i voi dir liéu da duoc bao vé trude do, nham ho trg cac hé thong ke
thira trong qué trinh chuyén doi.

T‘hl_rc hién theo 10 trinh nay, NIST da cong bd thong bao ngay 29 thang 6 nam
2023 ve viéc rat lai NIST SP 800-67 Rev.2 — Recommendation for the Triple Data
Encryption Algorithm (TDEA) Block Cipher, ¢6 hiéu luc tir ngay 1 thang 1 nam 2024.

b) P6i véi ché dp CBC

Mot s6 t6 chirc ¢6 cac nghién ciru va khuyép nghi khong st dung ché do Cipher
Block Chaining (CBC) cho cac thudt toan ma khoi doi xung (AES, Camellia, SEED,
CAST va GOST R 34.12-2015). Do CBC c6 mdt so han ché bao mat chung:

+ Ché d0 CBC khong tich hop tinh toan ven (authentication), khién no d& bi tan
cong thay d6i dir liéu (malleability) néu khong str dung kém ma xéac thuc thong diép
(MAC).

+ Trong céc phién ban TLS cii (TLS 1.0/1.1), CBC d& bi tin cong vao phin dém
oracle dém - Padding Oracle Attacks (nhu BEAST hodac POODLE) do cach xtur ly
Vector Khoi tao (IV) va phan dém (padding). Cac héng cong ngh¢ 16n nhu Juniper,

Microsoft cho ring céc dir liéu dwoc ma hoa bang ché d6 CBC cua cac thuat toin mat
ma khoa ddi xtung khong con an toan, va két thuc hd trg dbi voi ché do CBC ctia cac
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thuét toan mat ma sir dung trong cac san phdm cta hing, khuyén nghi sir dung cac ché
d6 hoat dong an toan hon, chang han nhu GCM, CTR/CCM. Tai li¢u tham chiéu:

https://supportportal.juniper.net/s/article/End-of-support-for-cipher-suites-
using-the-CBC-mode.

https://learn.microsoft.com/en-us/dotnet/standard/security/vulnerabilities-cbc-
mode.

https://cryptography.io/en/3.4.3/hazmat/primitives/symmetric-encryption.html
https://ieeexplore.ieee.org/stamp/stamp.jsp?arnumber=10184306

+ TLS 1.3 da loai bo hoan toan CBC, uu tién su dung cac ché dd ma hoa co xéc
thue dir liéu kém theo (AEAD) nhu GCM. Trong IPsec, CBC van duoc hé tro thong
qua ESP (Encapsulating Security Payload), nhung khuyén nghi chuyén sang GCM dé
dam bao tinh toan ven t6t hon. Tai lidu tham chiéu :

https://learn.microsoft.com/en-us/securityupdates/securityadvisories/2018/4338
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https://blog.ise.io/blog/the-dangers-of-cbc-mode

https://www.cyber.gc.ca/en/guidance/guidance-securely-configuring-network-
protocols-itsp40062

¢) Poi véi thuit toan Kuznyechik

Péi véi thuét toan Kuznyechik, ché dd MGM la ché dd ma héa x4c thyc duge
quy dinh trong h¢ ti€u chuan GOST, dugc thiét ké dong bd voi thudt toan Kuznyechik,
cho phép bE:IO dam dong thoi tinh bi mat va toan ven dit ligu. \{iéc lwa chon MGM thay
cho cac ché d0 AEAD khac nham bao dam tinh nhat quan vé hé ti€u chuan va thuén
loi trong trién khai, danh gid hop chuan do6i voi cac san pham st dung thuat toan
Kuznyechik.

Céac ché do QCM va GCM }(héng dlg:qc ap dung cho thudt todn Kuznyechik do
khong thudc hé ché do dugc chuan hoa dong bg vai thudt toan nay. Viéc khong lya
chon CCM va GCM déi v6i Kuznyechik khong lam giam muirc dd an toan cua quy
chuan, dong thoi bao ddm tinh 16 rang, nhat quan va kha thi trong ap dung.

d) Péi véi ché @9 CFB, OFB

Céc ché do CFB, OFB tuy la cac ché do hop 16 vé mat Iy thuyét (dinh nghia
FIPS/NIST), tuy nhién khong dugc dung pho bién trong Ipsec VPN, TLS VPN do:

- Tai huéng dan k¥ thuat “TR-02102-2” va “TR-02102-3” cua t6 chirc BSI, cac
cheé do CFB, OFB khong c6 trong danh sach khuyén nghi st dung.
- CFB va OFB chi cung cap tinh bi mat (Confidentiality), tirc 1a ma hoa dit liéu
dé nguodi khac lghc“)ng doc dugc. Tuy nhi€n, ching khong dam bdo tinh toan ven
(Integrity). K¢ tan cong co thé thay doi cac bit trong ban ma (ciphertext) va khi giai

ma, ban o (plamtext) s€ bi thay d6i theo mot cach du doan duge ma khong bi phét hién
néu khong c6 thém co-ché kiém tra (nhu HMAC).
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- Hiéu suét sir dung khong tan dung t6i da sttc manh cua CPU da nhan hién dai,
diéu nay cyc ky quan trong d6i v6i duong truyén VPN tde do cao. CFB ma hoa khong
thé song song héa (parallelize) vi khéi sau phu thudc vao két qua cua khéi trude. Con
v6i OFB mic du c6 thé tinh toan trude dong khoa (keystream), nhung né ciing hoat
dong tuan tu.

- Ca CFB va OFB (déc biét la OFB vi n6 hoat dong nhu stream cipher) rat nhay
cam véi viéc bi tin cong thay doi bit (bit-flipping attacks) néu khong c6 Message
Authentication Code (MAC) di kém.

¢) Pbi v6i thut toan DSA

- Huéng dan ky thuat “TR-02102-1” cua BSI trinh bay khuyén nghi vé kich
thuéc khoa an toan toi thiéu (cong bd vao thang 3 nam 2025), BSI da nhin manh ring
cac thuat toan cb dién (RSA, DSA, ECDSA, ECDH) c6 thé khong con di an toan trudc
cac cudc tan cong lwong tir trong twong lai. Co quan soan thio téng hop lai khuyén
nghi cua BSI nhu sau:

STT Thuat toan Kich thwéc khoa theo bit Niam str dung
2000 2022
1 RSA
> 3000 2023 tro di
2000 2022
2 DSA
>3000 2023 tro di
4 ECDSA > 250 2023 tr¢ di
5 ECDH >250 2023 tro di

Ngiy 03/02/2023, t6 chitc NIST cong bd tiéu chuin FIPS 186-5 Digital
Signature Standard (DSS). Tiéu chuin nay khong con chdp thuin DSA cho viéc tao
chir ky s6. Tuy nhién, DSA c6 thé dugc sir dung dé xac minh chir ky duoge tao trudce
ngay trién khai tiéu chuin nay.

f) Poi v6i thuit toan GOST R 34.10-2001

Nim 2012, Lién bang Nga ban hanh tiéu chuidn GOST R 34.10-2012 d¢ thay thé
GOST R 34.10-2001, nhim nang cao cuong dd bao mat cho thudt toan chit ky s6 dua
trén duong cong elllptlc khic phuc cic han ché vé d6 manh toan hoc va kha ning
chéng tén cong ctia phién ban cii (theo RFC 7091 va cac chi dao tir Co quan Tiéu chuan
Ky thuat Nga) GOST R 34.10-2001 sau do bi coi la 161 thoi, bi loai khoi cac ing dung
mdi trong cac tiéu chudn qudc té nhu DNSSEC (IETF chuyén trang thai histori nam
2024) va khong con duge khuyén nghi st dung do rii ro bao mat tiém 4n so Vi cac
thuat toan hién dai.
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g) Poi véi thuit toan SEED, CAST, Camellia

Ba tl}ua_"lt toan SEED, CAST, Camgllia déu khong co trong danh sach thuat toan
dugc khuyén nghi sir dung cho cac hé thong mai boi NIST (NIST SP 800-52 Revision
2; NIST SP 800-131A Revision 2), BSI (BSI-TR-02102-1; BSI-TR-02102-2; BSI-TR-
02102-3).

Theo hudng dan ki thuat “TR-02102-1” ctiia BSI dé dam bao bao vé dai han cho
cac ung dung c6 yéu cdu bao mét cao, nén sir dung khoa cé do dai it nhit 256 bit cho
cac co ché ma hoa ddi xtng va chi nén str dung céac thuat toan ma khdi ¢é kich thude
khéi it nhit 1a 128 bit (3. Symmetric Encryption Schemes — BSI TR-02102-1).

h) Poi véi thuit toan bim

- Theo huéng dan ky thuat “TR-02102-1” cua BSI cac co ché bam duoc khuyén
nghl trong tai liéu nay deu c6 d¢ dai ma bam (digest length) > 256 bit, tuy nhién dbi
voi cc ng dung yéu cau bao mat cao, dai han, hodic cac hé théng c6 tudi tho dai, nén
sir dung cac ham bam c6 dau ra it nhat 384 bit.

- Nam 2012, Lién bang Nga ban hanh tiéu chuian GOST R 34.11-2012 (con goi
la Streebog) dé thay thé GOST R 34.11-94, nhim ning cao cudng d6 bao mét cho thuat
toan ham bim méat mi, khic phuc cac han ché vé& d6 manh toan hoc va kha ning chbng
tan cong ctia phién ban cii (theo RFC 6986 va cac chi dao tir Co quan Tiéu chudn Ky
thuat Nga - Rosstandart).

i) Poi voi thuit todn xac thue thong diép

Theo huéng dan k¥ thuat “TR-02102-1" cta BSI kich thude khéa duge khuyén
nghi trong tai li¢u nay cho viéc sir dung trong cac hé théng mat ma mai duge dua trén
mirc an toan toi thiéu d6 (=120 bit).

Thuat toan CMAC HMAC
Kich thudce khoa theo bit > 128 > 128
Kich thudc the (tag) duge >96 > 128
khuyén nghi theo bit

Theq huoéng d::fin k¥ thuat “TR-02102-3" cua BSI bang sau liét ké cac thuét toan
dugc khuyén nghi dé bao v¢ tinh toan ven cua cac goi ESP:

STT Thuit toan Tham chiéu | Si dung dén nim
I AUTH_AES_XCBC 96 [REC 3566] 2031+
2 AUTH_AES _CMAC 96 [RFC 4494] 2031+
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AUTH_HMAC_SHA2 256 128

AUTH_HMAC_SHA2 384 192 [REFC 4868]

AUTH HMAC SHA2 512 256

2031+

2031+

2031+

3.3 Thuec trang sir dung d6i v6i mot so thuat toan mat ma

Bang téng hop dudi diy mot vai thut toan mat ma ddi xtng va cac tin cong da
biét @bi voi timg thuat toan do.

Thuat
toan

Kich thudc
khoa theo
bit

Kich
thwoce
khdi theo
bit

Cic tin cong da biét

Mo ta

AES

128, 192, 256

128

Chua c6 cac tan cOng
tham ma da biét

DPugc mo ta trong FIPS
197. Pay la thuat toan
ma khdi cong bd nam
1998 dugc chinh phu
My¥ lam chuén ma hoa,
sau d6 dugc NIST chip
thuan lam tiéu chuén va
dugc st dung rong rai
dén nay.

DES

56

64

Kich thuée khdi va khoa
nho, d& bi tin cong boi
cac phuong phap vét can,
ngay sinh, vi sai, tuyén
tinh, khoa yéu.

Pugc mo ta trong FIPS
46-3. Day la thuat toan
mi khéi duoc IBM phat
trién, cong bd nim
1975, va duoc chuin
hoa nam 1/1976.

TDEA

128, 192

64

Vao nim 2016 mot 16
héng 16n da dugc phat
hién d6i voi thuat toan
nay st dung trong giao
thuc TLS, IPsec, SSH,
duge cong bod tai CVE-
2016-2183. Cudc tén
cong thyc thi voi thuat
toan nay 1a tin cong ngay
sinh (Birthday attack).

Pugc mé ta trong SP
800-67. Pay la thuat
toan mad khéi, TDEA
(con biét dén véi tén
goi Triple-DES) dugc
cong bd lan dau nam
1981. Do 16 hong 16n
duwoc phat hién nén
NIST khuyén nghi
ngung st dung cho cac
ung dung to ndm 2017.
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IDEA

128

64

Han ché ctia ma phap nay
la kich thuéc khéi nho,
lwoe d6 khoa don gian va
chira cac 16p khoa yéu.
Khong cé cac tan cong
thuc t€, tuy nhién c6 céc
tin cong 1én s6 vong nho
va khoa yéu. TAn cong tbt
nhit 1én IDEA la tin
cong Bicliques.

« Khovratovich,
Dmitry; Leurent, Gaétan;
Rechberger,  Christian
(2012). Narrow-
Bicliques: Cryptanalysis
of Full IDEA. Advances
in Cryptology =
EUROCRYPT 2012.
Lecture Notes in
Computer Science. 7237.
pp. 392-410

« Daemen, Joan;
Govaerts, Rene;
Vandewalle, Joos (1993),
“Weak Keys for
IDEA”, Advances in
Cryptology, CRYPTO 93
Proceedings: 224-231

Thuat toan ma khdi
duoc duogc thiét ké boi
James Massey cua ETH
Zurich va Xuejia Lai va
dugc md ta 1an dau tién
vao nam 1991. Thuat
toan nay ra doi nham
thay cho thudt toan
DES.

RC2

40

64

Kich thudc khoa qua nho,
kich thuéc khdi nho. D&
tbn thuong trudc céc
dang tan céng khac nhau.

Thuat toan mi khoi
dugc thiét ké nam 1987
boi Ron Rivest cua
hing bao mat RSA
Data Security. RC2 con
duge biét dén véi tén
goi ARC2.

RC5

0-2040

32, 64,
128

Ton tai mot sb tin cong
Ién phién ban rut gon 12-
vong vo1 phién ban kich
thudc khoi 64-bit (tham
ma vi sai) voi do phtre tap
2% ban 15 chon loc.

Thuit toan ma khoi
duoc thiét k& bai
Ronald Rivest vao nam
1994,
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RC6

128, 192, 256

128

Khéng ton tai cac tin
cong tham ma da biét.

Thudt toan ma khdi co
ngudn goc tir RC5 va
dugc thiét ké bai Ron
Rivest, Matt Robshaw,
Ray Sidney va Yiqun
Lisa Yin dé dap tmg
cac yéu cdu cua cudc
thi Tiéu chuan ma hoa
nang cao (AES).

ARIA

128, 192, 256

128

» Wenling Wu, Wentao
Zhang; Dengguo Feng
(2006). “Impossible
Differential
Cryptanalysis of ARIA
and Camellia”
Retrieved January

19, 2007.

o Xuehai Tang, Bing
Sun; Ruilin Li; Chao Li
(March 30, 2010). “A
Meet-in-the-Middle

Attack on ARIA™ .
Retrieved April 24, 2010.

Thuit toan ma khoi
duoc thiét ké vao nam
2003 béi mot nhom lon
cac nha nghién ctru cua
Han Qudc. Nam 2004
thuat toan nay dugc
chuan hoéa va s dung
tai Han Qudc.

Blowfish

32-448

64

Tan cong ngay sinh
(vi kich thude khoi nho).

Ton tai cac khoa yeu.

Thuét toan ma khdi do
Bruce Schneier thiét ké
nam 1993 nhu mot giai
phap thay thé mién phi,
nhanh chong cho cac
thuat toan ma hoa hién
¢6 tai thoi diém do.

Camellia

128, 192, 256

128

Co6 dd an toan dugce xem
la twrong duwong voi AES.

Thuit toan ma khoi
dugc phéat trién boi
Mitsubishi Electric va
NTT cua Nhat Ban.
Pugc cong nhén trong
chuén ISO/IEC. Thuat
toan c6 murc do bao mat
va khd ning xu Iy
twong duong voi thuat
toan AES.
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Chua co0 cac tan cong da

Thuit toan mad khéi
dugc phat trién baoi
KISA (Han Qudc) va
dugc cong bd trong
chuan ISO/IEC 18033-
3:2010 va nhiéu RFC
khic (nhu RFC 4010,
REC 4162, RFC419%),

Thuit toan ma khéi.
Khéng c6 ban quyén,
dugc md ta trong
RFC 2144.

Thuat toan dwoc cong bd
vao nam 1996 baoi
Carlisle  Adams va
Stafford Tavares. Thuét
toan nay cling da dugc
Co quan An ninh Truyén
thong phé duyét cho
Chinh phu Canada st
dung.

Rt 128 1281 biétvoi phién ban day da.
Kich thuéc khoa/khoi
CAST 64 64 qua nho bi g'fm cong ngay
sinh, cac tan cong khac

nhur vi sai tuyén tinh.
CAST- Kich thude khéi qua nhod
128 (con 40-128 64 bi tAn cong ngay sinh, céc
goi la tan cong khac nhu vi sai

CASTS) tuyén tinh.
Tan cong tot nhét la tén
cong tuong quan khong
(zero-correlation) voi do
phtrc tap thoi gian la
2299 va dir liéu 1a 2%8,
Tan cong nay khong anh
CAST.- hudng tdi dd an toan cua
256 thuat toan.

(con goi | 128,192,256 | 128 | Bogdanov,  Andrey;
1a Leander, . Gregor;
CASTS) Nyberg, Kaisa; Wang,

Meiqin (2012). Integral
and  multidimensional
linear distinguishers with
correlation zero. Lecture
Notes in  Computer
Science. 7658. pp. 244—
261.

Thuit toan ma khéi, ¢é
ngudn gbc tir CAST-
128. CAST-256 dugce
xuit ban vao 6/1998.
Puogc thiét ké theo thidt
ké “CAST” do Carlisle
Adams, Stafford
Tavares phat minh va
Howard Heys, Michael
Wiener dong gép vao
thiét ké. CAST-256
duge md ta trong RFC
2612.
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Thuét toan ma khéi, no
dugc nhiéu co quan dau
nganh tai Trung Qude
Chua c6 tan cong da biét phat trién nhung chu
nao dugc cong bo. yéu duoc phat trién boi
Li Shuwang. Thang
8/2016 dwgc chuin hoa
tai Trung Qubc.

SM4 128 128

Duya vao bang trén, ¢6 thé thiy hau hét cac thudt toan c6 kich thude khoi 128 bit
gitip han ché cac rui ro lién quan dén tin cong ngay sinh, phu hop voi khuyen nghi cua
cac to chuc qudc te trong do AES la thudt toan duoc nhic dén nhiéu nhét trong céc tai
liéu cua t6 chirc qudc té uy tin (NIST, BSI, ANSI), dugc coi 1a chuén mic dinh dé dénh
gia do an toan cua cac thuat toan khac. Hau hét céc tai liéu k¥ thuat (Whitepaper) va
cau hinh mic dinh déu chi liét ké AES (Advanced Encryption Standard) véi cac do dai
khoa 128-bit hodc 256-bit 1a lwa chon duy nhét cho ma hoa dbi xing.

Qua ra soat danh muc san phém mat ma dan sy va khao sat thi truong tai Viét
Nam, co quan soan thao nhian thay da sb san pham dugc khao sat c6 tich hop thudt toan
mi hoa AES, hiém thiy san pham tich hop tiy chon cac thut toan quoc té hoic noi
dia khac (nhu Camellia, CAST, SEED, SM4), cac thu vién ma nguon mo mac dinh su
dung thuat toan AES hodc khong co cac tuy chon thudt toan khac, néu ¢6 nhu cau sir
dung, phai tiy bién, tich hop vao ma ngudn.

V& mit ho tro phan cung, hau hét cac CPU hién dai (Intel, AMD, ARM) déu co
tap 1énh hd trg AES-NI, gitp viéc ma héa/giai ma bang AES c6 toc d6 cuc nhanh ma
khong ton nhiéu tai nguyén. Do Vay, vige st dung AES 1a dam bao tinh tuwong thich cao,
tiét kiém chi phi khi san phdm can giao tiép, phd bién rong rii véi hé thong qudc té.

Pé dam bao tinh an toan va hoi nhap cung thé gioi, cac san pham, dich vu mat
ma dan sy dugc kinh doanh, st dung tai thi truong Viét Nam cin co tinh an toan, on
dinh, twong thich cao, dong thoi dinh hudng phat trién mat ma Viét Nam dam bao tu
chu bén virng. Do do, cén xdy dung quy dinh chat ch@ cho viéc sir dyung cac thuat toan
mat ma pho bién va thudt toan mét ma cua Viét Nam. Co quan soan thao dé tham khao
cac khuyén nghi qudc té vé an toan mat ma dé dua ra cac sira doi, bd sung phu hop voi
diéu kién st dung san pham mat ma dan su tai Viét Nam, dam bao can bang gitra bao
mét, hiéu suit, va kha ning trlen khai thyc te Cac giai phap nay dam bao rang mat ma
dan su dap tng dugc yéu cAu bao mat ngin han, ddng thoi phu hop véi 16 trinh cap
nhat cong nghé dé bao vé dit liéu trong dai han.

3.4 Co so thye tin va ciin cit thira nhin két qua danh gia sy phu hgp

Cong tac quan 1y chat lugng san pham mat ma dan sy, danh gia chimg nhan hop
chuén, hop quy san phdm mat mi dan sy trong nudc gap nhleu kho khan trong qua
trinh trién khai do thyc trang hi¢én nay ¢ Viét Nam chua c6 t6 chure thir nghiém dat cac
chirng chi vé thir nghiém san pham mét ma dan su va duoc chi dinh (ISO/IEC 17025).
Céc quy chuan k¥ thuét trong linh vic mat ma dén su tai Viét Nam dugc x@y dung
duogc xdy dung trén co s& hai hoa véi tiéu chudn qubc té. Cling v6i do, da sd cac san
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pharn mat ma dan sy hién nay dwoc nhap khiu tir nude ngoai va da dugc danh gia boi
céc td chirc uy tin, co ning luc. V& co ban, 601 v&i san pham c6 chung tiéu chuén k§
thudt, két qua danh gia tir cac td chirc qudc té c6 nang luc dugc cong nhan khong co
sai léch, khac biét va dam bao rang viéc dénh gia tuan thu quy chuan la nhat quén va
cong bang. Do vay, viéc chip nhan két qua thir nghiém tir to chirc dugce chi dinh va to
chirc nuéce ngoai dugc cong nhén theo ISO/IEC 17025 trong khi diéu kién trong nudce
chua thuc hién duoc 1a phu hop dé trién khai cong tac quan 1y nha nudc, quan ly chat
lugng san pham mét ma dan su, déng thoi tao thun lgi cho thuong mai qudc té, tranh
kiém tra chong chéo, giam chi phi cho doanh nghiép ma van dam bao rang cac san
phdm, hang hoa trén thi truong dap ing diy du yéu cau vé an toan, chat lugng va bao
vé nguoi tiéu dung.

4 Noi dung Sira d6i Quy chuin ky thuit quoc gia Swra ddi 1:2025 QCVN
12:2022/BQP bao gom cac ndi dung bo sung, thay thé cac quy dinh ciia QCVN
12:2022/BQP

Cén cr vao qua trinh ra soat cac san phém bao mat ludng IP sir dung cong ngh¢
[Psec va TLS dé dugc Ban Co yéu Chinh phu cap phép; Can cir vao tinh cép thiét phai
cap nhét yéu cau str dung v6i thuat toan ma khdi MKV; Can ctr vao tinh cap thiét phai cap
nhét yéu céu str dung cac thudt toan mat ma nham bao dim an toan thong tin trong b01
canh xuét hién cac nguy co fir may tinh luong tir; Can clr vao tinh hinh trién khai thuc té
clia cac Quy chuan k¥ thuat hién hanh va dinh hudng chuyén doi sang cac thuat toan mat
ma hiu lugng tir; Cén cr vao tinh hinh trién khai thuc té cua Quy chuan ky thuat da duoc
ban hanh; Xem xét tir nhiing yéu cau, khuyén nghi duoc néu ra trong cac tai liéu tham
khéo tir céc t6 chire NIST, CC, BSI, co quan soan thao dé xudt stra d6i nhu sau:

4.1 Nguyén tic xAy dung ndi dung

- Cac thamﬂ s6 an toélp dl}:qc lua qhon theo cac khuyén nghi cua ISO/IEC, NIST,
CC, BSI va céc t0 chuc quoc té khac dé dam bao an toan va phu hop;

- Phu hop véi diéu kién thuc té dbi v6i cac san phAm méat mi dan su thudc nhém
san phim bao mat luéng IP sir dung cong nghé IPsec va TLS dang dugc luu thong, su
dung tai Viét Nam va cac san pham thuong mai ph bién ciia quéc té;

- Pap g dugc sy phat trién clia cong nghé trong vong 5 nim toi.

4.2 Bo sung quy dinh d6i véi thuit toan MKV

Tai muc 1.3 Tai liéu vién dan,

-B6 sung vao dong sau tiéu dé muc 1.3 Tai li¢u vién dan noi dung sau:

“Céac Tai liéu vién dan sau 13 can thiét cho viéc ap dung Quy chuin nay. Trudong
hop cac Tai liéu vién din dugc sira d6i, bo sung hodc thay thé thi 4p dung phién ban
méi nhat.”

- B6 sung céc tai liéu vién din vao sau dong “TCVN 11495-1:2016 (ISO/IEC
9797-1:2011) “Cong ngh¢ thong tin — Cac k¥ thuat an toan — Ma xac nhén thong diép™”
nhu sau:
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“QCVN 12:2022/BQP “Quy chuan ky thuat qudc gia vé dic tinh k¥ thudt mat
ma sur dung trong cac san pham mat ma dan sy thugc nhom san pham bao mat ludng
IP sir dung cong nghé [PSec va TLS.”

TCVN 14263:2024 “Co6ng nghé thong tin - K¥ thuat an toan - Thut toan ma

khdi MKV”.”

- Thay thé muc 1.5 Chi viét tit nhu sau nhu sau:

Chir viét tit
AES

AH

CCM

CTR

CTR _DRBG

DH

DRBG

EC

ECDH

ECDSA

ESP

FFDH

FIPS

GCM

Tén tiéng Anh

Advanced Encryption
Standard

Authentication Header

Counter with Cipher Block

Chaining Message
Authentication Code

Counter Mode

Counter - Deterministic

Random Bit Generator
Diffie-Hellman

Deterministic Random Bit

Generator
Elliptic Curve
Elliptic Curve Diffie-Hellman

Elliptic Curve Digital
Signature Algorithm
Encapsulating Security
Payload

Finite-Field Diffie-Hellman

Federal Information
Processing Standards

Galois/Counter Mode
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A A oA
Tén tiéng Vit
Tiéu chuan ma hoa tién tién
Xac thuc header

Ché do bd dém voi xac thyuc
thong béo kieu CBC

Ché d6 bo dém

B0 tao bit ngau nhién tat dinh
dua trén bd dém

Thuét toan trao d6i khoa Diffie-
Hellman

B0 tao bit ngau nhién tht dinh

Puong cong Elliptic

Trao d6i khoa Diffie-Hellman
dua trén duong cong Elliptic

Thuat toan chtt ky s6 dua trén
duong cong Elliptic

Dong goi an toan dir licu
Trao d6i khoa Diffie-Hellman
dua trén truomg hitu han

Tiéu chuén xir Iy thong tin lién
bang (Hoa Ky)

Ché d6 b6 dém Galois



GOST

Hash DRBG

HMAC

HMAC_DRBG

IKE

IP
[Psec
MGM
MKV

MQ DRBG

MS_DRBG

NIST

NRBG
QCVN

RFC

RSA

SHA
SP

Gosudarstvenny standart

Hash Deterministic Random
Bit Generator

Hashed
Authentication Code

Message

HMAC - Deterministic
Random Bit Generator

Internet Key Exchange

Internet Protocol
Internet Protocol Security

Multilinear Galois Mode

Multivariate Quadratic
Deterministic Random Bit
Generator

Micali—-Schnorr Deterministic
Random Bit Generator

National Institute of Standards
and Technology

Non-deterministic Random Bit
Generator

Request for Comments

Rivest — Shamir — Adleman

Secure Hash Algorithm

Special Publication
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Tiéu chuan quéc gia Lién bang
Nga

B9 tao bit ngiu nhién tit dinh
dua trén ham bim

Ma xac thuc théng bao dya trén
ham bam

B{ tao bit ngiu nhién tit dinh
dya trén HMAC

Giao thtic trao ddi khoa trén
Internet

Giao thirc Internet
Giao thirc bdo mét mang IP
Ché d¢ Galois da tuyén tinh
Ma khéi Viét Nam

B0 tao bit ngau nhién tat dinh da
bién bac hai

B{ tao bit ngau nhién tat dinh
Micali—Schnorr

Vién Tiéu chuan va Céng nghé
quoc gia (Hoa Ky)

B tao bit ngiu nhién bit dinh

Quy chuan k¥ thuét quéc gia

Dic ta ky thudt do t6 chitc [ETF
cong bo

Tén cua hé ma do ba nha toan
hoc Rivest, Shamir va Adleman
phat minh

Thuat toan badm an toan

An pham dic biét (Vién Tiéu



chuén va Ky thuat qudc gia Hoa

Ky)
TLS Transport Layer Security Bao mit ting giao vin i
TCVN Tiéu chuén qudc gia Viét Nam 1
\
VPN Virtual Private Network Mang riéng ao ‘
- Thay thé muc 1.6 Ky hiéu nhu sau:
Ky hiéu Mo ta
nlen D6 dai modulo theo bit hodc dd dai theo bit ctia cép clia phan tir sinh
L Péi v6i thuat toan FEDH: L 1a d6 dai cia tham sé mién p theo bit
N Dbi voi thuat toan FFDH: N ia d6 dai ciia tham sé mién q theo bit

4.3 Thuit toAn mat ma dbi ximg

Tai muc 2.2.1.1:

- Loai b thuat toan TDEA, SEED, CAST, Camellia khoi danh muc;
- B6 sung thuit toan MKV;

- P6i tén GOST 34.12-2015 thanh tén “Kuznyechik”.

STT Thuit toin Tham chiéu
1 MKV [TCVN 14263:2024]
2 AES [TCVN 11367-3]

[GOST R 34.12-2015]

3 Kuznyechik [RFC 7801]

Tai muc 2.2.2.1:
- Loai bo ché ¢6 CBC dbi véi thuat toan mat ma doi ximg;
- B sung quy dinh vé dic tinh k¥ thuat va thoi gian 4p dung dbi voi thuat toan

MKV: Thoi han st dung dén niam 2028 dbi véi kich thudc khoa theo bit 128; Déi véi
kich thudc khoa theo bit 1a 192 va 256 thoi han st dung dén ndm 2030;

- Loai bo thuét toan TDEA, CAST, SEED, Camellia;

- D6 v6i thuat toan AES: Piéu chinh thoi han sir dung dén nam 2028 dbi voi
kich thuc khoa theo bit 128; D6i v6i kich thude khoa theo bit 1a 192 va 256 dieu chinh
thoi han sir dung dén nam 2030; Loai bo che dé OFB, CFB.

26



- Péi vai thudt toan GOST R 34.12-2015 chinh sira tén thanh “Kuznyechik’:
+ Loai bo ché do CFB, bd sung ché do MGM;
+ Piéu chinh thoi han st dung dbi vdi ché 46 (CTR, MGM) dén nam 2030.

‘ ; Cic ché dj cho phé ;
STT Thuét toan KJ,Ch thu’(rc' ) L S?’ dl'l.n 5
: khoa theo bit sir dung dén nam
128 2028
| MKV GCM, CCM, CTR
192, 256 2030
128 2028
2 AES GCM, CCM, CTR
192, 256 2030
3 Kuznyechik 256 MGM, CTR 2030

CHU THICH:

Pdi véi thuat vtoén MKV, d6 dai tham s, cac chu trinh tao khoa, bo tham s cu thé
trong quy chuan nay ap dung theo TCVN 14263:2024.

Déi véi thuat toan AES, d6 dai tham s6, cdu tric thut toan va cac chu trinh tao khoa
trong quy chuéan nay ap dung theo FIPS 197 hodac TCVN 11367-3:2016.

B(”:)i voi thuat toén? Kuznyechik, do dai tham s6, cac chu trinh tao khoa, bd tham sb cu
the trong quy chuan nay ap dung theo GOST R 34.12-2015 (RFC 7801).

Céc ché @6 hoat dong cua ma khoi trong quy chudn nay ap dung theo TCVN 12213,
SP 800-38A, SP 800-38C, SP 800-38D, GOST R 34.13-2015, RFC 9058.

4.4 Thuit toan mat ma phi ddi xing
Tai Muc 2.2.1.2:
- Loai bo thuat toan DSA va GOST R34.10-2001;

- B6 sung, cap nhat cac tai li€u, ti€u chuan tham chiéu maéi nhat doi vai cac thuat
toan mat ma phi do1 xung.

STT Thuat toan Tham chiéu

[FIPS 186-5],
[SP 800-56B Rev. 2]

1 RSA
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[SP 800-56A Rev. 3],
[RFC 2631],
[RFC 3526],
[RFC 7919]

2 FFDH

[FIPS 186-5],
3 ECDSA [RFC 6090],
[SP 800-186]

[FIPS 186-5],
4 ECDH [SP 800-56A Rev. 3],
[SP 800-56C Rev. 2]

5 GOST R34.10-2012 [RFC 7091]

Tai Muc 2.2.2.2:

- Loai bo thuat toan DSA va GOST R34.10-2001 khoéi danh muc;

- D6i v6i thuat toan RSA: Piéu chinh thoi han sir dung dén ndm 2028 doi v6i
kich thu¢c tham s theo bit 2048 < nlen < 3072; Truong hop kich thude tham s6 theo
bit nlen = 3072 thoi han st dung dén nam 2030 (d€ phu hgp véi 19 trinh cép nhat cong
nghg);

- Pbi voi thuat toan DH ddi tén chi tiét thanh FFDH:

+ Piédu (':hinl‘l thoi han st dung dén nim 2030 dbi voi kich t},II.I(')'C‘ tham s& mat ma L
(d6 dai tham so mién p theo bit) 2048 <L <3072, N (do dai tham so mién q theo bit) 256 <
N <384 (dé phu hop voi 10 trinh cap nhédt cong nghé);

- Béi véi thuat toan ECDH, ECDSA:

+ Diéu chinh thoi han sir dyng dén nam 2030, stra dbi kich thudc tham s6 theo bit
thanh 250 < nlen < 384 (d€ phu hop v6i 10 trinh c@p nhat cong nghé);

- Ddi v6i thuat todn GOST R 34.10-2012: Piéu chinh thoi han sir dung tir 2027 Ién
2030 (theo cac khuyén nghi chung vé mat ma hiu lugng tur).

STT Thuat toan Kich thwéc tham sé theo bit SF dl‘l.n &
: dén nam
2048 <nlen < 3072 2028
1 RSA
nlen = 3072 2030
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STT Thuit toan Kich thwéc tham sb theo bit SE dl".n g
d dén nam
2048 <L <3072,
. B 256 <N <384 2030
ECDH,
3 250 <nlen <384 2030
ECDSA
4 GOSTR 34.10-2012 nlen > 256 2030

CHU THICH:

Dbi vm RSA va ECDSA, cac tiéu chuin cho tham sd an toan, cac thudt toan sinh khoa va cac bo
tham s cu thé trong quy chuén 4p dung theo FIPS 186-5.

Déi véi FFDH, cac tiéu chuan cho tham s an toan, cac thudt toan sinh khoa va cac bo tham ) cu
thé trong quy chuén 4 ap dung theo NIST SP 800-56A Rev.3.

Déi v6i ECDH, cac tiéu chuin cho tham sb an toan, cac thudt toan sinh khoa va cac bd tham s6 cu
thé trong quy chuén 4 ap dung theo NIST SP 800-56A Rev.3 va NIST SP 800-56C Rev. 2.

Déi véi GOST R 34.10-2012, céc tiéu chuin cho tham s an toan, cac thuit toan sinh khoa va cac
b tham s6 cu thé trong quy chuan nay ap dyng theo GOST R 34.10-2012 (RFC 7091).

4.5 Thuéit toan bam

Tai myc 2.2.1.3 bo sung thuit toan bam GOST R 34.11-2012 vio danh sach st
dung thuat toan bam nhu sau:

STT Thuit toén Tham chiéu
1 | SHA-256, SHA-384, SHA-512/256, SHA-512 [FIPS 180-4],
[TCVN 11816-3]
2 | SHA3-256, SHA3-384, SHA3-512 [FIPS 202]
3 | GOSTR 34.11-2012 [RFC 6986]

4.6 Thoi han sir dung

- Tai muc 2.2.2.3 Thuit toan bim diéu chinh thdi han sir dung tr nam “2027”

thanh ndm “2030” va bo sung thudt toan ham bim GOST R 34.11-2012 (RFC 6986) nhu
sau:

STT Thuit toan St dung dén nim
1 | SHA-256, SHA-384, SHA-512/256, SHA-512 2030
2 | SHA3-256, SHA3-384, SHA3-512 2030
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3 | GOST R 34.11-2012 2030

CHU THICH:

Dbi voi GOST R 34.11-2012, cac tiéu chuan cho tham sb an toan va cac bo tham sb cu thé ap
dung theo GOST R 34.11-2012 (RFC 6986).

- Sira d6i muc 2.2.2.4 nhu sau: Diéu chinh thoi han st dung ttr nam “2027” thanh
nam “2030”.

4.7 Quy dinh chung
Thay thé muc 2.1 Quy dinh chung nhu sau:

“.Poi véi cac san phérq mat ma dan sy st dung cong ngh¢ IPsec VPN chi dugc
phép sur dung giao thirc trao do6i khoa IKE phién ban 2 (IKEv2) trd 1€n, giao thirc dong
g06i ESP.

- Dbi v6i céc san phém mat ma dan sy su dung cong nghé TLS VPN chi dugc
phép st dung giao thire phién ban TLS 1.2 tr¢ [én.”

4.8 Quy dinh vé an toan sir dung trong giao thirc

- Thay thé muc 2.3.1 nhu sau:

"2.3.1 Quy dinh vé an toan sir dung trong giao thirc IPSec

“- Khong dugc phép st dung giao thuc AH.

- Khéng duoc phép sir dung giao thirc ESP chi ¢6 co ché xac thue dit liéu.

- Str dung giai phap bao vé khoa dugc luwu trit dang tép trén thiét bi (néu c6).”
- Thay thé muc 2.3.2 nhu sau:

“_ Khéng duoc phép trao d6i khoa dua trén thudt toan Diffie-Hellman trén

trrong hitu han str dung khoa ¢ dinh (Static Diffie-Hellman).
- Sir dung dinh dang chirng thu s6 X.509 v3 cho TLS (néu co).
- Sir dung giai phap bao vé khoa duoc luu trir dang tép trén thiét bi (néu co).
- Khong dugc phép sir dung phan mo rong Heartbeat.
- Yéu céu bd sung ddi v6i phién ban TLS 1.3:

+ Khong dugce phép st dung ché 3o MAC-then-Encrypt (Non-AHEAD
Ciphers).

+ Khong dugc phép trao doi khoa sir dung thuat todn RSA.

+ Khong dwoc phép sir dung luge dd ky sd/ xac thuc RSASSA-PKCS1-vl 5.”
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4.9 Quy dinh vé quan ly
Thay thé muc 3 nhu sau:
“3 QUY PINH VE QUAN LY

3.1 Cac muc gioi han cua dac tinh k¥ thudt mét ma néu tai quy chuén nay la cac
chi tiéu an toan phuc vu quéan 1y theo quy dinh vé quan ly chét luong san phdm mat ma
dan su dugc quy dinh cua phap luat.

3.2 Cong bd hop quy, ching nhin hop quy, kiém tra chét lwgng san pham theo
Thong tu s6 28/2012/TT-BKHCN ngay 12/12/2012 cua B§ khoa hoc va Cong ngh¢
quy dinh vé cong b hop chuén, cong bd hgp quy va phuong thirc danh gia su phu hop
V6i tiéu chudn, quy chuin k§y thuét, trong quy chudn nay dugc thuc hién theo phuong
thire 1; Thong tu s6 02/2017/TT-BKHCN ngay 31/3/2017 cua B¢ khoa hoc va Cong
nghé stra ddi, bd sung mot sd diéu cua Thong tu s6 28/2012/TT- BKHCN ngay
12/12/2012. Quan 1y cong bd hop quy dua trén két qua chitng nhan ctia t6 chirc chiing
nhdn dugc chi dinh theo quy dinh cua phap luat.

3.3 DAu hop quy dugc sur dung truc tiép trén san pham hodc trén bao g01 hodc trén
nhan gin trén san phim hodc trong chimg chi chét lwong, tai lidu ki thudt cuia san pham.

3.4 Ban Co yéu Chinh phu xem xét thira nhan két qua danh gia sy phu hop do t6
chirc ddnh gia sy pht hop nudce ngoai thyc hién d6i voi cac san phdm mat ma dan su
thudc trach nhiém quan ly.”

4.10 Trach nhiém caa to chirc, c4 nhan
Thay thé Piéu 4 nhu sau:
“4 TRACH NHIEM CUA TO CHUC, CA NHAN

4.1 Cyc Quan Iy mat méa dén sy va Kiém dinh san phdm mat mad - Ban Co yéu
Chinh pht 1a co quan tiép nhén cng bd hop quy, kiém tra nha nudc vé chit lugng san
phim mat mi dan su.

4.2 Cac tb chirc, c4 nhan c6 hoat dong san xuét, kinh doanh san phim mat ma
dan sy thugc pham vi diéu chinh cua quy chuan nay co trach nhiém thuc hién cac quy
dinh vé chimg nhén, cong bd hop quy va chiu sy kiém tra ciia co quan quéan ly nha
nuac theo cac quy dinh hién hanh.”

4.11 Té chirc thue hién
Thay thé Diéu 5 nhu sau:
“5TO CHUC THUC HIEN

5.1 Ban Co yeu Chinh phu gitip Bo truong Bo Quéc phong ra soat, sua d6i, bd
sung hodc ban hanh thay thé quy chudn nay dé dam bao phu hop véi thuc tién va dap
g yéu ciu quan 1y.

5.2 Cyc Quan ly mét ma dan sy va Kiém dinh san phim mat mi - Ban Co yéu
Chinh phu ¢6 trach nhiém huéng dan, 6 chire trién khai quan 1y k¥ thuat mat ma theo
quy chuan nay.
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5.3 Thanh tra, kiém tra san phdm mét ma dén sy dugc co quan quéan 1y nha nudc
c6 thim quyén tién hanh dinh ky hang nim hoic dot xuat.

5.4 Trong truong hop céc van ban quy pham phap luat quy dinh tai quy chuén
k¥ thuat nay co su thay ddi, bd sung hoic duoc thay thé thi thuc hién theo cac vin ban
méi. Trong trudng hop cac tiéu chudn duge vién din trong quy chuén nay co su thay
dbi, bd sung, thay thé thi thuc hién theo hudng dan cia B6 Qudc phong./.”

4.12 Cap nhat ma HS tai Phu luc

Thay thé bang PHU LUC A (Quy dinh) Quy dinh vé ma HS ctia san pham béo
mat luong IP sur dung cong nghé [Psec va TLS nhu sau:

PHU LUC
(Quy dinh)
QUY PINH VE MA HS CUA SAN PHAM BAO MAT LUONG IP SU DUNG
CONG NGHE IPSEC VA TLS
STT | Ténsian | Mo ti dic tinh | Ma HS M@ ta san pham hang héa
pham, ky thuit mat
hang hoa ma
theo
QCVN
. 4 i May xu 1y dir ligu ty dong va
i San pPam ek 5471.30.90 cac khéi chirc ning ciia chiing;
02 (\1};11% C,Olllﬁ nghF 8471.41.90 | may tru)_fén dir ‘liéqd 1én géc
o bao mat phuong tién truyén dan dir liéu
03 (IPSec VPN, dudi dang hang héa va may xur
TLS YPN) ‘de Iy nhitng dit ligu nay, chua dugc
dam bao an toan, chi tiét hay ghi & noi khac gom:
bao mat cho dir - Loai khac ctia hang hoa 1a may
Sén phim 1;2‘; t;“(f‘:rﬁgsn xir 1y dit ligu tw dong loai xich
bio mt | mang IP Trong tay, c6 trong lrgng khong qué
IU(}jng IP d() S\ dung cac l(«.) k,g’ ,..gOI}l it mhist AmOt dAO‘n \Vl
. * | 8471.49.90 | Xt ly dit li¢u trung tdm, mot ban
thugt toan ma phim va mot man hinh;
hoa doi xumg, - Loai khac cua hang hoa chita
thugt toan ma trong cling mot v6 ¢6 it nhét mot
hoéa  phi  doi don vi xtr 1y trung tdm, mdt don
xung, thugt toan vi nhdp va mot don vi xuat, két
kyﬂtso, Paglg b;m hop hodc khong két hop véi
méit mi dé bao dhen:
mat, xdc thyc - Loai khac, & dang hé thong.
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04

05

06

07

08

09

10

11

12

13

14

cac

thong tin

truyén nhan trén

mo1

truong

mang IP.

8517.62.42

8517.62.43

8517.62.49

Thiét bi ding cho hé théng hiru
tuyén song mang hodc hé thong
hiru tuyén k¥ thuét s6 cua hang
hoa 1a may thu, ddi va truyén
hodc tai tao dm thanh, hinh anh
hodc dang dir liéu khac, ké ca
thiét bi chuyén mach va thiét bi
dinh tuyén gdm:

- Bo tap trung hodc bd don
kénh;

- B6 diéu khién va bo thich img
(adaptor), ké ca cong nbi, ciu
nbi, bo dinh tuyén va cac thiét
bi tuong tu dugc thiét ké dé két
nbi véi may xir Iy dir liéu tu
dong thuoc nhom 84.71;

- Loai khac.

8517.62.51

8517.62.53

8517.62.59

Thiét bi truyén dan khac két hop
v6i thiét bi thu cua hang hoa
may thu, d6i va truyén hodc tai
tao am thanh, hinh anh hoac
dang dit liéu khac, ké ca thiét bi
chuyen mach va thiét bj dinh
tuyén gom:

- Thiét bi mang ndi by khong
day;

- Thiét bi phat khac dung cho
dién bdo hoac dién thoai truyen
dan dudi dang song vo tuyén;

- Loai khac.

8517.62.61

8517.62.69

8517.62.91

8517.62.92

8517.62.99

Thiét bi truyén din khéc cua
hang hoa may thu, dbi va truyén
hodc tai tao &m thanh, hinh anh
hodc dang dit liéu khac, ké ca
thiét bi chuyén mach va thiét bi
dinh tuyén gdm:

- Dung cho dién bao hodc dién
thoai truyén din dudi dang séng
vo tuyén;

- Loai khéac voi loai dung cho
dién bao hoac dién thoai truyen
dan duéi dang song vo tuyén;
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- Loai khac 14 thiét bi thu xach
tay dé go1, bao hi¢u hoac nhan
tin va thiét bi canh bao bang tin
nhén, ké ca may nhin tin;

- Loai khac dung cho dién bao
hodc dién thoai truyén dan dudi
dang song vo tuyén;

- Loai khac véi hang hoa thudc
nhom 8517.62.61,
8517.62.91, 8517.62.92.

8517.62.69,

5 Bang d6i chiéu ndi dung QCVN véi cac tai li¢u tham khio

Tén ndi dung Tai liéu tham khao Phwong 4n
xay dung
Bo sung  quy | noyN 14263:2024 “Cong nghé théng tin - K§ thuat | Chip nhén
dinh dé1  vdi . P S o 4
thuat toan MKV | 22 toan - Thuat toan ma kho1 MKV toan ven
Loai bo thuat Chap nhan
to4n TDEA NIST SP 800-131A Rev.2 (2019) o
https://supportportal.juniper.net/s/article/End-of
-support-for-cipher-suites-using-the-CBC-mode.
https://learn.microsoft.com/en-us/dotnet/
standard/security/vulnerabilities-cbc-mode.
B8 sunt s dinh httpss/(cryptography.1o/en/3.4:3/hiilzmla1t/
v& an toin déi primitives/symmetric-encryption.htm —_—
véi cac thuat | https:/ieeexplore.ieee.org/stamp/stamp.jsp?ar s
foAn mat ma sur | number=10184306 khuyen
g n _ , nghi cua
dung .che° do | https://learn.microsoft.com/en-us/security- ale 1B alie
CBC tai bang 7 | ypdates/securityadvisories/2018/4338110
va muc 2.3 ..
https://blog.ise.io/blog/the-dangers-of-cbc-mode
https://www.cyber.gc.ca/en/guidance/guidance-
securely-configuring-network-protocols-itsp40062
Loai bo thuat Chap nhan
toan DSA SNEERG-D toan ven
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Loai bo thuat Chép nhan
toan GOST R | GOST R 34.10-2012 (REC 7091) toélljl oo
34.10-2001 : i
B sung quy dinh | FIPS 186-5; TR-02102-1; NIST Special Publication | Cin cr
thuét toan RSA | 800-57 Part 1 Revision 5 ngudng
: dudi cua
B6 sung quy dinh | NIST SP 800-56A Rev. 3; TR-02102-1; NIST Special | quy dinh
thuat toan DH Publication 800-57 Part 1 Revision 5 461 v&i cac
Bé sung quy dinh | NIST SP 800-56A Rev. 3; TR-02102-1; NIST Special | = - k{f;n
thuat toan ECDH | Publication 800-57 Part 1 Revision 5 my
- thugc pham
vi bi mat
3 _ nha nudc;
gligrng quy fé‘;ﬁ FIPS 186-5; TR-02102-1; NIST Special Publication | Dua theo
E CbS A 800-57 Part 1 Revision 5 kht}yep
nghi cua
céc to chirc
Loai bo thuat
toan CAST
Dura theo
Loai bo thuat | NIST SP 800-52 Revision 2; NIST SP 800-131A | khuyén
toan SEED Revision 2; TR-02102-1; TR-02102-2; TR-02102-3 nghi cua
céc td chirc
Loai bd thuat

toan Camellia

B6 sung quy dinh
cac thuat toan
bam

TR-02102-1

Dua theo
khuyén
nghi cia
cac tb chirc

B6 sung quy dinh Dklia ttieo
cac thuit xac | TR-02102-1; TR-02102-2; TR-02102-3 e
thue thong diép nght oia

: : cac to chirc
B6 sung quy dinh Dua theo
thuat toan bam khuyén
GOST R 3411 | RFC 666 nghj ciia
2012 cac to chuc

Chép nhan két
qua thir nghiém

Ludt Stra ddi, b sung mot s6 diéu cua Ludt Tiéu
chuan va quy chuan k¥ thuat (2025)

Dua thpo
khuyén
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nghi cua
cac to chirc

Cép nhat ma HS | 115 ginh 211/2025/ND-CP Chsgprniidn
tal Phu luc toan ven

6 Danh gia tac dong 4p dung Sira d6i QCVN

Viéc trién khai stra d6i QCVN dbi véi cde san pham mat ma dan siw thudc nhom
san pham bao mét luéng ip sir dung cong nghé IPsec va TLS tai thoi diém nay la véan
dé cap thiét, lién quan tryc tiép dén cong tic bao dam an toan thong tin mang, bao vé
quyén riéng tu va loi ich ciia nguoi sir dung. Quy chuin nay ap dung ddi véi cic t6
chirc, ca nhan san xuét, kinh doanh va st dung san phém méat ma dan su dé bao vé
thong tin khong thugc pham vi bi mat nha nudec.

Céc ddi tugng chiu tac dong khi QCVN dugc ban hanh:

- Doanh nghiép san xuét/kinh doanh/nhap khau: phai ¢am bao dép img QCVN va
phai chtrng nhén, cong bb hop quy khi kinh doanh san phim tai thi truong Viét Nam.

- Ngudi sir dung (co quan, to chirc, ngudi tiéu dung): Mirc dd anh hudng thap
do 1a do6i tugng thu hudng cudi cung. Cac yéu t6 an toan duoc dam bao, bao vé lgi ich
cua nguoi dung cudi.

6.1. Tac dong dén thi trwong san phim

* Tac dong tich cuc:

- Nguoi sir dung cudi (d6i twong ap dung): Tang cam giac an tim va tin tudng
khi sir dung cac san pham méat mé dan su da duoc cong bo hop quy. Bao vé quyen riéng
tu va dit liéu ca nhan cia ho trudc cac rii ro mat an toan thong tin. Giam thiéu rii ro
mat dir liéu quan trong va thong tin nhay cam. Tang kha nang dap ing cac yéu cau ve
bao vé dir lidu va quyén riéng tu tir phia khach hang va co quan quan ly. Tang cam giac
an toan va ho trg cho viéc xay dung mdt moéi truong song va lam viéc an toan hon.

- Nha san xuat: Nang cao uy tin va niém tin cta khach hang thong qua viéc cung
cap cac san pham dugc ching nhin hop quy. Cac san pham ndi dia chat luwgng cao co
co hoi tiép can thi trudng nude ngoai cd yeu cdu cao.

- Nha phan phéi va ban 1¢: C6 thé sir dung chimg nhan hgp quy clia sin phim
lam loi thé ban hang dé thu hat khach hémg va tang doanh s6 ban hang.

- T6 chirc danh gia sy phu hop va cép chimg nhan: thuan lgi trong viéc trién khai
cong tac danh gia chat lwong san pham méit mé dan su, glam thoi gian kiém dinh, danh

gia, tranh kiém tra chdng chéo ma van dam bao rdng cac san pham, hang hoa trén thi
truong dap ing day di yéu cau vé an toan, chat lwong va bao vé nguoi tiéu dung.
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* Tac dong khong tich cuc:

- Tang chi phi: Qua trinh cdp chimg nhan hgp quy va cong bd hop quy c6 thé
doi hoi dau tu 1on vao viéc ning cép va thay d6i cong nghé, lam tang chi phi san xuit
va phan phéi céc san phim bao mat dit liéu bao mat ludng ip sir dung cong nghé IPsec
va TLS.

- Phirc tap hoa quy trinh san xudt: Viéc tuan thi cac yéu cau tai Sira dbi Quy
chuan c6 thé doi hoi cac quy trinh va thi tuc phtrc tap hon trong qua trinh san xudt, 1am
tang chi phi va thoi gian san xuét.

- Gidm hiéu suat san xuat: Tich hop cac bién phap dam bao yéu ciu k¥ thuat co
thé 1am giam hiéu suét san xuét do tdng thoi gian kiém tra va thir nghiém, cling nhu
viéc ap dung céc quy trinh kiém soat chat lvong nghiém ngit hon.

- Tang thoi gian tién hanh kiém dinh va cp chimg nhan: Qua trinh dat dwoc
chimg nhén hop quy c6 thé doi hoi thoi gian dai va tdn kém dé thuc hién kiém dinh,
danh gia sy phu hop, lam tri hodn viéc tung ra thi truong va 1am chdm qua trinh phat
trién san pham moi.

6.2. Tac dong dén co quan quan ly nha nwéc chuyén nganh
* Tac dong tich cuc:

- Gop phan vao viée nang cao an toan va quan ly rui ro trong quan 1y nha nudc
d6i voi linh virc mét ma dén su.

- Thuén lgi trién khai cong tac quan ly nha nudc, quan ly chét lugng san pham
mat ma dan su, dong thi tao thudn loi cho thu:(mg mai quoc té, tranh kiém tra chong
chéo, giam chi phi cho doanh nghlep ma van dam bao rang cic san pham, hang hoa
trén thi trudng dap img day du yéu ciu vé an toan, chét lwgng va bao vé ngudi tiéu
dung.

* Tac dong khong tich cuec:

- Can hoan thién, ning cao ning lyc do kiém, danh gia dé thuc hién cong tac
danh gia, cap chimg nhan hop quy cho san pham.

- Can hoan thién co ché hop tac qu6c té, danh sach td chirc duoc chi dinh, to
chirc quoc t€ c¢6 nang luc duge cong nhin.

6.3. T4c dong dén nguoi sit dung diu cubi

- Nguoi str dung dau cubi la dbi tuong dugc thy hudng tich cuc khi san pham
dugc quan ly, bado mat, dap ing cac quy dinh cia QCVN./.
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1 Tén goi va ky hiéu cia QCVN

Tén goi: Sira d6i Quy chudn k¥ thuat qubc gia vé dac tinh ky thuat mat ma st
dung trong cac san phdm mat ma dan su thudc nhom san pham bao mat dir liéu luu gitr.

Ky hiéu: SUA BOI 1:2026 QCVN 15:2023/BQP.
2 Pitvan dé

2.1 Tinh hinh thuyec tién

Quy chuén ky thuat quéc gia QCVN 15:2023/BQP ban hanh va c¢6 hiéu luc tir
ngdy 15/01/2024. Tuy nhién trong qua trinh trién khai, Co quan quan ly chuyén nganh
nhan théy mot s6 han ché nhu sau:

- Ngay 31/12/2024, B6 trudng Bo Khoa hoc va Cong nghé ban hanh Quyét dinh
s6 3480/QD-BKHCN vé viéc cong bd tiéu chuan qudc gia TCVN 14263:2024 Cong
nghé thong tin - K§ thuat an toan - Thuat toan ma khéi MKV. Pay 1a thuét toan ma
khdi riéng ctia Viét Nam, do Ban Co yéu Chinh pht nghién ctru, x4y dung, dé xuit ban
hanh. Thuat toan nay hién dang duoc cdng déng doanh nghiép quan tam, nghién cuu
va tich hop vao san phAm. Tuy nhién treng cdc quy chudn k§ thuat qudc gia, danh muc
tidu chuan bét budc ap dung ban hanh kém theo Thong tu 96/2023/TT-BQP chua cap
nhat yéu cau sir dung véi thuét toan ma khoi MKV, can thiét phai bb sung dap tng yéu
cau thuc tién su dung cua xa hoi;

- M6t s6 noi dung ki thuat (ché do sir dung, thoi han sir dung, kich thude khéi)
trong quy chuan hién hanh da khéng con dap tmg dugc céc yéu ciu an toan theo khuyén
nghi tir cac to chirc qudc té uy tin nhu NIST hay BSI, dic biét lién quan dén ché do sur
dung va thoi han sir dung ctia san pham hoéc hé théng. Céc quy dinh cii ¢6 thé dan dén
rli ro cao hon trong diéu kién van hanh thuc té, khéng dam bao an toan thong tin.

- Bén canh d9, tai ky hop thtr 9 Qudc hoi Khéa XIII thong qua Luat Sira ddi, bd
sung mot sb diéu ciia Luat Tiéu chuan va quy chuén k§ thuat, ban hanh ngay 14/6/2025,
¢6 hiéu luc tir ngdy 01/01/2026, trong d6 stra d6i khoan 2 Piéu 57 Luét Tiéu chuén va
quy chuan k¥ thuét ndm 2006 véi quy dinh vé thoa thudn thira nhan 1an nhau, thira nhan
don phuong két qua dénh gia su phit hop nhu sau:

“2. Thita nhdn don phuong két qua danh gid sw phit hop dwoc quy dinh nhu sau:

a) Bé, co quan ngang Bj, B¢ trucng Bé Quoc phong xem xét, quyét dinh viéc thira
nhdn dom phieong két qua danh gid sw phit hop ciia té chire danh gid sw phit hop quéc té,
16 chike ddnh gid su phi: hop nude ngoai dé phuc vu hoat déng quan 1y nha mede;

b) Két qua ddnh gid su phi hop quy dinh tai diém a khoan nay phdi dwoc thuc
hién béi t6 chirc danh gid sw phi. hop quéc té, t6 chike ddnh gid su phil hop nuoc ngoai
dwgc mot trong cdc 16 chikc cong nhdn la thanh vién ky thoa thudn thira nhdn lan nhau

ciia T6 chike Cong nhdn cdc phong thir nghiém Quéc té (ILAC), Dién dan Cong nhdn
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Quéc té (IAF), T6 chirc hop tac Cong nhdn khu viee Chdu A Thdi Binh Duong (APAC)
danh gid va cong nhdn vé nang luyc dap vng tiéu chuan quoc té, tiéu chudn quoc gia
fwong ung;

Theo yéu cau thuc tién ciia quan 1y chuyén nganh, Bé, co quan ngang B, Bo
trucng Bé Quoc phong dwoc xem xét, quyét dinh thira nhdn don phuong két qua danh
gid sw phit hop cua cdc té chire ddnh gia s phit hop ngodi cdc két qua danh gid s
phu hop quy dinh tai khoan nay.”

Cin ctr quy dinh trén, dé phu hop voi yéu cau thuc tién cta quan 1y chat lugng
san phém mat ma dan sy tai Viét Nam, du thao Thong tu bd sung quy dinh vé thira
nhan don phuong két qua dénh gia sy phu hop cua to chire thir nghiém nudc ngoai doi
vOl1 san phém mat ma dan su.

Do d6, viéc stra ddi va ban hanh Quy chuin k¥ thut qudc gia vé dic tinh k¥
thuat mat ma sir dung trong cac san phém mat ma dan sy thudc nhém bdo mat dir liéu
luru giit 1a cAn thiét d@ khic phuc cac han ché, nang cao chit lwvong san phdm MMDS,
dam bao an toan va dong bd vdi cac vin ban phap luét lién quan. Quy chuén stra doi
dap g yéu cau thyc tién, phu hop véi tién bd khoa hoc k¥ thuat, thic day hoi nhap
quéc té, nang cao nang luc canh tranh cua doanh nghi€p Viét Nam va bao v¢ loi ich
ngudi tiéu dung, gop phan xay dung hé thong tidu chudn héa bén vimg theo Luat Tiéu
chuén va Quy chuén k¥ thuét.

2.2 Tinh hinh tiéu chuin héa tai Viét Nam

Quy chuin k§y thuit quc gia trong linh virc mit mé dén sy

TT| Ky hiéu Tén quy chuin Ghi chi
| QCVN 4 : Quy chuén k¥ thuat quéc gia vé ma hoa dit | Ban hanh kém
2016/BQP liéu str dung trong linh vuc ngén hang theo Thong tu
) QCVN S5 : Quy chuin k¥ thudt qudc gia vé chit ky so sir 161/2016/TT- ‘
2016/BQP dung trong linh virc ngén hang BQP Rgay
3 . 21/10/2016
3 QCVN 6 : Quy chuan k¥ thuat quoc gia vé quan ly khoa

2016/BQP st dung trong linh vue ngan hang

Quy chuén k¥ thuat quc gia vé dic tinh k§ | Ban hanh kém
thudt mat ma st dung trong cac san pham | theo Thong tu

4 S(;;NB (1;: mét mi dn sy thuéc nhom san phim bao | 23/2022/TT-BQP
mét luéng IP sir dung cong nghé IPsec va | ngay 04/4/2022
TLS
5 QCVN I5: Quy chudn k¥ thuat qudc gia vé dic tinh | Ban hanh kém
2023/BQP ky thudt mat ma sir dung trong cic san | theo Thong tu




pham mat ma dan sy thudc nhom san pham
bao mat dir liéu luu gitr

96/2023/TT-BQP
ngay 29/11/2023

Tiéu chuin k¥ thuét qudc gia trong linh viee mat mi dan sy

TT Ky hiéu Tén tiéu chuan Ghi chi
I TCVN Cong nghé thong tin — Ky thudt mat ma —
7635:2007 Chir ky sb
TCVN Gl nghib Gibag tin— K5 thufit rjt ol e | T o ORI
2 17816:2007 | toén ma dit licu AES dhay  TCVN
' LA 11367-3:2016
” N e n a ~ . | Phién ban moi
TCVN 7817- | Cong ngh¢ thong tin — K¥ thuat mat ma quan X
3 | 1:2007 Iy khéa — Phin 1: Khung téng quét ot LSOITEG
' e sl RS 11770-3:2021
TCVN 7817- Cong nghé thong tin — K¥ thuat mat ma quan ly | Phién ban mdi
4 | 5550 khoa — Phan 2: Co ché st dung k¥ thuat d6i | nhdt ISO/IEC
' Xtng 11770-2:2018
TCVN 7817 Cong ngh¢ thong tin — Ky thuat mat ma quan | Phién ban mai
5 | g0 " | Iy khoa— Phén 3: Céac co ché st dung k¥ thuét | nhdt ISO/IEC
' khong dbi xtng 11770-3:2021
5 —— : - w o~ . |Phién ban méi
TCVN 7817- | Cong ngh¢ thong tin — K¥ thuat mat ma quan |
® | 4:2007 1y khoa — Phin 4: Co ché dya trén bi mat yéu | "o 1SOMEC
‘ ¥ ‘ ' YN 11770-4:2017
i A " m ~ . . |Phién ban mai
TCVN 7818- | Cong ngh¢ thong tin — K¥ thuat mat ma dich z
7 1122007 it S lan-Phikn 1 Klinng Banauly |0 o PAEe
' b 8 FRAUAS TONE QUA 1 6014-1:2008
TCVN 7818 Cong nghé thong tin — Ky thuat mat ma dich | Phién ban mai
8 22007 vu tem thot gian — Phan 2: Co ché token ddc | nhat ISO/IEC
‘ lap 18014-2:2021
TCVN 7818. - Cong ngh‘t_a. th'ong tin - K¥ thuat r:nat maﬁd%cjh Ph}(en ban mai
3 32007 vu tem thot gian — Phén 3: Co ché tao thé lién | nhat  ISO/IEC
' két 18014-3:2009
10 TCVN Cong ngh¢ thong tin — Cac k¥ thuat an toan —
11295:2016 | Yéu cau an todn cho mo-dun mat ma




TCVN 11367-

Cong nghg thong tin — Cac k¥ thudt an toan —

Phién ban moi

11 e T g nhit ISO/IEC
1:2016 Thuat toan mét ma — Phén 1: Tong quan 18033-1:2021
TCVN 11367- Cong ngl’lf_: th?ng t~1n - Cftc ky th}lat zin to?.n;

12 Thuét todn mat ma — Phan 2: Mat ma phi doi
2:2016 ;

xung

3 TCVN 11367- | Cong nghg thong tin — Cac k¥ thuat an toan —
3:2016 Thuét toan mat ma — Phéan 3: Ma khdi

14 TCVN 11367- | Cong nghé thong tin — Cac k¥ thuat an toan —
4:2016 Thuét toan mét ma — Phan 4: Ma dong

5 TCVN 11816- | Cong nghé thong tin — Cac k¥ thuat an toan —
1:2017 Ham bam — Phan 1: Téng quan

Cong nghé thong tin — Céc k¥ thuat an toan —
TCVN 11816- : : £,

16 & Ham bam — Phan 2: Ham bam st dung ma khoi
2:2017 :

n-bit.

17 TCVN 11816- | Cong nghé thong tin — Céc k¥ thudt an toan —
3:2017 Ham bam — Phan 3: Ham bam chuyén dung
TCVN 11816- C(‘)ng nvghe tho?g tin —‘Cacvky t}}uat an t(;an -

18 Ham bam — Phan 4: Ham bam st dung s6 hoc
4:2017 \

dong du

19 TCVN 11817- | Cong nghé thong tin — Cac k¥ thudt an toan —

1:2017 Xéc thuc thue thé — Phan 1: Téng quan
Cong nghg thong tin — Cac k¥ thuat an toan —
g | DN ELBLTS o thuc thuc thé — Phan 2: Co ché sir dung
2:2017 L S
thudt toan ma hoa doi xung
Cong nghé thong tin — Cac k¥ thuat an toan —
g1 | TEVN HBLT- 1 o thuc thue thé — Phan 1: Co ché st dung
3:2017 G m ks
ky thuat chir ky so

2 TCVN 12214- | Cong nghé thong tin - Cac k¥ thudt an toan -

1:2018 Chit k¥ s6 kém phu luc - Phan 1: Téng quan
Cong nghé thong tin - Cac k¥ thudt an toan -

TCVN 12214- : : ,

23 . 2:)[11: Chir ky s6 kém phu luc - Phan 2: Céc co ché

dwa trén phan tich s nguyén




Cong nghé thong tin - Cac k¥ thuét an toan -

24 | LoV 12214 o kg o6 kem ph ye - Phin 3: Céc co ohé
3:2018 z o
dua trén logarit roi rac
TCVN 11367- Cong ng%lc th:)ng fln - (gac ky t}'luat~an toall -
25 Thuét toan mat ma - Phan 5: M4t ma dua trén
5:2018 .
dinh danh
26 TCVN Cong ngh¢ thong tin - Céc ky thuét an toan -
12211:2018 | Yéu cau kiém thir cho md dun mét ma
Cdng ngh¢ thong tin - Cac k¥ thuat an toan -
7 TCVN Phuong phép kiém thir giam thiéu cac 16p tan
12212:2018 cdng khong xam 1an chéng lai cic méd dun
mat ma
)3 TCVN Cong nghé théng tin - Cac k¥ thuét an toan -
12213:2018 Ché d6 hoat dong cho ma khéi n-bit
TCVN 12852- Cor:g ngAhc_e t{long tma— Ky ‘thuat an tOElI.l - Ky
29 thuit mat ma dya trén dudng cong elliptic —
1:2020 A 2
Phén 1: Tong quan
TCVN 12852- szg n%hc t}~10ng tmﬂ— Ky‘thuat an tO&I:l - K¥
30 52020 thuit mit ma dua trén dudng cong elliptic —
’ Phan 5: Céc k¥ thuat tao duong cong elliptic
31 TCVN Cong ngh¢ thong tin — Ky thuit an toan — B0
12853:2020 tao bit ngau nhién
TCVN 12855- | Cong ngh¢ théng tin — K¥ thuét an toan —
30 | 2:2020 Luge 6 chit kj s6 ¢6 khdi phyc thong di¢p —
Phin 2: Céc co ché dya trén phan tich so
nguyen
TCVN 12855- | Cong nghé thong tin — Ky thuét an toan —
33 |3:2020 Lugc d6 chit ky sé’c() khéi phuc théng diép —
Phan 3: Céc co che dua trén bai todn Logarit
ro1 rac
34 TCVN 12854- | Cong nghé thong tin — K¥ thudt an toan —
1:2020 Mat mi hang nhe -Phan 1: Tong quan
35 TCVN 12854- | Cong nghé thong tin — K§ thuit an toan — Mat
2:2020 ma hang nhe - Phin 2: M3 khéi




TCVN 12854-

Cong ngh¢ thong tin — Ky thuat an toan — Mat

36 3
3:2020 ma hang nhe - Phan 3: Ma dong
TCVN 12854- C(ing ngh¢ thong t1£1 — K§¥ thuat im ann - Me_1~t
37 ma hang nhe - Phan 4: Co ché sir dung ky
4:2020 e ks gL
thuat phi doi1 xting
TCVN 11817- Cong nghé tllong t1kn - Ky thuaE a13 toan — X‘ac
38 thuc thyc thé - Phan 4: Co ché sir dung ham
4:2020 2 Lo
kiém tra mat ma
Cong nghé thong tin — K§ thuit an toan — Xac
TCVN 11817- e . S
39 thuc thyc thé - Phan 5: Co ché sir dung k§
5:2020 N . R T
thuat tri thuc khong ti€t 16 thong tin
TCVN 11817- Cong nghé t?ong Em —-K¥ thugat fln toan — Xitc
40 thuc thuc the - Phan 6: Co ché sir dung truyén
6:2020 i e
dir li€u thu cong
41 TCVN Cong nghé thong tin — Céc k¥ thuét an toan —
13175:2020 Ma hoa ky
47 TCVN 12854- | Cong ngh¢ thong tin — Ky thudt an toan — Mt
5: 2020 ma hang nhe — Phan 5: Cac ham bam
43 TCVN Cong ngh¢ thong tin — Ky thudt an toan — B9
13176:2020 tao s6 nguyén tb
Cong nghé thong tin — Ky thudt an toan — Cac
44 | TEVN thudt toan mat ma va kiém thir phu hop c4
131772020 ugt tosn mgt mi va kiem u phu hop cac
co ché an toan
45 TCVN 7817- | Cong nghé théng tin — K¥ thudt an toan —
5:2020 Quan 1y khéa - Phan 5: Nhém quan Iy khoa
46 TCVN 13178- | Cong ngh¢ thong tin — K¥ thudt an toan — Xac
1: 2020 thwe thue thé 4n danh - Phan 1: Tong quan
Cong nghé thong tin — K¥ thuat an toan — Xac
47 | TCVN 13178~ | thye thye thé an danh - Phan 2: Céc co che
2:2020 dua trén chit ky stir dung mot nhom khda cong
khai
Cong ngh¢ thong tin — Ky thudt an toan — Xac
TCVN 13178- " A .
48 4_C2020 A7 thuc thuc thé an danh - Phan 4: Cac co ché

dua trén bi méat yéu
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Cong nghé thong tin — Cac ky thuét an toan —

TCVN 11367- weiibing o o oA R a
49 6:2022 TAhuat toan mat ma — Phan 6: Ma hoa dong
cau
50 TCVN 13460- | Cong ngh¢ thong tin — Céc k¥ thuét an toan —
1:2022 Chit ky s6 mu — Phan 1: Téng quan
| TCVN 13460- C0r~1g r,lgh;@ th::)ng tlri - Cac ’ky thuat;an toanﬂ—
51 22022 Chir ky s6 mu — Phan 2: Cac co ché dua trén
' logarit roi rac
5) TCVN 13461- | Cong ngh¢ thong tin — Cac k¥ thuat an toan —
1:2022 Chir ky s6 4n danh — Phan 1: Téng quan
Cong nghé thong tin — Cac k¥ thudt an toan —
53 ;“-(32\812\1213461- Chit ky s6 an danh — Phan 2: Céc co ché st
' dung mét khoa cong khai nhom
54 TCVN 13462- | Cong ngh¢ thong tin — Céc k¥ thudt an toan —
1:2022 Chia sé bi mat — Phan 1: Tong quan
55 TCVN 13462- | Cong nghé¢ thong tin — Céc k¥ thudt an toan —
2:2022 Chia sé bi mat — Phin 2: Céc co ché co ban
Cong nghé thong tin — Cac k¥ thuat an toan —
5G| o0 Kiém thir caic mo-dun méat mi t i
13720:2023 1e‘m o cai: md-dun mat ma trong moi
truomg hoat dong,
Cong nghé thong tin — Cac ky thudt an toan —
Phuong phép kiém thr va phan tich cho céac
TCVN . . x i
57 13721:2023 bd tao bit ngau nhién trong TCVN 11295
’ (ISO/IEC 19790) va TCVN 8709 (ISO/IEC
15408),
Cong nghé thong tin — Cac k¥ thudt an toan —
TCVN 3 o £ 5
58 Khung xac thyuc vien sinh trac st dung mo-
13722:2023 . . . P
dun an toan phan cung sinh trac hoc
K¥ thuit an toan cong nghé thong tin — Yéu
s | TCVN 13723~ | cau ve nang lye doi voi kiém thir vién va danh
1:2023 gi4 vién bao mat thong tin — Phan 1: Gidi
thiéu, khai niém va yéu cau chung
60 TCVN 13723- Ky thuat an toan cong nghé thong tin — Yéu
2:2023

cau vé nang luc doi véi kiém thir vién va danh
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gia vién bao mat thong tin — Phan 2: Yéu cau
vé kién thirc, k¥ ning va tinh hiéu qua déi véi
kiém thur vién theo TCVN 11295 (ISO/IEC
19790)

K¥ thudt an toan cdng ngh¢ thong tin — Yéu
cau vé ning luc dbi voi kiém thir vién va danh

61 TCVN 13723- | gia vién bao mat thong tin — Phan 3: Yéu cau
3:2023 vé kién thirc, kj ning va tinh hiéu qua déi véi
danh gia vién theo TCVN 8709 (ISO/IEC
15408)
62 TCVN An toan thong tin — Ma hoa c6 xac thuc
12197:2024 (ISO/IEC 19772:2020)
TCVN 14190- | An toan thong tin — Tiéu chi va phuong phap
63 | 1:2024 luan danh gia an toan hé thong sinh trac hoc
— Phéan 1: Khung (ISO/IEC 19989-1:2020)
TCVN 14190- | An toan théng tin — Tiéu chi va phuong phép
64 2:2024 danh gi4 an toan hé thong sinh tric hoc —
Phén 2: Hiéu suit nhin dang sinh tric hoc
(ISO/IEC 19989-2:2020)
TCVN 14190- | An toan thong tin — Tiéu chi va phuong phép
65 | 3:2024 danh gia an toan hé thong sinh tric hoc —
Phin 3: Phat hién tin cong trinh dién
(ISO/IEC 19989-3:2020)
TCVN 14191- | An toan thong tin — Bién tap lai dir liéu xac
66 | 1:2024 thuc — Phan 1: Yéu cau chung (ISO/IEC
23263-1:2021)
TCVN 14192- | Ky thudt an toan cong nghé thong tin — Yéu
1:2024 ciu vé cong cu kiém thir va phuong phap hiéu
chuin cong cu kiém tha dé s dung trong
67 kidm thir cac ky thuat giam thiéu tdn cong
khong xam l4n trong md-dun mat ma — Phan
2: Phuong phap va phuong tién hi¢u chuan
kiém thur (ISO/IEC 20085-1:2019)
63 TCVN 14192- | Ky thudt an toan cong ngh¢ thong tin — Yéu
2:2024 cau vé cong cu kiém thir va phuwong phap hiéu
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chuan cong cu kiém thir dé sit dung trong
kiém thir cac k¥ thudt giam thiéu tin cong
khong xam l4n trong md-dun mat ma — Phin
2: Phuong phép va phuong tién hiéu chuén
kiém thir (ISO/IEC 20085-2:2020)

TCVN Cong nghé thong tin — Ky thuat an toan —

&2 14263:2024 Thuét toan ma khoi MKV,

2.3 Sw cin thiét xdy dung Sira d6i Quy chuin
a) Vé cin ctr

- Luat An toan thong tin mang nim 2015, tai khoan 7 Piéu 38 giao “Ban Co yeu
Chinh phu c6 trach nhiém gitip Bé truéng Bo Quoc phong x4y dung du thao tiéu chuin
quoc gia ddi voi san pham dich vu mat ma din sy trinh co quan nha nudc co thim
quyén cong bo va hudng dan thuc hién; xay du'ng, trinh B9 trudng Bo Qudc phong ban
hanh quy chuén k¥ thuat quoc gia d6i voi san pham, dich vu mét ma dan sy, chi dinh
va quan 1y hoat dong ctia td chirc chirng nhén sy phu hop d6i véi san pham, dich vu
mat mé dén sy; quan ly chét lugng san pham dich vu mat ma dan su”; khoan 4 Piéu
52 quy dinh vé trach nhiém cta Ban Co yéu Chinh phu giup B¢ trudng Bo Quoc phong

“xdy dung, trinh cp co thim quyen ban hanh vén ban quy pham phap luit vé quan Iy
mat ma dan sy”, “quan ly chit lugng san pham dich vu mat ma dan sy, quan 1y cong
tac danh gia, cong bb hop chuin, hop quy dbi véi san pham, dich vu mét ma dan su”.

- Luat Sira ddi, bd sung mot s6 didu ciia Luat Tiéu chuén va quy chuan k¥ thuat,
ban hanh ngay 14/6/2025, c6 hi¢u luc tir ngay 01/01/2026, _trong d6 mot s6 quy dinh
vé thoa thuan thira nhan 13n nhau, thira nhan don phuong két qua danh gia sy phu hop
tai khoan 2 Diéu 57 Luat Tiéu chuén va quy chuan ky thudt nam 2006 dugc sira doi,
bo sung, tao diéu kién cho viéc thuc hién cac quy dinh vé dénh gia sy phu hop trong
linh vgc mét ma dan su. Theo do, B9, co quan ngang B9, Bo tru‘cmg Bd Quéc phong
xem Xxét, quyet dinh vi¢c thira nhin don phuong két qua danh gia sy phu hop cua to
chirc danh gia su pht hop qudc té, td chirc danh gia sy phu hgp nude ngoai dé phuc vu
hoat dong quan 1y nha nude va “theo yéu ciu thyc tidn cia quan ly chuyén nganh, B9,
co quan ngang B9, B truong Bo Quodc phong dugc xem xét, quyét dinh thira nhan don
phuong két qua danh gia su phu hop cua céc to chitc danh gia sy phu hop ngoai céc
két qua danh gia su pha hop...

- Nghi dinh s6 211/2025/ND-CP ngay 25/7/2025 cua Chinh phu quy dinh vé hoat
dong mat mi dan sy va sira d6i, bd sung mot sb didu cua Nghi dinh s6 15/2020/ND-
CP ngay 03/02/2020 cua Chinh phu quy dinh xu phat vi pham hanh chinh trong linh
vuc buu chinh, vién thong, tan s0 vO tuyen dién, cong nghé thong tin va giao dich dién
tir duge stra d6i, bd sung mot 50 diéu tai Nghi dinh s6 14/2022/ND-CP ngay 27/01/2022
ctia Chinh ph, tai Diéu 10 quy dinh vé thira nhin két qua danh gia su phu hgp sin
pham mat ma dan sy “Ban Co yéu Chinh phu gitip B truong B Quéc phong xem xét,
quyét dinh thira nhan don phuong két qua danh gid sy phut hop san pham mat ma dén
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sy cua t6 chirc danh gia sy phu hop qudc té, to chirc danh 'gié sy phu hgp nudc ngoai
dé phuc vu hoat dong quan ly nha nudc vé mat ma dan su”.

b) V& muc dich

Viéc xdy dung chuin hoa “Sira d6i Quy chuan k¥ thuat qudc gia vé dic tinh k¥
thuit mat ma su dung trong cac san pham mat ma dan su thudc nhom san phdm bao
mat dit liéu luu giir” 13 rat can thiét nham:

- Pam bao chét lugng cho cac san phém mat ma dan su thudc nhom san ph?im
bao mat dir li¢u luu gitr.

- Théng nhét vé dic tinh k¥ thuit mat ma st dung trong cic san phim bao mat
dir liéu luvu giir trén pham vi toan quoc.

- La co so k¥ thuat dé cac co quan quan ly tham chiéu, phuc vu cong tac quan ly
nha nudc veé chat lwgng san pham bao mat dir ligu luu gilt sir dung trong linh vuc mat
ma dan su.

¢) Vé pham vi ap dung

Trén co s6 phan tich 1y do va myc dich xay dung Stra d6i quy chudn, nhom bién
tap quy chuén nhén thiy viéc sira d6i mét sd chi tiéu ky thuat cho san pham bao mat
dir lidu luu gitr phuc vu bao vé thong tin khong thude pham vi bi mat nha nudc la rat
can thiét va phu hop trong diéu kién hién nay.

Nbi dung Sira ddi Quy chuén chi bao gdm ndi dung sira ddi, bd sung mot sO quy
dinh cia QCVN 15:2023/BQP. Cac ndi dung khdng dugc néu tai Stra d6i Quy chuan
nay thi tiép tuc 4p dung QCVN 15:2023/BQP ban hanh kém theo Thong tu sb
96/2023/TT-BQP ngay 21/11/2023 ciia Bo truong Bo Qudc phong.

3 Co sé xdy dung cac yéu ciu ky thuat

3.1 Co sé¢ vin ban ky thuit trong nwoéc

Khi xay dung du thao quy chudn, co quan soan thao di tham khao céc tai lidu sau:

- Quyét dinh sb 3480/Qb- BKHCN ngay 31/12/2024 cia B trudng Bo Khoa
hoc va Cong nghé cong bd tiéu chuin quoc gia TCVN 14263:2024 Cong nghé¢ thong
tin - K thuat an toan - Thudt todan ma khéi MKV.

- Théng tu s6 96/2023/TT- BQP ngay 29/11/2023 cia Bo trudng Bd Qubc phong
ban hanh Quy chuan k¥ thuat quoc gia vé dic tinh k¥ thuat mat ma sir dung trong céc
san phim mat ma dan sy thudc nhém san pham bao mat dit liéu leu gitr.

Trén co s¢ cdc tai ligu ky thudt tham khao, co quan soan thao da bd sung, stra
doi Quy chuin dép ung y€u cdu su dyng thudt toan MKV, dap tng diéu kién thue té
dbi v6i cac san pham dang dugc luu thdng, sir dung tai Viét Nam va céc san pham
thwong mai phd bién ciia qudc té.

12



3.2 Co sé kinh nghiém quéc té

3.2.1 Co s& cho viéc quy dinh ngudng ky thuit an toan dbi véi san
pham mat ma dan sv.

Thyc tién qudc té cho thdy mirc do an toan cua cac thuat toan mat ma va céac
tham s6 ky thuét lién quan c6 xu huéng thay doi theo thoi gian, phu thudc vao su phat
trién ctia khoa hoc cong nghé va nang lyc tinh toan. Céc thudt toan va d6 dai khoa hién
dang dugc str dung co thé khong con dap ting yéu cau bao dam an toan thong tin trong
trung va dai han, dic biét d6i voi cac thong tin c6 yéu cdu bao mat cao hoic thoi gian
bao vé kéo dai.

Trong boi canh d6, nhidu quéc gia va t6 chuc tiéu chuén hoa da ban hanh cac
quy dinh va khuyén nghi nhim quan ly viéc lua chon, st dung va thay thé cac thuat
toan mat ma, trén co s¢ danh gia dinh ky mirc d6 an toan va phu hop cua céc giai phap
ky thuat. Viéc quy dinh ngudng ky thuit an toan dbi voi san pham mat ma dan sy dugc
xem la mgt bién phap can thlet nhim han ché rii ro phat sinh tr vigc tiép tuc str dung
céc thuat todn hodc tham sb k¥ thuat khong con dap g yéu cau bao mat.

Céc bién phap quan ly dwgc ap dung phd bién trong thuc tidn quéc té bao gom:

— Quy dinh thoi han st dung hodc chu ky ra soat dbi véi thuat toan va d¢ dai
khoa, 1am co s¢ dé céc t6 chirc, ca nhan chu dong cap nhat, ning cap hoic thay thé cac
giai phap mat ma phu hop véi mire do nhay cam cua thong tin dugc bao vé;

— Tham chiéu va ap dung cac tiéu chuin, khuyen nghi mat mi do cac t6 chic
tiéu chuan hoéa uy tin ban hanh (nhu NIST, BSI), nham bao dam sy phu hop v6i thong
1¢ quoc té va han ché nguy co trién khai cac thuét toén hodc tham s6 k¥ thuét da duoc
danh gia la khong con an toan;

— Poi v6i dit liéu c6 mirc do nhay cdm cao hoic c6 yéu ciu bao vé trong thoi
gian dai, dinh hu:o‘ng str dung céc thudt toan va do dai khoa cd muc an toan cao hon,
dap g yéu cau bao mat trong dai han va c¢6 kha ning thich v ng voi su phat trién cua
cong nghg;

— Xay dyng 19 trinh chuyén ddi pha hop tur cac thudt toan mit ma khoa cong
khai truyén théng sang cac thuat toan moi cé mirc dg an toan cao hon, bao gdm céc
thudt toan c6 kha ning chdng chiu trude cac tién bo Ve nang luc tinh toan, trén co s&
danh gia rui ro, mirc d6 nhay cam cua dit liéu va yéu cau quan ly nha nudc trong tirng
giai doan.

3.2.2 Ra soit, cip nhit thuit toin mit ma

Bang téng hop dudi day cac thuat toAn mat ma ddi ximg va cac tin cong di biét
dbi véi tirng thuat toan do.
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Thuit
toan

Kich thwéce
khoa theo
bit

Kich
thwoc
Kkhdi theo
bit

Céc tin cong da biét

AES

128, 192, 256

128

Chua c6 cac tan cong
tham ma da biét

Pugc mo ta trong FIPS
197. Pay la thudt toan
mi khéi cong bd nim
1998 dugc chinh phu
M7 lam chudn mi héa,
sau d6 dugc NIST chap
thuan lam tiéu chuén va
dugc su dung rong rai
dén nay.

DES

56

64

Kich thuée khéi va khéa
nho, d& bi tan cong bai
cac phuong phap vét can,
ngay sinh, vi sai, tuyén
tinh, khoa yéu.

Pugc mo ta trong FIPS
46-3. Day la thuat toan
ma khéi duge IBM phat
trién, cong bd nam
1975, va dugc chuin
hoa nam 1976.

TDEA

128, 192

64

Vao nam 2016 mot 16
héng 16n d3 dugc phat
hién dbi voi thuat toan
nay su dung trong giao
thie TLS, IPsec, SSH,
dugc cong bd tai CVE-
2016-2183. Cudc tin
cong thuc thi voi thuét
toan nay 1a tin cong ngay
sinh (Birthday attack).

Pugc mé ta trong SP
800-67. Pay la thuat
toan ma khdi, TDEA
(con biét dén véi tén
goi Triple-DES) dugc
cong bd lan dau nam
1981. Do 15 héng lén
dugc phat hi€én nén
NIST han ché va tién
toi loai bo trong cac
ung dung moi.

IDEA

128

64

Han ché cia mi phap nay
1a kich thuéc khéi nho,
lwgce d6 khoa don gian va
chira cac 1op khoa yéu.
Khong c6 cac tan cong
thuce té, tuy nhién c6 cac
tAn cong 1én s6 vong nho
va khoa yéu. Tan cong tot
nhit 1én IDEA la tan
cong Bicliques.

Thuit toan mi khdi
duge duge thiét ké boi
James Massey cua ETH
Zurich va Xuejia Lai va
dugc md ta lan dau tién
vao nam 1991. Thuat
toan nay ra doi nham
thay cho thuit toan
DES.
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+ Khovratovich,
Dmitry; Leurent, Gaétan;
Rechberger,  Christian
(2012). Narrow-
Bicliques: Cryptanalysis
of Full IDEA. Advances
in Cryptology -
EUROCRYPT 2012,
Lecture Notes in
Computer Science. 7237.
pp- 392410

« Daemen, Joan;
Govaerts, Rene;
Vandewalle, Joos (1993),
“Weak Keys for
IDEA”, Advances in
Cryptology, CRYPTO 93
Proceedings: 224-231

RC2

40

64

Kich thudc khéa qua nho,
kich thuéc khdi nho. D&
tén thuong trudc cac
dang tan cdng khéac nhau.

Thuit toan ma khéi
duoc thiét ké nim 1987
boi Ron Rivest cua
hang bao mat RSA
Data Security. RC2 con
dugc biét dén véi tén
goi ARC2.

RC5

0-2040

32, 64,
128

Ton tai mot s6 tan cong
1€n phién ban rt gon 12-
vong voi phién ban kich
thude khéi 64-bit (tham
ma vi sai) voi d phirc tap
2% ban rd chon loc.

Thuat toan mi khéi
duoc thiét ké bai
Ronald Rivest vao nim
1994.

RC6

128, 192, 256

128

Chua c6 tan cong anh
hudng toi phién ban day
du

Thuét toan ma khéi co
ngudn gbe tr RC5 va
dugc thiét ké bi Ron
Rivest, Matt Robshaw,
Ray Sidney va Yiqun
Lisa Yin dé dap tmg
cac yéu cau cua cudc
thi Tiéu chuin mi hoa
nang cao (AES).
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ARIA

128, 192, 256

128

o Wenling Wu, Wentao
Zhang; Dengguo Feng
(2006). “Impossible
Differential
Cryptanalysis of ARIA
and Camellia™ .
Retrieved January

19, 2007.

o Xuehai Tang; Bing
Sun; Ruilin Li; Chao Li
(March 30, 2010). “A
Meet-in-the-Middle

Attack on  ARIA” .
Retrieved April 24, 2010.

Thuat toan ma khoi
duoc thiét ké vao nim
2003 boi mot nhom 1on
cac nha nghién ctru cua
Han Qudc. Nam 2004
thuat toan nay dugc
chudn hoa va st dung
tai Han Quéc.

Blowfish

32-448

64

Tan cong ngdy sinh
(vi kich thudc khoi nho).

Ton tai cac khoa yéu.

Thuét toan ma khoi do
Bruce Schneier thiét ké
nam 1993 nhu mét giai
phap thay thé mién phi,
nhanh chéng cho cac
thudt toan ma hoa hién
¢o tai thoi diém do.

Camellia

128, 192, 256

128

Puoc danh gia c6 muc do
an toan tuong duong
trong cac tiéu chuan quoc
te.

Thuit toan ma khoi
dugc phat trién bai
Mitsubishi Electric va
NTT cua Nhat Ban.
Pugc cong nhén trong
chuén ISO/IEC. Thuat
toan c6 muc d) bao mat
va kha ning xu 1y
tuong duong véi thuat
toan AES.

SEED

128

128

Chua c0 cac tan cong da
biét voi phién ban day du.

Thuit toan ma khdi
duge phat trién bai
KISA (Han Qudc) va
dugc cong bd trong
chuin ISO/IEC 18033-
3:2010 va nhiéu RFC
khac (nhu RFC 4010,
REC 4162, REC 4196).

CAST

64

64

Kich thuéc khoa/khdi
qué nhé bj tAn cong ngay
sinh, cac tn cong khéc
nhu vi sai tuyén tinh.

Thudt toan ma khi.
Khong c¢6 ban quyén,
dugc mod ta trong
RFC 2144.
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CAST-
128 (con
goi la
CASTS)

40-128

64

Kich thuéc khdi qua nhod
bi tan cOng ngay sinh, cac
tan cong khac nhu vi sai
tuyén tinh.

Thuét todn dugc cong bd
vao nam 1996 bai
Carlisle  Adams va
Stafford Tavares. Thuét
toan nay cling da dugc
Co quan An ninh Truyén
thong phé duyét cho
Chinh phu Canada sir
dung.

CAST-
256

(con goi
la
CAST6)

128, 192, 256

128

Tan cong tot nhat la tin
cong twong quan khong
(zero-correlation) vai do
phirc tap thoi gian la
22469 v3 dir liu 1a 2%88,
Tan cong nay khong anh
huong tdi do an toan cua
thuat toan,

Bogdanov,
Leander, Gregor;
Nyberg, Kaisa; Wang,
Meiqin (2012). Integral
and  multidimensional
linear distinguishers with
correlation zero. Lecture
Notes in  Computer
Science. 7658. pp. 244—
261.

Andrey;

Thut toan ma khdi, co
ngudn gbc tir CAST-
128. CAST-256 duoc
xuit ban vao 6/1998.
Puoc thiét ké theo thiét
ké “CAST” do Carlisle
Adams, Stafford
Tavares phat minh va
Howard Heys, Michael
Wiener dong gop vao
thiét k& CAST-256
dugc mo ta trong RFC
2612.

SM4

128

128

Chua co tan cong da biét
nao dugc cong bo.

Thuat toan ma khéi, n6
dugc nhiéu co quan dau
nganh tai Trung Qudc
phat trién nhung chu
yéu duge phét trién boi
Li Shuwang. Thang
8/2016 dugc chuén hoa
tai Trung Quéc.

Dua vao bang trén, c6 thé thiy hau hét cac thuat toan c6 kich thude khdi 128 bit
gilip han che céc rii ro lién quan dén tin céng ngay sinh, phi hop véi khuyén nghi cia
céc td chic quéc té, trong d6 AES 1a thuat toan dugc nhic dén nhiéu nhat trong cac tai
ligu cua t6 chire quéc té uy tin (NIST, BSI, ANSI), duge coi 1 chudn mic dinh dé danh
gid d§ an toan cia cac thuat toan khac. Hau hét céc tai liéu ky thuat (Whitepaper) va
cau hinh méc dinh déu chi liét ké AES (Advanced Encryption Standard) véi cac dé dai
khoa 128-bit hodc 256-bit 1a lwa chon duy nhét cho ma hoa déi xung.

Qua ra so4t danh muc san phdm mat md dan sy va khao sat thi truong tai Viét
Nam, co quan soan thao nhan thay da so sdn pham dwgc khao sét o tich hop thuat toan
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mé hoa AES, hiém thiy san pham tich hop tiiy chon céc thuét toan qubc té hodc noi
dia khac (nhu Camellia, CAST, SEED, SM4), cac thu vién ma nguon m¢ méc dinh su
dung thuat toan AES hoac khong c6 céc tuy chon thudt toan khac, néu ¢ nhu cau sir
dung, phai tiy bién, tich hop vao ma ngudn.

Vé mit hd trg phan ciing, hau hét cac CPU hién dai (Intel, AMD, ARM) déu c6
tap lénh hd trg AES-NI, gitp viéc ma hoa/g1a1 ma bang AES c¢6 tdc d6 cuc nhanh ma
khong tén nhiéu tai nguyén. Do viy, vige sir dung AES la dam bao tinh twong thich cao,
tiét kiém chi phi khi san pham can giao tiép, pho bién rong rii véi hé thdng quéc té.

Dé dam bao tinh an toan va hdi nhap ciung thé gidi, cac san pham, dich vu mat
ma dan sy duoc kinh doanh, str dung tai thi truong Viét Nam can co tinh an toan, 6n
dinh, tuong thich cao, ddng thoi dinh hudng phat trién mat ma noi dia dam bao tu chu
bén viing. Do do, can xay dung quy dinh chit ché cho viéc sir dung cic thuat todn mat
ma pho bién va thudt toan mat ma cua Viét Nam. Co quan soan thao da tham khao cac
khuyen nghi qubc t& v& an toan mat ma dé dua ra cac sira doi, bo sung phu hop vl
diéu kién st dung san pham mdt ma dén sy tai Viét Nam, dam bdo can bang gitra bao
mat, hidu suét, va kha nang trlen khai thyuc te Céc giai phap nay dam bao rang mat ma
dan su dap tng dugc yéu cau bao mat ngin han, dong thoi phu hop véi 19 trinh cap
nhat cong nghé dé bao vé dit liéu trong dai han.

a) Poi voi thuit toan TDEA

Tai liéu NIST SP 800-131A Rev 2 "Transitions: Recommendation for Transitioning
the Use of Cryptographic Algorithms and Key Lengths", cua Vién Tiéu chuén va Cong

nghé Quoc gia Hoa Ky (NIST) cung cép cac quy dinh vé khuyén nghi st dung va 1§
trinh chuyén ddi d6i voi cac thuat todn mat ma va do dai khoa nhu sau:

Thuit toan Khuyén nghi sir dung

3TDEA cho M hoa Khdng duge chip nhin dén nim 2023
Khong dugc phép sau nam 2023

3TDEA cho Giai mi Str dung ké thira
AES-128 cho M3 hoa va Giai mi Pugc chip nhan
AES-192 cho M3 hoa va Giai ma Pugc chip nhan
AES-256 cho Mi hoa va Giai ma Pugc chip nhan

Tai day NIST dat ra gidi han va 19 trinh su dung thudt toan TDEA.:

- Viéc str dung d6i véi cac bién phép bao vé mét mé moi (nhu ma hoa, dong goi
khoa, tao MAC) duogc khuyen nghi chuyén doi trude ngay 31 thang 12 nam 2023 va sé
bi ngung phé duyét tir ngay 1 thang 1 nam 2024.

- Tuy nhién, TDEA van dugc phép dung cho chirc nang giai ma, mo goi khoa va
xac minh MAC déi voi dit liéu da duge bao vé trude d6, nham hd trg cac hé thong ké
thira trong qué trinh chuyén doi.
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Thyc hién theo 1 trinh nay, NIST da cong b6 thong bao ngay 29 thang 6 ndm
2023 vé viéc rat lai NIST SP 800-67 Rev.2 — Recommendation for the Triple Data
Encryption Algorithm (TDEA) Block Cipher, c6 hi¢u luc tir ngay 1 thang 1 nim 2024.

b) Poi véi ché d) XTS

Ché @6 XTS (XEX-based Tweaked CodeBook mode with ciphertext stealing)
duoc thiét ké chuyén biét cho ma hoa dit liéu luu giit theo khdi, dic biét 1a ma hoa 6
dia va vung luu gitr dung lugng lon.

XTS cho phép ma hoa doc 1ap tung don vi dir liéu (sector hodc block), hd tro
hiéu qua truy cdp ngau nhi€n ma 'khong can duy tri trang thai gitta cac khdi. Vige su
dung tham s6 tweak duoc din xudt tir chi sb vi tri luu giit gitip ngin chin céc tan céng
hoén d6i khdi va sao chép dit liéu gilra cac vi tri khac nhau trong khong gian luu gir.
Ngoai ra, XTS khong lam thay dbi kich thudc dit liéu va khong phat sinh dit liéu phu
cho muc dich xéc thyc, pht hop véi cic hé thong lvu giit hidu nang cao.

V6i cac dic tinh trén, XTS hién 1a ché d6 dugc khuyen nghi rong rdi cho mi hoéa
dit liéu luu giit va da dugc trién khai trong nhiéu hé thdng thuec té.

c)Poi v6i ché do KW, KwP

Trong céc hé thdng bao mat dit liéu luu gir, khéa ma hoa dit liéu khong duoc
Iuu gilr & dang rd rang ma phai duoc bao vé bang cic co ché boc khoéa chuyén dung.
Céc ché d6 KW (Key Wrap) va KWP (Key Wrap with Padding) dugc lua chon nhdm
bao dam an toan cho qua trinh lyu gitr va van chuyén khoa mi hoa dit lidu.

KW va KWP cung cip co ché bao vé khoa co kidm soat, cho phép phat hién thay
d6i tréi phép va bao dam tinh toan ven cua khoa duge boc. Vige su dung cac ché do
ndy phu hop voi cic khuyén nghi quéc té vé quan ly khoa va dap ting yéu cau phan
tach muc dich sit dung khoa, theo d6 khoa ding dé boc khoa khong dugc sir dung cho
ma hoa dir li€u va nguoc lai.

Do d6, KW va KWP giit vai tro thiét yéu trong kién tric bao mat tong thé cua
céc san pham bao mat dit liéu luu gilt, mic du khong truc tiép tham gia vao qua trinh
ma hoa dir liéu ngudi dung.

d)Poi véi thuit toin Kuznyechik

Poi voi thut toan Kuznyechik, ché do XTS duoc cho phep sir dung do phu hop
voi muc tiéu ma hoa dit lidu luu giit theo khoi, dép tmg yéu cdu bao mat dit lidu luu
gilt va c6 pham vi ap dung rd rang.

Ngoai ra, ché 4 MGM la ché d6 ma hoa xéac thuc dugc quy dinh trong hé tiéu
chuan GOST, dugc thiét ké dong b voi thudt toan Kuznyechik, cho phép bao dam
dong thoi tinh bi mét va toan ven dit liéu. Viéc lya chon MGM thay cho cac ché do
AEAD khac nhim bao dam tinh nhAt quan vé hé tiéu chuén va thuan loi trong trién
khai, danh gia hop chuan ddi véi cac san pham sir dung thuat toan Kuznyechik.
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Céc ché d6 CCM va GCM khong dugc ap dung cho thuat toan Kuznyechik trong
Bang 7 do khong thudc hé ché @6 dugc chuin hoa déng bd véi thuat toan nay. Viéc
khong Iwa chon CCM va GCM d6i véi Kuznyechik khong lam giam muc d9 an toan
clia quy chudn, déng thdi bao dam tinh rd ring, nhat quan va kha thi trong 4p dung.

¢) Poi voi ché d6 CFB, OFB

Céc ché do CFB va OFB bién thuét toan ma hoa khéi thanh dang ma hoa dong,
phu thugc vao trang thai trude do. Trong mdi trudong luu giir, cac ché do nay khong ho
tro tdt truy cap ngdu nhién theo khdi va d& bi anh huong boi 18i lan truyén hodc cac tin
cong thao ting dit li¢u (bit-flipping attack) & mirc bit.

Ngoai ra, CFB va OFB khong cung cip co ché xéc thuc dit lidu va yéu cdu quan
Iy chit ché vector khai tao (IV), lam gia ting rui ro trién khai sai trong cac hé thong
luu gitr dung luong 1on. Vi cac 1y do nay, cac che d6 CFB va OFB khong dap ing duogc
yéu cau an toan trong trién khai dbi véi mot sb dong san pham mat ma dan su.

f) Poi véi ché dp CBC

Ché d6 Cipher Block Chaining (CBC) 1a ché d6 hoat dong truyén théng cia céc
thuat toan ma hoa khéi déi ximg nhu AES va Kuznyechik (GOST R 34.12-2015). Tuy
nhién, trong boi canh bao mat dir 1iéu luu gitr dai han, ché do CBC khéng con dap Gng
day du cac yeu cdu vé an toan va kha ning trién khai, do d6 khong dugc khuyén nghi
sir dung cho céc hé théng ma hoa dit ligu lwu gilt méi.

CBC chi cung cap tinh bi mat ma khong tich hop co ché bao dam toan ven va
xdc thyc dir li¢u. Trong méi truong luu gitt, dieu nay dn dén nguy co bj thao tang dir
ligu, bao gom thay do1 ndi dung hodc hoan dbi cac khéi dit lidu dd ma hoa ma hé thong
khong thé phat hién néu khong trién khai thém céac co ché bao vé bo sung. Viéc két hop
CBC vai cac co ché xac thuc bén ngoai lam tang do phurc tap trién khai va khong phu
hop voi yéu cau don gian, tin cdy cta cac hé théng huu gitr dung lwong 16m.

Bén canh do, CBC khong hd trg higu qua truy cap ngau nhién theo khéi va khong
c¢6 co ché rang budc dit lidu véi vi tri luu giit. Do moi khoi dit liéu phu thudc vao khéi
llen trude, vige gidi mé hodc cip nhét dir lidu tai mot vi tri bat ky trd nén kém hiéu qua.
Dong thoi, ché do nay khong chong duoc cac thn cong sao chép, hoan dbi hoic phuc
hoi dit 1iéu ban déu, vbn 1a cac mdi de doa phd bién trong méi truong luu git.

Ngoai ra, viéc quan ly vector khoi tao (IV) trong CBC géip nhiéu kho khin trong
moi truong luu gitr di ligu dai han. Yéu cau IV khong lap lai va duge quan ly chat ché
khé bao dam trong cac hé thong cé hoat dong ghi d¢, sao lvu va phuc héi dir ligu, lam
gia tang nguy co suy giam mirc do an toan.

Trén co s& cac phan tich néu trén va theo céc khuyen nghi hién hanh, ché do
CBC khong dugc lya chon cho mé hoa dit liéu moi. Ché do nay chi dugc ding dé giai
ma dit liu da duge ma hoa trude do trén hé thdng nhim bao ¢am kha ning twong thich
nguoc, khong khuyén nghi trién khai trong cac hé théng méi.

g) Doi véi thuit toin DSA
- Huéng dén k§ thust “TR-02102-17 caa BSI trinh bay khuyén nghi vé kich
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thudce khoa an toan t6i thiéu (cong bd vao thang 3 nim 2025), BSI da nhin manh ring
cac thudt toan c¢d dién (RSA, DSA, ECDSA, ECDH) c6 thé khong con du an toan trude
cac cudc tin cong luong tir trong twong lai. Co quan soan thao tong hop lai khuyén
nghi cua BSI nhu sau:

STT Thuit toan Kich thwdc khoa theo bit Nam sir dung
2000 2022
1 RSA
> 3000 2023 tro di
2000 2022
2 DSA
> 3000 2023 tro di
4 ECDSA > 250 2023 tro di
5 ECDH > 250 2023 tro di

Ngay 03/02/2023, t&6 chitc NIST cong bd tiéu chuén FIPS 186-5 Dlgltal
Signature Standard (DSS). Tiéu chuan nay khong con chip thuan DSA cho viéc tao
chir ky 6. Tuy nhién, DSA ¢6 thé duoc sir dung dé xac minh chix ky dugc tao trudc
ngay trién khai tiéu chudn nay.

h) Déi véi thuat toan GOST R 34.10-2001

Nam 2012, Lién bang Nga ban hanh tiéu chuin GOST R 34.10-2012 dé thay thé
GOST R 34.10-2001, nhim nang cao cuong dd bao mat cho thudt toan chir ky so dua
trén duong cong elliptic, khic phuc cac han ché vé d6 manh toan hoc va kha nang
chdng tan cong ciia phién ban cii (theo RFC 7091 va céc chi dao tr Co quan Tiéu chuan
Ky thut Nga). GOST R 34.10-2001 sau do bi coi 1a 16i thoi, bi loai khoi cac tng dung
méi trong céc tiéu chuan qudc té nhw DNSSEC (IETF chuyén trang thai historic ndm
2024) va khong con dugce khuyén nghi sir dung do riti ro bdo mat tiém 4n so véi cac
thuat toan hién dai.

e) Doi véi thuit toin GOST R 34.11-2012

Niam 2012, Lién bang Nga ban hanh tiéu chuan GOST R 34.11-2012 (con goi la
Streebog) dé thay thé GOST R 34.11-94, nhim nang cao cuong do bao mat cho thuat
toan ham bam mét ma, khic phuc cac han ché vé 46 manh toan hoc va kha nang chong
tin cong ctia phién ban cii (theo RFC 6986 va cac chi dao tr Co quan Tiéu chuin Ky
thuit Nga - Rosstandart).

f) Péi vai viéc didu chmh thoi han st dung thuat toan biam, thuit toan xac
thuc thong diép, ham din xuét khoa va b tao s6 ngiu nhién

Viéc diéu chinh thot han st dung cac thudt toan bam, thuat toan xac thuc thong
diép, ham dén xuét khoa va bo tao sb ngau nhién tir méc ndm 2027 kéo dai dén hét nim
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2030 dugc d& xuit trén co sd ra soat cdc khuyén nghi hién hanh cia cac td chirc chuan
hoa uy tin nhu NIST, BSI va ANSI, dong thoi doi chiéu voi thuc tién trién khai va ap
dung trong nudec.

Theo céc khuyén nghi néu trén, cic thuat toan bim thudc ho SHA-2 va SHA-3;
cac co ché xac thuc thong diép dua trén HMAC tuong u’ng, cac ham dan xuét khoa
PBKDF2 va Argon2; ciing nhu cic bd tao s ngiu nhién xac dinh (DRBG) va khong
xac dinh (NRBG) nhu Hash_ DRBG, HMAC_DRBG, CTR_DRBG (AES), XOR-
NRBG va Oversampling-NRBG hién vin duge danh gia dap Ung murc an toan mat ma
twong duong tir 128 bit trd 1én. Céc thuat toan va co ché nay do d6 Van phu hop de tiép
tuc sir dung an toan trong cac hé thong méat mi dén sau ndm 2030 dbi vai da sd kich
ban ung dung.

Bén canh do, mot : s6 thuat toan va co ché néu trén, dic biét la ArgonZ va cac bd
tao s6 DRBG/NRBG, van dang duoc cac t chirc chuan hoa qudc té tiép tuc cap nht
va hoan thién trong céac tai liéu huéng dan méi, cho thiy ching chua bi xem 13 15i thoi
hoac cin loai bo trong giai doan hién tai.

Trén co s¢ cac phan tich néu trén, viéc kéo dai thoi han ap dung cac thuat toan
nay dén hét nam 2030 nhiam bao dam tink lién tuc va 6n dinh cia hé thong tieu chuan
ddng thoi khong lam suy giam mirc dd an toan mat ma. Viéc ra soat, d1eu chinh tiép
theo s€ dugc thuc hién can cir vao cac danh gia va khuyen nghi quoc té ma&i duoc ban
hanh sau méc thoi gian nay.

3.3 Co sé thwe tién va ciin cir thira nhin két qua danh gia sy phu hgp

Cong tac quan 1y chit hrgng san phdm mat ma dan sy, danh gia chirng nhan hop
chuén, hop quy san pham méit ma dan sy trong nudc gip nhleu kho khan trong qua
trinh trién khai do thyc trang hién nay ¢ Viét Nam chua c6 t6 chirc thir nghiém dat cac
chirng chi vé thir nghiém san pham méat ma dan sy va duge chi dinh (ISO/IEC 17025).
Cac quy chuan k¥ thuat trong linh vuc mat mi dan su tai Viét Nam duoc xay dung
duge xay dung trén co s& hai hoa vai tidu chuan qubc té. Cung véi d6, da so cac san
pham mat md dan sy hién nay dugc nhip khau tir nudc ngoai va da dugc danh gia boi
cac to chuc uy tin, c6 ning luc. V& co ban, (1‘01 v6i san phdm co chung tiéu chuin k¥
thuat, két qua danh gia tir cac to chire qudc té co ning luc duoc cong nhén khong co
sai 1éch, khac biét va dam bao rang viéc danh gia tuan thi quy chuén 1a nhat quan va
cong bang. Do vy, viéc chip nhédn két qua thir nghiém tir to chirc duge chi dinh va to
chire nude ngoai dugc cong nhén theo ISO/IEC 17025 trong khi diéu kién trong nudce
chua thye hién duoc 1a phii hop dé trién khai cong tic quan 1y nha nude, quan ly chit
luong san pham mat mé dan su, dong thoi tao thuan loi cho thuong mai quoc té, tranh
kiém tra chéng chéo, giam chi phi cho doanh nghlep ma van dam bdo rang cac san
pham hang hoa trén thi truong dap (ng day di yéu cau vé an toan, chit lugng va béo
v€ nguoi tiéu dung.
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4 Ngi dung Stra doi Quy chuén k¥ thuit quoc gia Stra (101 1:2025 QCVN

15:2023/BQP bao gom cac ndi dung bo sung, thay thé cac quy dinh cia
QCVN 15:2023/BQP

Can cir vao qua trinh ra soat cac san pham bao mat dir li¢u luu gur da duoc Ban Co
yéu Chinh phu cap phép; Can cir vao tinh cap thiét phai cap nhat yéu cau s dung véi thudt
toan ma khéi MKV; Can ¢ vao tinh cap thiét phai cap nhat yéu cau st dung céc thuét
toan mat ma nham bao dam an toan thong tin trong b01 canh xuét hién cac nguy co tir may
tinh lwong tir; Can cur vao tinh hinh trién khai thuc té ciia Quy chuin k¥ thuat da dugc ban
hanh; Xem xét tir nhitng yéu cau, khuyén nghj dugc néu ra trong cac tai li¢u tham khao tr
cac t chire NIST, CC, BSI, co quan soan thao d& xuat sira d6i nhu sau:

4.1 Nguyén tic x4y dung néi dung

- Cac tham 56 an toan duoc lya chon theo cac khuyén nghi ctia ISO/IEC, NIST,
CC, BSI va cac to chirc quoc té khac dé dam bao an toan va phu hop;

- Phu hop véi diéu kién thuc té di véi cac san phdm mat ma dan su thudc nhom
san pham bao mét dur liéu luu git dang dugce luu thong, st dung tai Viét Nam va cac
san phim thuong mai phé bién cua quc té;

- Bap timg duoc su phat trién cia cong nghé trong vong 5 nam toi.
4.2 B6 sung quy dinh déi véi thuat toan MKV
- B6 sung vao tai lidu vién din (Muc 1.3);

“TCVN 14263:2024 “Cong nghé thong tin - K¥ thuét an toan - Thut todn ma
khéi MK V™.

-Bb sung chir viét tat tai muc 1.5 nhu sau:
Chir viét tat Tén tiéng anh Tén tiéng viét
MKV Mai khéi Viét Nam

- B6 sung thuét toan MKV vao danh muc thuat todn mat ma dbi xung dugc phép
sir dung nhu sau:

STT Thuit toan Tham chiéu

1 MKV [TCVN 14263:2024]

4.3 Stra d6i danh muc thuét toin ma héa ddi xung

Tai Bang 1 muc 2.1.1:

- Loai bo thuat toan TDEA (tai ca bang chir viét tit muc 1.5);

-Bd sung thuat toan MKV;

- Thay thé tén thudt tosn GOST R 34.12-2015 bing thuat toan Kuznyechik.
- Sira d6i tai liéu tham chiéu t6i cac thudt toan ma hoa
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Béang 1 - Danh muc thuat toin ma héa d6i xirng dugc phép sir dung

STT Thuit toin Tham chiéu
1 MKV [TCVN 14263:2024]
2 AES [TCVN 11367-3]

[GOST R 34.12-2015]

3 Kuznyechik [RFC 7801]

Tai Bang 7 muc 2.2.1:

- B6 sung quy dinh vé diic tinh k thuét va thoi gian ap dung d6i véi thuat toan MKV
- Loai bo thuat toan TDEA;

- Dbi v6i thuat todn AES:

+ Piéu chinh thoi han sir dung dén ndm 2028 doi voi kich thude khoa theo bit
128; Déi véi kich thude khéa theo bit 1a 192, 256, diéu chinh thoi han sir dung den
nam 2030;

- Pbi voi thuat toan GOST R 34.12-2015:

+ Thay thé tén thuat toan GOST R 34.12-2015 bang thuét toan Kuznyechik;

+ Piéu chinh thoi han sir dung dén nam 2030;

- B6 sung ché 46 MGM; diéu chinh thoi han sir dung dén nim 2030;

- Quy dinh ché d9 CBC chi dé gidi ma dbi voi toan bd thudt toan, diéu chinh thoi
han str dung dén nam 2028.

Bing 7 — Quy dinh vé dic tinh k§ thuit va thoi gian 4p dung di voi thuit toan
mat ma doi xing

Sir
o Kich thwdc " £ o dung
STT | Thuat toan Kkhéa theo bit Cac che dj cho phép sir dung dén
nam
128 | 2028

XTS, CCM, GCM, KW, KWP
1 MKV 192, 256 2030
128, 192, 256 CBC (chi dé giai m3) 2028
128 2028

XTS, CCM, GCM, KW, KWP
2 AES 192, 256 2030
128, 192, 256 CBC (chi dé giai ma) 2028
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XTS, MGM 2030

3 | Kuznyechik 256 >
CBC (chi dé giai ma) 2028

CHU THICH:

Pbi véi thuét toan MKV, d¢ dai tham sd, cac chu trinh tao khoa, bo tham sb cu thé trong quy

chuan nay ap dung theo TCVN 14263:2024.

Déi v&i thuat toan AES, d6 dai tham sd, ciu tric thudt toan va cac chu trinh tao khoa trong quy

chuén nay ap dung theo FIPS 197 hodic TCVN 11367-3:2016.

Ddi voi thuat toan Kuznyechik, d6 dai tham sb, cac chu trinh tao khoa, bo tham sd cu thé trong

quy chuan nay ap dung theo GOST R 34.12-2015 (RFC 7801).

Céc ché do ctia ma khéi trong quy chuin nay ap dung theo TCVN 12213, SP 800-38C, SP 800-
38D, SP 800-38E, SP 800-38F, RFC 9058.

4.4 Thuat toan mat ma phi di ximg

Tai Muc 1.6 Ky hiéu:

- Cap nhét mo ta cua ky hiéu nlen;

- Loai bo thuat toan DSA (tai ca bang chit viét tét) va GOST R34.10-2001;

- B6 sung ky hiéu va mé ta déi véi thuat toan FFDH (b sung tai bang chit viét tit).

Ky hiéu Mo ta
nlen D¢ dai modulo theo bit hodc dd dai theo bit cua cép cua ph::in tir sinh
L D6i v6i thuit toan FFDH: L 1a d6 dai ctia tham sé mién p theo bit
N Déi véi thudt toan FFDH: N 1a dd dai cia tham s mién ¢ theo bit

Tai Bang 2 Muc 2.1.2:

- Loai bo thuat toan DSA va GOST R34.10-2001;

-Bb sung, ce;ip nhét cic tai lidu, tiéu chun tham chiéu méi nhét déi véi cac thuat
todn mat ma phi doi xing.

Béng 2 - Danh myc thuit todn mat ma phi ddi xing dwgc phép sir dung

STT Thuét todn Tham chiéu

[FIPS 186-5],
[SP 800-56B Rev. 2]

1 RSA
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[SP 800-56A Rev. 3],
[RFC 2631],
[RFC 3526],
[RFC 7919]

2 FFDH

[FIPS 186-5],
3 ECDSA [RFC 6090],
[SP 800-186]

[SP 800-56A Rev. 3],
[SP 800-56C Rev. 2]

4 ECDH

5 GOST R34.10-2012 [RFC 7091]

Tai Bang 8 Muc 2.2.2:
- Loai bo thuit toan DSA va GOST R34.10-2001;
- D4i voi thuét todn RSA: Piéu chinh thoi han sir dung dén nam 2028 doi véi
kich thudc tham so theo bit 2048 < nlen < 3072, dén nim 2030 v&i nlen = 3072 (dé
phu hop vai 10 trinh cap nhat cong nghé);
-Bb sung thudt toan FFDH, ECDH (dva trén khuyén nghi cua t6 chirc BSI).
- D voi thuat toan FFDH: Piéu chinh thoi han sir dung dén ndm 2030, sia doi kich
thude tham so theo bit 2048 < L <3072, 256 <N < 384 (de phu hop vai 16 trinh cip nhit
cong nghg);
- Di voi thuat toan ECDH, ECDSA: Piéu chinh thdi han sir dung dén nam 2030,
stra doi kich thude tham so theo bit thanh 250 < nlen < 384 (d€ phu hop vai 19 trinh cép nhat |
cong ngh¢);
- D6 voi thuét t’:oén GOST R 34.10-2012: Piéu chinh thoi han st dung tir 2027 1én
2030 (theo cac khuyén nghi chung vé mat ma hau lugng tu).
Bing 8 — Quy dinh vé dic tinh k¥ thuat va thoi gian 4p dung doi véi thujt
toan mat ma phi doi xing

STT Thuat toan Kich thuée tham sé theo bit S}r dl'l,n g
dén nam

2048 <nlen <3072 2028

1 RSA
nlen = 3072 2030
2048 <L <3072,
2 FFDH 2030
256 <N <384
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Fe T T e

STT Thuait toan Kich thwée tham s theo bit S?’ dl'l,n 5
% dén nam
ECDH,
3 250 <nlen <384 2030
ECDSA
4 GOST R 34.10-2012 nlen > 256 2030
CHU THICH:

Dbi VO’l RSA va ECDSA, cac tiéu chuin cho tham sé an toan, cac thudt toan sinh khoa va cac bd
tham s6 cu thé trong quy chuin ap dung theo FIPS 186-5.

DPéi voi FFDH, cac tiéu chudn cho tham sb an toan, cac thuat toan sinh khéa va cac bo tham $6
cu thé trong quy chudn 4 ap dung theo NIST SP 800-56A Rev.3.

Dbi véi ECDH, cac tiéu chuin cho tham sb an toan, cac thudt toén sinh khoa va cac b tham sb
cu thé trong quy chudn 4 ap dung theo NIST SP 800-56A Rev.3.SP 800-56C Rev. 2.

- Dbi voi GOST R 34 10-2012, cac tiéu chuin cho tham s6 an toan, cac thuit toan sinh khoa va

cac bo tham sd cu thé ap dung theo trong quy chuén nay ap dung theo GOST R 34.10-2012 (RFC
7091).

4.5 Thuéit toan bam

Tai Bang 3: Bb sung thuat toan bam nhu sau:

STT Thuat toan Tham chiéu

1 GOST R 34.11-2012 [RFC 6986]

Tai bang 9: B6 sung quy dinh v& dic tinh k¥ thut va thoi gian ap dung déi voi
thuat toan bam nhu sau:

STT Thuit todn Str dyng
dén nam
1 GOSTR 34.11-2012 2030
CHU THICH:

Di véi GOST R 34.11-2012, céc tiéu chudn cho tham s6 an toan va céc bo tham s6 cy thé ap dung
theo trong quy chuan nay 4p dung theo GOST R 34.11-2012 (RFC 6986).

4.6 Thoi han sir dung

Diéu chinh thoi gian duge phép sir dung tai cdt “Str dung dén nam” trong céc bang
10 muc 2.2.4, bang 11 myc 2.2.5 va bang 12 myc 2.2.6 nhu sau:

Stra nam “2027” thanh nam “2030”.
4.7 Quy dinh vé an toan trong sir dung
Tai muc 2.3 Quy dinh vé an toan trong str dung, cap nhat muc 2.3:
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- Trong mé hoa/giai ma dir li¢u bing thudt toan mé hoa ddi ximg phai sir dung
mdt trong cac ché do sau: XTS, CCM, GCM, MGM.
- Trong boc khoa bing thut toan ma hoa dbi xing phai sir dung mot trong cic
ché do sau: KW, KWP, CCM, GCM.
= Ddi voi ché @6 CBC, chi dugc phép stir dung aé giai ma dir liéu ci, khong dung
de ma hoa dir liéu moi.
-Cac kl}()a mat ma chi dugc sir dung cho mot muc dich, khong dugc phép sur dung
chung khoa dé ma hoa khoa va ma hoa dir li¢u
- P6i véi thuat toan RSA, chi duge phép st dung lugc d6 KTS-OAEP va KTS-
KEM-KWS cho van chuyén khoa.

- Trong ma hoa dir li¢u duoc truyen tai, ap dung hai giao thirc IPSec va TLS (phién
ban TLS 1.2 va TLS 1.3) dé cung cép kha ning bao vé bd sung (néu co).

4.8 Quy dinh vé quén 1y, chip nhin két qua thir nghiém
- Thay thé muc 3.1 bang:

“Cac mirc gidi han cua dac tinh k¥ thudt mat ma néu tai Quy chuin nay la cac
chi tiéu an toan phuc vu quan 1y theo quy dinh vé quan 1y chat lugng san pham mat
ma déan sy dugc quy dinh cua phap luat.”

- Thay thé muc 3.2 bang:

“Cong bd hop quy, chirng nhan hop quy, kiém tra chét lugng san pham theo
Thong tu 56 28/2012/TT-BKHCN ngay 12/12/2012 cua Bg khoa hoc va Cong nghé
quy dinh vé cOng b hop chuén, cong bé hop quy va phuorng thirc danh gia sy phu hop
v6i tiéu chuan, quy chuan ky thuat, trong Quy chuan nay dugc thyuc hién theo phuong
thirc 1; Thong tu s6 02/2017/TT-BKHCN ngay 31/3/2017 cia Bo khoa hoc va Cong
nghé sira d6i, bd sung mot s6 diéu cua Thong tu sO 28/2012/TT- BKHCN ngay
12/12/2012. Quan 1y cong bd hop quy dua trén két qua chimg nhan ctia t6 chirc chiing
nhan dugc chi dinh theo quy dinh cua phap luat.”

- Thay thé muc 3.4 bang:

“Ban Co yéu Chinh phii xem xét thira nhan két qua déanh gid sy phu hop do t6
chirc danh gia su phu hop nudc ngoai thuce hién dbi véi cac san phdm mat ma dan su
thugc trach nhiém quan ly.”

4.9 Trach nhiém cia t6 chirc, ca nhan
Chuyén muc 3.5 thanh muc 4.1, thay thé nhu sau:

“4.1 Cyc Quan ly mat ma dén su va Kiém dinh san phim mit maé - Ban Co yéu
Chinh phit 13 co quan tiép nhan cong bd hop quy, kiém tra nha nudc vé chat lugng san
pham mat ma dan su.

4.2 Cac t6 chirc, ca nhan c6 hoat dong san xuét, kinh doanh san phdm m4t ma
dan sy thudc pham vi diéu chinh cta quy chuin nay c6 trach nhiém thuc hién cac quy
dinh vé& chitng nhén, cong bd hop quy va chiu su kiém tra cuia co quan quan ly nha
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nudce theo cac quy dinh hién hanh.”
4.10 T6 chirc thuc hién:
B sung muc 5.4 vao Diéu 5 nhu sau:

“5.4 Trong truong hop cac van ban quy pham phap luat quy dinh tai quy chuin
ky thudt nay cé sy thay di, b6 sung hoic duoc thay thé thi thuc hién theo cac van ban
moi. Trong trudng hop cac tiéu chudn dugc vién din trong quy chuén nay co su thay
d6i, bd sung, thay thé thi thuc hién theo hudng din ciia B6 Qudc phong.”

4.11 Cap nhat ma HS tai Phu luc

Cap nhat cac thay ddi tai Nghi dinh 211/2025.ND-CP ctia Chinh phu, thay thé
bang Phu luc Quy dinh vé mi HS cua san pham bao mat dit liu lwu gilt nhu sau

Tén Mo ta dac tinh
STT . Ma HS Mo ta hang hoa
san pham | ky thuit mat ma

01 8523.51.11 | Cac thiét bi luu trit bén vimg, thé

ran cua hang hoa la dia, bing, cac
02 8523.51.21 | ., . s .
thiét bi luu trit bén vitng, thé ran,

“thé théng minh” va cac phuong
tién luu trir thong tin khac dé ghi
am thanh hodc cac ndi dung, hinh

thirc thé hién khac, di hoic chua

San pham st dung ghi, ké ca ban khudén miu va ban
q .| cac thuat toan mét goc dé san xudt ghi bang dia,
San pham - .
_ ma, ky thudt mat nhung khong bao gom cac san
bao mtda | . ”g = ¢
. _ | ma dé bao vé dir pham cua vat liéu anh hodc dién
ligu luu gitr | . .
03 ligu luu gitr trén | 8523.51.99 | anh gém:
thiét b

- Loai dung cho may vi tinh cta
loai chua ghi;

- Loai dung cho may vi tinh caa
loai dé tai tao cac hién tugng trir
am thanh hodc hinh anh;

- Loai khac voi hang héa thude

nhom 8523.51.11, 8523.51.21.
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04

05

8523.52.00

- “Thé thong minh”.

06

8525.81.10

07

8525.81.20

08

8525.81.90

Thiét bi phat ding cho phat thanh
song vo tuyén hodc truyén hinh, co
hodc khong gin véi thiét bi thu
hodc ghi hodc tai tao am thanh;
camera truyén hinh, camera k¥
thuat sd va camera ghi hinh anh
gbm:

- Camera ghi hinh anh;

- Camera truyén hinh;

- Loai khac.

09

8542.32.00

B0 nh¢ cia mach dién tir tich hop.

10

8471.30.90

11

8471.41.90

12

8471.49.90

8471.80.90

May xu 1y dir ligu ty dong va cac
khéi cinic nang cua ching; dau doc
tir tinh hodc dau doc quang hoc,
may truyén dir liéu 1én cac phuong
tién truyén dit lidu dudi dang ma
hoéa va may x\r ly nhitng dix lidu
nay, chua dugc chi tiét hodc ghi ¢

noi khac gbém:

- Loai khac cua hang hoa la may xu
ly dir liéu tu dong loai xach tay, co
trong lwong khong qua 10 kg, gom
it nhat mot don vi xir 1y dit liéu
trung tim, mdt ban phim va mot
man hinh;

- Loai khac cua hang hoa chira

trong cung mot v ¢d it nhat mot
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dong.

don vi xtr ly trung tim, mot don vi
nhap va mot don vi xudt, két hop
hoac khong két hop vi nhau;
- Loai khac, & dang hé théng;
- Loai khac cua hang hoéa 1a cac bd

may khac cua may xu ly dir liéu tu

5 Bang ddi chiéu ndi dung QCVN véi céc tai liéu tham khio

Tén ngi dung

Tai liéu tham khao

Phwong an xay
dung

B,(;) sung quy dinh
do1 voi thudt toan
MKV

TCVN 14263:2024 “Cong ngh¢ thong tin - K§ thuét
an toan - Thuat toan ma khoi MKV”

Chéap nhédn toan
ven

Loai bo thuat toan
TDEA

NIST SP 800-131A Rev.2 (2019)

Chép nhan toan
ven

B sung quy dinh
vé an toan déi voi
cac thuat toan mat
ma sir dung ché do
CBC tai bang 7 va
muc 2.3

NIST Special Publication 800-38A,
Recommendation for Block Cipher Modes of
Operation.

NIST Special Publication 800-38E,
Recommendation for Block Cipher Modes of
Operation: The XTS-AES Mode.

NIST Special Publication 800-57,
Recommendation for Key Management.

IEEE Std 1619, Standard for Cryptographic
Protection of Data on Block-Oriented Storage
Devices.

BSI TR-02102-1, Cryptographic Mechanisms:
Recommendations and Key Lengths.

Common Criteria Portal, Supporting
Documents and Guidance.

Dua theo khuyén
nghi cua cac to0
chire

B sung quy dinh | RFC 9058 Chap nhan toan
ve ché do MGM ven
Loai bo thuét toan | FIPS 186-5 Chép nhén toan
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DSA

ven

Loai bo thuit toan
GOST R 34.10-
2001

GOST R 34.10-2012 (RFC 7091)

Chép nhan toan
ven

B6 sung quy dinh
thuat toan RSA

FIPS 186-5; TR-02102-1; NIST Special
Publication 800-57 Part 1 Revision 5, NIST SP
800-56B Rev. 2

Bo sung quy dinh
thuat toan FFDH

NIST SP 800-56A Rev. 3; TR-02102-1; NIST
Special Publication 800-57 Part 1 Revision 5, NIST
SP 800-56C Rev. 2, RFC 2631, RFC 3526, RFC
7919

Can cuo ngudng
duéi cua quy
dinh d6i véi cac
san pham mat
ma thu¢c pham
vi bi mat nha
nudc; Dua theo
khuyfén nghi cua

thu nghiém

chuén va quy chuin ki thuat (2025)

. _ cac to chic
B0 sung quy dinh | NIST SP 800-186, NIST SP 800-56A Rev. 3; NIST
thuit toan ECDH | SP 800-56C Rev. 2; TR-02102-1; NIST Special
Publication 800-57 Part 1 Revision 5
Bo sung quy dinh | FIPS 186-5; NIST SP 800-186, TR-02102-1; NIST
thuét toan ECDSA | Special Publication 800-57 Part 1 Revision 5, RFC
6090
B6 sung quy dinh | RFC 7091
thuat toan GOST
R 34.10-2012
Chap nhan két qua | Luat Sira d6i, bo sung mot s6 didu cua Luat Tiéu | Dya theo khuyén

nghi cua cac to
chirc

Cap nhat ma HS
tai Phu luc

Nghi dinh 211/2025/ND-CP

Chip nhan toan
ven

6 Danh gia tac dong ap dung Sira d6i QCVN

Viéc trién khai stra d6i QCVN ddi véi cdc san pham mdt ma dan s thudc nhém
san pham bao mét dir liéu luu gi tai thoi didm nay 1a van dé cép thiét, lién quan truc
tiép dén cong tac bao dam an toan thong tin mang, béo vé quyén riéng tu va lgi ich cua
ngudi st dung. Quy chuén nay ap dung ddi véi cac td chirc, ca nhan san xuit, kinh
doanh va sir dung san phdm mat ma din sy dé bao vé thong tin khong thudc pham vi

bi mat nha nudc.

Cac dbi twong chiu tac dong khi QCVN dugc ban hanh:

- Doanh nghiép san xuit/kinh doanh/nhap khau: phai ddm bao dép tmg QCVN va
phai chimg nhén, cong bd hop quy khi kinh doanh san pham tai thi truong Viét Nam.
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- Ngudi sir dung (co quan, tb chirc, ngudi tiéu dung): Mirc d9 anh huong thap
do 1a d6i trong thu huong cudi cung. Cac yéu t an toan duge dam bao, bao vé loi ich
ctia ngudi dung cudi.

6.1. Tac dong dén thi trudng san pham

* Tac dong tich cuc:

- Nguoi st dung cubi (d6i tugng ap dung): Tang cam gidc an tm va tin tuong
khi sir dung cac san phém mat ma dan sy da dugc cong bd hop quy. Bao vé quyén riéng
tu va dit liéu cé nhén cua ho trudce cac rii ro mét an toan thong tin. Giam thiéu rui ro
mét dir liéu quan trong va thong tin nhay cam. Tang kha ning dap g cac yéu cau vé
bao vé dit lidu va quyén riéng tu tir phia khach hang va co quan quan ly. Tang cam giac
an toan va ho trg cho viéc xay dung mdt moi trudng séng va lam viée an toan hon.

- Nha san xuat: Nang cao uy tin va niém tin cua khach hang thdng qua viéc cung
cap cac san pham dugc ching nhén hgp quy. Céc san pham noi dia chat luvgng cao cé
co hoi tiép can thi truong nude ngoai ¢b yéu cau cao.

- Nha phan phdi va ban 1é: C6 thé sir dung chimng nhan hop quy cua san phim
lam lgi thé ban hang dé thu hit khach hang va ting doanh s6 ban hang.

- T6 chirc d¢anh gia su phu hop va cap chimg nhén: thuén loi trong viéc trién khai
cong tac danh gia chét luong san pham mat ma dan sy, giam thoi gian kiém dinh, ddnh

gia, tranh kiém tra chong chéo ma vén dam bdo rang cac san pharn hang hoa trén thij
truong dap tmg diy di yéu ciu vé an toan, chit lugng va bdo vé nguoi tiéu dung.

* Tac dong khong tich cuc:

- Tang chi phi: Qua trinh cdp chimg nhan hop quy va cong bd hop quy c6 thé
doi hoi dau tu 1on vao viéc ning cép va thay doi cdng nghé, 1am ting chi phi san xuét
va phan phéi cac san phdm bao mét dir lidu luu gitt.

- Phitc tap hoa quy trinh san xuét: Viée tudn thu cac yéu clu tai Stra ddi Quy
chudn c6 thé doi hoi cac quy trinh va thu tuc phire tap hon trong qua trinh san xuét, lam
tang chi phi va thoi gian san xuat.

- Giam hiéu suat san xuat: Tich hop céc bién phép dam bao yéu ciu ki thuat ¢6
thé 1am gidm hi¢u suat san xuét do ting thoi gian kiém tra va thir nghiém, ciing nhu
viéc 4p dung cac quy trinh kiém soat chét lugng nghiém ngét hon.

- Tang thoi gian tién hanh kiém dinh va cip chimg nhan: Qua trinh dat dwoc
chimg nhan hop quy c6 thé doi hoi thoi gian dai va ton kém dé thuc hién kiém dinh,
danh gia sy phu hop, lam tri hodn viéc tung ra thj trudng va 1am chdm qua trinh phat
trién san phim moi.

6.2. Tac dong dén co quan quén Iy nha nuée chuyén nganh
* Téc dong tich cuec:
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- Gop phan vao viéc ning cao an toan va quan Iy rai ro trong quan Iy nha nude
ddi véi linh vie mat ma dén sy.

- Thuén loi trién khai cong tic quan 1y nha nudc, quan ly chét lugng san pham
mat ma dan sy, déng thoi tao thuan loi cho thuong mai quoc té, tranh kiém tra chong
chéo, giam chi phi cho doanh ngh1ep ma van dam bao ring cac san pham, hang hoa trén
thi truong dap ing day di yéu cau vé an toan, chat lwong va bao vé ngudi tiéu ding.

* Tac dong khong tich cuc:

- Cén hoan thién, nang cao ning luc do kiém, danh gia dé thuc hién cong tac
danh gia, cap chiing nhan hgp quy cho san pham.

- Can hoan thién co ché hop tac quoc té, danh sach t6 chirc dugce chi dinh, to
chirc quoc té c6 nang luc dugc cong nhan.

6.3. Tac dong dén ngudi st dung dau cudi

Ngudi sir dung dau cudi 1a déi tugng dugc thy hudng tich cuc khi san phim
dugc quan ly, bao mat, dap tmg cac quy dinh cia QCVN./.
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