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BO QUOC PHONG CONG HOA XA HOI CHU NGHIA VIET NAM

Poc lap - Tw do - Hanh phic
8é: 46  12025/TT-BQP Ha Ngi, ngay AR thdng F ndm 2025
. i . CONG THONG TIN BIEN TV CHiH P
VAN PHONG CHINH PHU THONG TU o T U
A EN | B .
CONG VAN BEN l Ban hanh “Quy chuin ky thuat quéc gia vé x4c thire g b2 #1.2025....

G ... Ngdy .2 2LE.... lwru trir tai liéu s6 lau dai ciia cac co quan Pang, Nha nwéc”

ﬂKmhchuyén ....... M 75 -

T Can e Ludt Tiéu chuan vé Quy chudn k§ thudt ngay 29 thang 6 ném 2006;

Can cu Ludt Giao dich dién tir ngdy 22 thdng 6 ndm 2023,

Can cwe Lugt Luu trit ngay 21 thang 6 ndm 2024,

Cén cie Nghi dinh s6 127/2007/ND-CP ngay 01 thdng 8 ndm 2007 ciia
Chinh phi: quy dinh chi tiét thi hénh mét sé diéu cia Ludt Tiéu chudn va Quy
chudn ky thudt; Nghi dinh s6 78/2018/NP-CP ngay 16 thang 5 ndm 2018 cia
Chinh pht siea doi, b6 sung mgt sé diéu cia Nghi dinh sé 127/2007/ND-CP
ngay 01 thang 8 ndm 2007 cua Chinh phit quy dinh chi tiét thi hanh mét sé diéu
ciia Lugt Tiéu chudn va Quy chudn ky thudt,

Cén cie Nghi dinh s6 09/2014/ND-CP ngay 27 thang 01 ndm 2014 cia
Chinh phi quy dinh chirc ndng, nhiém vu, quyén han va co cdu to chirc ciia Ban
Co yéu Chinh phi;

Cén ctr Nghi dinh s6 01/2022/NB-CP ngay 30 thing 11 nim 2022 cia
Chinh phu quy dinh chiec ning, nhiém vu, quyén han v co céu t8 chirc ciia Bé
Quéc phong; Nghi dinh sé 03/2025/NP-CP ngay 28 thang 02 ndm 2025 cua
Chinh phil, sira d6i, b6 sung mét sé diéu cua Nghi dinh sé 01/2022/ND-CP ngay
30 thang 11 ndm 2022 cua Chinh phu quy dinh chirc ndng, nhiém vy, quyér: han
va co cdu to chitc cua B Quéc phong;

Cén cit Nghi dinh sé 68/2024/NP-CP ngay 25 thing 6 nam 2024 ciia
Chinh phi quy dinh vé chit ky sé chuyén dimg cong vu;

Theo dé nghj ciia Truong ban Ban Co yéu Chinh phi;

Bé truomg B Quéc phong ban hanh Théng tu quy dinh Quy chudn kj thudt
quoc gia vé xde thue heu tri tai liéu s6 16u déi cia cée co quan Dang, Nha nuéc.

Diéu 1. Ban hanh kém theo Thong tu nay Quy chun k§ thuat qubc gia vé
xac thyc luu trix tai liéu sb lau dai cia cac co quan Dang, Nha nuéc.

Ky hiéu: QCVN 16:2025/BQP.

Diéu 2. Thong tu ndy ¢6 hiéu lyc thi hanh k& tir ngay 04 thang 4 nim 2025.
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Piéu 3. Trudng ban Ban Co yéu Chinh phu, Thi trrdng cac co quan, don vi,
td chirc va ¢4 nhan ¢6 lién quan chiu trach nhiém thi hanh Thoéng tu nay./.
/\%

Noi nhin: . TRUONG
- Thit tuéng Chinh phii, cée Phé Thi tuéng Chinh phu (48 b/c) A

- Céc bg, co quan ngang b, co quan thugc Chinh phu
- Tinh dy/thanh iy, HDND, UBND cic tinh, thanh phd
tryc thudc Trung uvong;

- Van phong Trung uvong Péng va cic Ban cia Dang;

- Van phong Téng Bi thu;

- Vin phong Chu tich nuéc;

- Hoi ddng Dan toc va céc Uy ban ctia Quéc hdi;

- Vin phong Quéc hoi;

- Toa an nhan dén ti cao; Pai twéng Phan Vin Giang
- Vién kiém st nhin dén t6i cao;

- Kiém to4n nha nuéc;

- Uy ban Trung wong Mit trin T4 qubc Viét Nam;

- Co quan Trung wong cia cic doan thé;

- Ldnh &aoc BQP;

- Ban Co yéu Chinh phu;

- Vin Phbng/BQP;

- Cyc Phap che/BQP

- Cuc Tiéu chuin - Po ludng - Chit lugng/BTTM;

- Céng TTPTBQP;

- Lvu: VT, BCY. ATu236.
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L&i néi dau

QCVN 16:2025/BQP do Cuc Chirng thye s6 va Bao mat théng tin - Ban Co
yéu Chinh pht bién soan, Ban Co yéu Chinh pha trinh duyét, Bd Khoa hoc
va Coéng nghé thdm dinh, Bd trwdng B Québc phong ban hanh theo kém
Théng tw s6 ..... /2025/TT-BQP ngay ... thang ....ndm 2025,



QUY CHUAN KY THUAT QUOC GIA
VE XAC THUC LUU TR TAI LIEU SO LAU DAl

CUA CAC CO QUAN PANG, NHA NUO'C
National technical regulation
on authentication long-term in digital document archives
of party and state agencies
1 QUY DINH CHUNG |
1.1 Pham vi diéu chinh

Quy chuén k¥ thuat qudc gia nay quy dinh mirc gi¢i han cac dic tinh ky
thuat vé xac thwc trong hoat ddng nghiép vu lwu triv déi véi tai lieu lwu triv sbé
duwoc ky 6 bang chirng thuw chir ky sé chuyén dung céng vu.

1.2 B6i twong ap dung

Quy chuan ky thuat quéc gia nay ap dung ddi véi cac co quan, td chire, ca
nhan co lién quan khi quan ly, st dung dich vu ching thire chiy ky s6 chuyén
dung c8ng vu trong hoat d@6ng nghiép vu lwu trir d6i voi tai liéu lwu triv sb.

1.3 Tai liéu vién dan

Cac Tai liéu vién dan sau l1a cén thiét cho viéc ap dung Quy chuan nay.
Trwdng hop cac Tai liéu vién dan duoc stra ddi, bd sung hodc thay thé thi ap
dung phién ban mé&i nhat.

Tiéu chuan I1SO 14533-1:2022, Quy trinh, phan t& dir liéu va tai liéu trong
thwong mai, cong nghiép va quan tri - hd so chiy ky dai han, Phan 1: Hb so chi
ky dién t&r nang cao CMS (CAJES). |

Tiéu chuan 1SO 14533-2:2021, Quy trinh, phan tlr di lidu va tai lidu trong
thwong mai, cong nghiép va quan tri - hd so chtv ky dai han, Phan 2: Hb so chi
ky dién t&r ndng cao XML (XadES).
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Tiéu chuan 1SO 14533-3:2017, Quy trinh, phan t&r di¥ liéu va tai liéu trong
thwong mai, cong nghiép va quan tri - Hd so chiv ky dai han, Phan 3; Hb so
chir ky dai han cho Chi¥ ky Bién t&r Nang cao PDF (PAdES).

Tiéu chuan 1ISO 14533-4:2019, Quy trinh, phan t& dir liéu va tai liéu trong
thwong mai, céng nghiép va quan tri - H6 so chi¥ ky dai han, Phan 4: Thudc
tinh tré dén ddi twong chi bang chirng (bén ngoai) clia sw tdn tai dwoc sir dung
trong cac dinh dang chit ky dai han (PoEAttributes).

TCVN 11816-3:2017 (ISO/NEC 10118-3:2004) “Cong nghé thong tin - Céc
ky thuat an toan - Ham bam - Phan 3: Ham bam chuyén dung”.

Khuyén nghi RFC 3161, Giao thirc du thoi gian (TSP).

Khuyén nghi RFC 6960, Giao thirc kiém tra trang thai chirng thw chiv ky s
truc tuyén (OCSP).

Tiéu chuén cua Vién tiéu chuén va Céng nghé qudc gia Hoa Ky, FIPS 186-
4, Tiéu chuan vé ch ky s6 (DSS), thang 7 ndm 2013.

Tiéu chuén cla Vién tiéu chuan va Céng nghé quéc gia Hoa Ky, FIPS 180-
4, Tiéu chuan vé& Ham bam an toan (SHS), thang 8 nam 2015.

Tiéu chuan ctia Vién tiéu chuén va Céng nghé quéc gia Hoa Ky, FIPS 202,
Tiéu chuan SHA-3: Ham bam dua trén hoan vi va ham dau ra cé thé mé réng,
thang 8 nam 2015.

Tiéu chuén cla tb chire IETF, Bao vé di¥ liéu bing mat ma trén thiét bi lwu
trir theo khéi, thang 10 nam 2018.

1.4 Giai thich tir nglv

Trong Quy chuan nay, céc tir nglr dwéi day dwoc hiéu nhw sau:
1.4.1. Khuén dang dir liéu phuc vu xac thwce lau dai

La mét loai dir liéu ¢6 cau tric, dwoc tham chiéu dén hd so, tai liéu lwu tri
nham chirng minh sw tén tai (thdi diém bat dau dwa vao lwu triv), toan ven clia

hd so, tai liéu do.
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1.4.2. Mat ma

La nhirng quy tdc, quy wéc rieng ding dé thay ddi hinh thtre biéu hién
théng tin nham bao dam bi mat, xac thuc, toan ven cla ndi dung thong tin.

1.4.3. Ky thuat mat ma

La phwong phap, phwong tién cé trng dung mat ma dé bao vé théng tin.
1.4.4. Md héa

La qua trinh ding ky thuat mat ma dé thay dbi hinh thire biéu hién thang tin.
1.4.5. Giaima

La phép bién @i ngwoc clia qua trinh ma héa tuwong (ng.
1.4.6. Khéa

La day ky tw diéu khién hoat déng cla bién ddi mat ma.
1.4.7. Mat ma khéng déi xieng

La mat ma trong dé khda dwoc str dung cho phép ma héa hoac giai ma
gdm hai thanh phan Ia khéa céng khai va khoa bi mat v&i dac tinh co thé dé
dang tinh toan dwoc khoa céng khai néu biét khéa bi mat nhwng khdng kha
thi vé mat tinh toan d& tinh dwoc khéa bi méat tir khéa cbng khai.

1.4.8. Thuat toan bim
La thuat toan thiwe hién qua trinh bién dbdi chudi dir liéu dau vao coé do
dai bat ky thanh mét chudi di¥ liéu dau ra dac trung c6 d6 dai cb dinh.

1.4.9. Té chirc cung céap dich vu chirng thwe chir ky sé chuyén ding

coéng vu

La Cuc Chirng thwe sb'va Bao mat théng tin trwc thudc Ban Co yéu
Chinh phu.

1.4.10. Chirng thw chiv ky sé

La chirng thw chiv ky dién tt ddi véi chiv ky sd.



1.5 Chir viét tit
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Chir viét tit

Tén tiéng anh

Tén tiéng viét

EC Elliptic Curve Buwéng cong Elliptic
ECDSA Elliptic Curve Digital Thuat toan chir ky s6 dwa
Signature Algorithm trén dwédng cong Elliptic
FIPS Federal Information Tiéu chuan x& ly théng tin lien
Processing Standards bang (Hoa Ky)
FIPS PUB | Federal Information Cong bé tiéu chuan xir Iy
Processing Standards théng tin lién bang (Hoa Ky)
Publication
NIST National Institute of Standards | Vién Tiéu chudn va Ky thuat
| and Technology quéc gia (Hoa Ky)
QCVN Quy chuan ky thuat qudc gia
(Viét Nam)
RFC Request for Comments Dac ta ky thuat do td chirc
| IETF (Internet Engineering
Task Force) céng bd
RSA Rivest - Shamir - Adleman Thuét toan, phwong phap ma
hdéa va chirng nhan théng tin
dién t&r do 3 nha khoa hoc
Rivest, Shamir va Adleman
phat minh
SHA Secure Hash Algorithm Thuat toan bam an toan
TCVN Tiéu chuan ky thuat quéc gia

(Viét Nam)
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1.6 Ky hiéu
Ky hiéu Mb ta
nlen Péi v6i thuat toan RSA: nfen 1a dd dai modulo theo bit;

Doi véi thuat toan ECDSA: nlen 1a do dai theo bit clia cap
cla phan t& sinh
2 QUY PINH Ki THUAT
2.1 Quy dinh vé khuén dang chir ky sé
2.1.1 Khudn dang chir ky s6
S dung khudn dang ch ky s6 trong danh sach sau:

Bang 1 - Danh muc cac khuén dang chir ky sé dwec phép s dung

STT Loai Tham chiéu
1 CAdES 1ISO 14533-1:2022
2 XadES SO 14533-2:2021
3 PAdES 1ISO 14533-3:2017

2.1.2 Théng tin bét budc phai c6 trong cac khuén dang chiv ky sé

- Chirng thu chir ky sé chuyén dung céng vu cha chi thé thwc hién ky sb
va danh sach chirng thu chir ky s6 bi thu hdi (CRL) hoic trang thai chirng
thw chi¥ ky sé truc tuyén (OCSP) dwoc coéng bd bdi Td chirc cung cép dich

vu chirng thwe chir ky s6 chuyén ding cdng vu tai thdi diém dwa vao lwu tr;

- Chirng thu chir ky s chuyén dung cdng vu trung gian (néu c6) va danh
sach chirng thuw chi¥ ky sé bi thu hoi (CRL) hodc trang thai chirng thw chiv ky
s6 truc tuyén (OCSP) dugc cong bd bdi TS chirc cung cép dich vu chirng

thwe chiv ky s6 chuyén dung céng vu tai thoi diém dwa vao lwu triy;

- Chirng thw chi¥ ky s6 chuyén dung cong vu géc va danh sach chirng
thu chiv ky sé bi thu hdi (CRL) hodc trang thai chirng thuw chir ky sb truc



QCVN 16:2025/BQP
tuyén (OCSP) dwoc cong bd bdi To chire cung cép dich vu chirng thire chir
ky s6 chuyén ding céng vu tai théi diém dwa vao lwu triv.

- D4u th&i gian hop 1& trwdc thei didm duwa vao lwu trly; dia chi may cha
d4u thoi gian dwoc céng bd béi T chirc cung cap dich vu chirng thuc chi

ky s& chuyén dung ¢dng vu.
2.2 Quy dinh vé khuén dang di¥ liéu phuc vu xac thwe lau dai

Sir sung khuén dang di¥ liéu cla thanh phan phuc vu xac thwe lau dai cho
tai liéu lweu trlr nhuw sau:

Bang 2 - Khudén dang dir liéu phuc vu xac thwec lau dai dwoc phép s

dung
STT Loai Tham chiéu
1 PoEAttributes 1ISO 14533-4:2019

2.3 Quy dinh vé thuat toan mat ma
2.3.1 Quy dinh vé cac thuat toan mat ma dwoc sitr dung
2.3.1.1 Thuét toadn méat méa khéng dbi xtrng

S dung thuat toan trong danh sach sau:

Bang 3 - Danh muc thuét toaAn mat ma khéng d6i xirng dwoc phép s dung

STT Thuat toan Tham chiéu

[FIPS 186-4],
1 RSA
[SP 800-56B Rev. 2]

2 ECDSA [FIPS 186-4]

2.3.1.2 Thuét toan bam

St dung thuat toan bam trong danh sach sau:
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Bang 4 - Danh muc thuat toan bam dwoc phép sir dung

STT Thuat toan Tham chiéu

[TCVN 11816-3],

1 | SHA-256, SHA-384, SHA-512/256, SHA-512
[FIPS 180-4]

2 | SHA3-256, SHA3-384, SHA3-512 [FIPS 202)

2.3.2 Quy dinh vé thoi gian st dung cac thuat toan mat ma
2.3.2.1 Thuét todn mat ma khéng déi xing
St dung thuét toan méat ma khong dbi xirng phai tuén tha cac quy dinh sau:

Bang 5 - Quy dinh vé dic tinh ky thuat va thoi gian ap dung d6i véi thuat

toan mat ma khéng d6i xirng

Kich thwé'e tham| S dung Tai liéu
STT Thuat toan P . .
s0O theo bit den nam tham chieu
QCVN
1 RSA nlen = 3072 2027 15:2023/BQP
QCVN
2 ECDSA nlen z 256 2027 15:2023/BQP

CHY THICH:

Céc tiéu chuan cho tham sb an toan, cac thuat toan sinh, cac bd tham sé
cu thé cho cac thuat toan RSA, ECDSA trong quy chun nay ap dung theo
tiéu chuan FIPS 186-4.

2.3.2.2 Thuéat toéan bam
Str dung thuat toan bam phai tuan thu quy dinh sau:
Bang 6 - Quy dinh vé dic tinh ky thuat va thoi gian ap dung déi véi thuat

toan bam

10
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St dung Tai liéu

STT Thudt toan < . y
‘ den nam (tham chieu
QCVN
1 | SHA-256, SHA-384, SHA-512/256, SHA-512| 2027
15:2023/BQP
QCVN
2 | SHA3-256, SHA3-384, SHA3-512 2027
' 15:2023/BQP

3 QUY PINH VE QUAN LY

3.1 Cac mirc gidi han dc tinh ky thuat cla ch ky s6 chuyén diing céng vu
néu tai Quy chudn nay phuc vu quan ly tai liéu lwu trir s6 1au dai theo quy
dinh cla Luét Lwu triv s6 33/2024/QH15 ngay 21 thang 6 ndm 2024.

3.2 Dich vu ching thwe chir ky sé chuyén dung cdng vu thudc pham vi diéu
chinh trong Muc 1.1 Quy chuan nay phai dap (ng quy dinh k¥ thuat trong
Quy chuén nay.

3.3 Hoat dong kiém tra, danh gia tinh hinh st dung chir ky s chuyén diing
cong vu phuc vy xac thuc tai liéu Iwu trir s6 lau dai cla cac co quan Pang,
Nha nwéc duwoc thyc hién theo quy dinh tai Nghi dinh sé 68/2024/ND-CP
ngay 25 thang 6 nam 2024 cla Chinh phl quy dinh vé chir ky s6 chuyén
dung ¢dng vu.

4 TRACH NHIEM CUA CO QUAN, TO CHU'C, CA NHAN

4.1 Cac co quan, td chirc, ca nhan lién quan khi st dung dich vy chirng thuc
ch ky $6 chuyén dung céng vu dé xac thwe trong hoat déng nghiép vu lwu
trlv cla cac co quan Bang, Nha nwéc phadi tuan thi quy dinh trong Quy
chuan nay.

4.2 Cac co quan, td chirc, ca nhan lién quan co trach nhiém thwe hién cac
quy dinh vé& chirng nhan hop quy, céng bé hop quy va chiu su kiém tra cla

co quan quan ly nha nwéc theo cac quy dinh hién hanh.

11
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5 TO CHUC THUC HIEN

5.1 Ban Co yéu Chinh phti chi dao Cuc Ching thic s6 va Bao mat théng tin
hwéng dan, td chirc trién khai quan ly theo Quy chudn nay.

5.2 Trong tredng hep cac van ban quy pham phap luat quy dinh tai Quy chuén
ki thuat nay co su thay dbi, bd sung hodc duwoc thay thé thi thuwc hién theo céc
van ban méi. Trong trwéng hep cac tiéu chuan dugc vién dan trong Quy
chuan nay cé s thay doi, bo sung, thay thé thi thurc hién theo hwéng dan coa
B6 Quéc phoang.

5.3 Trong qua trinh trién khai thiec hién Quy chudn nay, néu cé van dé phat
sinh, vwéng méc, cac co quan, don vj, td chire, ca nhan c¢6 lién quan kip thoi
phan anh bang van ban vé Bé Quéc phdng (qua Ban Co yéu Chinh phi) dé

xem xét, quyét dinh./.

12
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