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< GG THONG T BIEN TU CHtiNH PHO
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DEN zof;y 6]5108 o QUYET DINH
A Ban hanh Quy ch§ dim bao an toan, an ninh théng tin trén
méi trudong mang trong hoat dong cia cic co quan nha nwée
trén dia ban tinh Bén Tre

UY BAN NHAN DAN TINH BEN TRE

Can clr Luat T chirc Héi ddng nhan dén va Uy ban nhén dan ngay 26
thang 11 nam 2003;

Can cir Luat ban hanh vin ban quy pham phép lust cia Hoi ddng nhén
dan va Uy ban nhin dan ngay 03 thang 12 niam 2004;

Can ctr Luit Cong nghé thong tin ngay 29 thang 6 nam 2006;

Cin cir Nghi dinh s6 64/2007/ND-CP ngay 10 thang 4 nam 2007 cua
Chinh phit quy dinh vé& tng dung c6ng nghé thong tin trong hoat dong cua co
quan nha nudc;

'Can c&t Thong tr s6 23/2011/TT-BTTTT ngay 11 thang 8 nam 2011 cua
B6 Théng tin va Truyén théng Quy dinh vé viéc quan 1y, van hanh, st dung va
bao dam an toan théng tin trén Mang truyén sb liéu chuyén dung cia cac co
quan Déng, Nha nuoc;

Xét @& nghi cua Giam dbc S& Théng tin va Truyén théng tai To trinh sb
540/TTr-STTTT ngay 30 thang 7 nam 2013,

QUYET DPINH:

Pidu 1. Ban hanh kém theo Quyét dinh nay Quy ché dam bao an toan, an
ninh théng tin trén mdi tredng mang trong hoat dong cua cac co quan nha mrdc
trén dia ban tinh Bén Tre.

Pidu 2. Cac dng (ba): Chanh Vin phong Uy ban nhan dén tinh, Giam

dbc S& Théng tin va Truyén thong, Tha trudng cac s, ban, nganh tinh, Chu



tich Uy ban nhan din cac huyén, thanh phd, Chi tich Uy ban nhan dan cac xa,
phuong, thi tran chiu trach nhiém thi hanh Quyét dinh nay.

Quyét dinh nay cé hidu lyc sau 10 ngay ké tu ngay ky./.

Noi nhin:

- B9 Théng tin va Truyén thong;

- Website Chinh pha;

- Cuc kiém tra viin ban - BTP (d& kiém tra);

- TT.TU, TT HPND tinh (thay bio céo);

- Doan dai biéu Quéc i tinh;

- Chu tich, cac, PCT.UBND tinh;

- S& Tu phép (tw kiém tra);

- Céc $0, ban nganh tinh (d& thue hién);

- UBND c¢éc huyén, thanh phé (dé thue hién),
- Bao Péng Khéi (dé dang tin);

- Pai PT va TH tinh (dé dua tin),

- Chanh, PCVPNC Nguyé&n Vin Diing (dé biét);
- Website tinh;

- Trung tAm Céng béo tinh (2b),

- Phong Tiép dan (38 niém yét);

- Phong NC: VHXH, TH,

- Luu: VT,

Vé Thanh Hao




UY BAN NHAN DAN CONG HOA XA HOI CHU NGHIA VIET NAM
TINH BEN TRE Doc ldp - Tw do - Hanh phic

QUY CHE
V& viéc dam bao an toan, an ninh théng tin trén méi trwdng mang trong
hoat ddng cua cic co quan nha nwdc trén dia ban tinh Bén Tre
(Ban hanh kém theo Quyét dinh sé 22 /2013/0D-UBND ngay ORthdng 8
nam 2013 ciia Uy ban nhdn ddn tinh Bén Tre)

Chwong 1

QUY DPINH CHUNG

Piéu 1. Pham vi diéu chinh

Quy ché nay quy dinh cdc ndi dung ddm bdo an toan, an ninh thong tin
trén mdi tredmg mang trong hoat ddng cia cac co quan nha nude trén dia ban
tinh Bén Tre, bao gom: ¢6ng tac xay dung cac quy dinh quan ly dam bdo an
toan, an minh thong tin; vi€c ap dung cac bién phap quan ly k¥ thuét, quan ly
van hanh dam bao an toan, an ninh théng tin do1 vé1 hé thong théng tin.

Pidu 2. Péi twong ap dung

1. Quy ché ndy dwoc ap dung d8i voi cac co quan nha nudc trén dia ban
tinh Bén Tre, bao gdm: cac so, ban, nganh thude Uy ban nhan dan tinh; Uy ban
nhan dan cic huyén, thanh phd, Uy ban nhan dén cac x4, phudng, thi tran (sau
day goi tat 1a co quan, don v1).

2. Céan b, cong chire, vién chirc dang lam viéc trong cac co quan, don vi
néu tai Khoan 1 di€u nay va nhitng ci nhén, t6 chirc ¢6 lién quan ap dung quy
ché nay trong viéc van hanh, khai thac hé thong thong tin tai cic co quan, don
VI,

Piéu 3. Muc dich dam bio an toan, an ninh théng tin

1. Giam thiéu céc nguy co gdy sw cb mét an toan théng tin va dam bao an
ninh thdng tin trong qua trinh tic nghiép ca can bo, cdng churc.

2. Céng tac dam bao an toan, an ninh thong tin, bao mat trén md1 truong
mang 1 nhiém vu trong tAm d€ dam béo thanh cong trong viéc tng dung cong
nghé thong tin trong hoat ddng cua cac co quan nha nuéce

Diéu 4. Giai thich tir ngit



1. An toan théng tin sd: 1a thuat ngir diing @& chi viéc bao vé théng tin s
va cdc hé thong théng tin chdng lai cac nguy co tr nhién, cac hanh dong truy
cép, sit dung, phat tan, pha hoai, stra di va pha hiy béat hop pbdp nhim bao
dam cho c4c hé thong théng tin thwc hién dung chic ning, phuc vu dung déi
tuwong mot cach sin sang, chinh xac va tin cdy. No1 dung cia an toan thong tin
bao gbm bao vé an toan mang va ha ting thong tin, an toan may tinh, dit liéu va
ung dung cdng nghé thdng tin.

2. Hé thong thong tin: la mét tap hop va két hop cac phan cung, phan

mém, cac hé thong mang truyén théng duoc xdy dung va st dung dé thu thap,
tao, tai tao, phan phdi va chia sé c4c dir liu, thdng tin, tri thirc nhdm phuc vu

cho cac muc tiéu cia td chirc.

3. An toan, an ninh thdng tin: 12 dam bao thong tin dwgc bao mat, san
sang va toan ven.

4. Tinh tin cy: 1a dam bao thong tin chi c¢6 thé dwoc truy ¢ap boi nhimg
ngudi duge cAp quyén truy cap.

5. Tinh toan ven; 1a bao vé tinh chinh xdc, tinh dﬁy dud cta théng tin va
cac phuong phap xu 1y théng tin.

6. Tinh sin sang: 1a dam bao nhitng ngudi duoe cip quyén co thé truy
cap thong tin va cac tai liéu ¢o lién quan ngay khi c¢6 nhu ciu,

7. Log File: La mot tép tin dugc tao ra boi mdt may chi web hodc may
chu proxy co6 chira tat Cé thong tin vé cac hoat ddng trén may chu do.

8. Firewall: 13 rao chin (phén cimg, phin mém) dwoc 1ap ra nhim kiém
soat nguodt dung mang Internet truy nhip vao cac théng tin khéng mong muon
va ngudi1 dung tir bén ngoai truy nhdp trai phép théng tin trong mang ndi bo.

9. Mbi trueong mang bao gdm: mang ndi bd (LAN); mang dién rdng cua
Uy ban nhan dan tinh, cia nganh (WAN); mang truyén s6 liéu chuyén dung cia
cac co quan Dang, Nha nwoc; mang riéng a0 (VPN), mang Intranet; mang
Internet. '

10. TCVN 7562: 2005: Tiéu chuin Viét Nam v& ma thuc hanh quan ly
an toan théng tin.

11. TCVN ISO/EC 27001: 2009: Tiéu chudn Viét Nam vé quan ly an
toan thong tin sb.

Chwong 11
QUY PINH DAM BAO AN TOAN, AN NINH THONG TIN

Piéu 5. Piéu kién dim bio thwe hién nhiém vu an toan, an ninh
thong tin




1. Céc co quan, don vi phai phd bién nhimg kién thirc co ban vé an toan,
an ninh thong tin cho can b6, céng chirc, vién chirc trude khi tham gia siy dung
hé théng théng tin.

2. Céc co quan, don vi bd tri can bd lam cong tdc chuyén trach vé cong
nghé thong tin phai ¢6 chuyén nganh phu hop va duge dao tao, bdi dudng
chuyén mén ddi véi linh vire an toan, an ninh théng tin.

3. X4c dinh va wu tién phan bd kinh phi can thiét cho cac hoat déng lién
quan dén viéc bao vé& hé thong thong tin, théng qua viéc dau tu cac thiét b
tuomg lira, cdc chuong trinh chdng thu rac, virus may tinh trén hé thong may
chy, may tram va cac cong tac khac lién quan dén viéc bao dam an toan, an

ninh thong tin.

4. Can b tham gia doan kiém tra cdng tac dam bdo an toan, an ninh
théng tin phai duoc trang bi ddy du nhitng kien thirc va dwoc tap huén hang
nam vé cdng tac dam bao an toan, an ninh thong tin.

5. Cac co quan, don vi phai x4y dung, ban hanh quy ché ndi bé vé dam
béo an toan, an ninh thong tin; phai can cir cic ndi dung cia tiéu chuan TCVN
7§62:2005 va TCVN ISO/IEC 27001:2009. Quy ché nay quy dinh 13 cac véan
de sau;

a) Muc tiéu, pham vi va d8i tuong ap dung.

b) Quy dinh cu thé quyén va trach nhiém cia ting d6i twong: 1anh dao
-don vi, ldnh dao cap phong, can b6 chuyén trach veé céng nghé thdng tin va
nguoi str dung.

¢) Quy dinh vé cip phat, thu hdi, cép nhat va quan ly cac tai khoan truy
cap vao hé thdng théng tin phai dam bao chit ché, dung quy dinh.

d) Quy dinh vé an toan, an ninh théng tin trén moi trudng mang trong ndi
b6.

d) Co ché sao Iru dir liéu; co ché thong tin, bdo c4o va phdi hop khéc
phuc su ¢d.

e) Theo d5i, kiém tra, théng ké, tdng hop, bao céo theo dinh ky va dot
XUuAit.

h) T6 chirc thuc hién.

Piéu 6. Trang thiét bi va ha ting cong nghé thong tin

1. Phong may chi

Phong may chu ctia cdc co quan phai doc 18p, bd phan chuyén trach hay
can bd chuyén trach céng nghé thdng tin true ti€p quan ly, cac can bd khong
li€n quan khong duogc vao phong may chi. Phong may chu phai ddm bao kho,

thoang, ngudn dién cung cap dam bao tinh 6n dinh cao. Phong mdy chu phai
duoge trang bi may lanh va vin hanh Lién tuc. Tuy theo diéu kién cua tung co
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quan ma b tri phong may chi riéng hodc ¢6 thé ghép chung voi bo phén khac
nhung vin dam bao may chu hoat ddng 6n dinh va van hanh lién tuc

2. May chu

CAu hinh méy chi phai du manh dé dap {mg cdng viée. May chil ciia cac
co quan chi dung & trién khai phan mém hé thong, cai dat phan mém dung
chung, cic co s& dit liéu cin thlet va c4c phin mém chéng virus, ngoai ra
khéng dwoc cai thém bét cir phan mém khac.

3. Thiét bi chéng sét, phong chdy, chira chdy

Céc co quan pha1 15p dat thiét bi chéng sét, trang bj thiét bi phong chay,
chita chay dé bao vé cac hé théng cong nghé thong tin.

4. Thiét bi chuyén mach

Thiét bi chuyén mach mang tin hoc clia cic co quan phai dam bao kha
néng cung cip cac chirc ning quan tri nhim ting cudng do an toan va bao mét
cho hé théng mang nhu: cung cap kha néng tir ch01 cac két n01 khong mong
muén hay trai phép vao hé thdng va khdng ché sé lwong két ndi vao hé thong
mang ndi bd thong qua thiét bj chuyen mach. Phaj ¢ it nhit 01 thiét bj chuyen
mach hd tro dinh tuyén IP cho mbi mang ndi bd, hd trg chitc ning didu khién
truy cép, chitc ning xac thuc thiét bi, x4c thire nguoi sir dung va chirc nin g bao
mét quan tri mang.

5. Tuwong lira (Firewall)

Céc co quan phai xay du'ng tudng hra dam bao cac yéu cau gdm kha
ndng xit ly dwoc s6 luong két ndi ddng thoi cao va chiu duoc théng luong cao,
hd tro cac cong nghé mang ridng ao thong dung va ¢6 phan cung mi hoa tich
hop @ ting kha ning ma héa dit liéu, cung cAp ddy du cac co ché bao mat co
ban, quan ly luong dir lidu ra, vao va co kha ning bao vé& hé théng trude cac
loai tAn cong tir chéi dich vu.

Piéu 7. Quy dinh vé quan tri phan mém

Trong qua trinh dau tr, thiét ké, xay dung, ning cAp cac phan mém hé
thong, cac phan mém mg dung diung chung trong cdc co quan nha nudc pha
dap ung yéu cau quan trj, van hanh dam bao an toan, an ninh théng tin.

1. Quan ly tai nguyén: c4n bd quan tri mang cé trach nhiém kiém tra,
giam s4t chirc nang chia sé thong tin; té chirc cAp phat tai nguyén trén may chu
theo danh muyc thu muc cho tirng phong/ ban; khuyén cao nguwdi ding cin nhéc
viéc chia sé tdi nguyén cuc bé trén may dang sir dung, tuyét dbi khéng duoc
chia sé toan bd 6 cirng. Khi thuc hién chia sé tai nguyén trén may chu hoic trén
may cuc bd phai sir dung mat khau dé bao vé thong tin.

2. Quén 1y diang nhép hé théng: cac h¢ thong thong tin can gi¢i han sb
l4n dang nhap vao hé théng. Hé thdng tu dong khoéa tai khoan hoic ¢é 14p tai
khoan khi lién tuc ding nhap sai vuot qua sb 1an quy dinh. TS chic theo dbi,
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glam sat tat ca cac phuong tién ding nhap fir xa; yeu ciu nguon s du_ng dat mat
khAu voi d6 an toan cao, gidm sat, nhic nhd, khuyén cdo nén thay ddi mat khau

thudng xuyén.

3. Quan ly tai khoan Cac tai khoan va dinh danh nguorl dung trong cac
hé thong thong tm bao gom tao méi, kich hoat, sira dbi va loai bo cac taj
khoan, dong thoi t6 chire kidm tra cac tai khoan ciia hé théng thong tin it nhat 6
thang/lan thdng qua cac cdng cu cua hé thong Hiy tai khoan, quyen truy cip
hé théng db1 véi can b, cdng chire d3 chuyén cong tac hoic thdi vide.

4. Quan ly nhat ky (log file): Hé thong thong tin phal ghi nhin céc sy
kién nhu: qua trinh dang nhap vao hé théng, cac thao tic ciu hinh hé thong
Thudng xuyén kiém tra, sao Iru cic log file theo timg thang dé luu vét theo
déi, xac dinh nhitng su kién da xay ra cua hé thdng va han ché viéc tran log file
gdy anh wdng dén hoat dong cua hé théng

5. Phong chong mi dbc, virus: Trén cac may chu, cac thiét bj di déng
trong mang va hé thdng théng tin phai cai dit phan mém chong virus, thu rac
phu hop dé phat hién, loai trir ma ddc, virus va cai dat cac phin mém nay trén
may tram.

6. Quan ly cai dat: can bd, cdng chirc, vién chue khdng duoc tu v cai dat
thém chuong trinh khac trén may tinh ca nhén nhim tranh sy 14y lan cua virus,
gy xung d6t phan mém.

Diéu 8. Bio vé bi mét nha nwéc trong hoat déng ving dung cong nghé
thong tin

1. Quy dinh v& soan thao, in 4n, phat hanh va sao chup tai liéu mat

a) Khéng duoc sir dung may tinh ndi mang internet dé soan thao van ban,
chuyén giao, Iuu trit thong tin ¢6 ndi dung thude bi mat nha nude; cung cap tin,
tai Jiéu va dwa théng tin bi mét nha nude trén cong/trang thdng tin dién tur.

b) Khéng duoc in, sao chup tai liéu bi méat nha nudc trén cac thiét bi két
nol mang internet.

2. Khi sira chita, khic phuc cic si ¢6 cia may tinh ding soan thao van
ban mét, cac co quan phai bao cao cho co quan co thdm quyén. Khéng duoc
cho phép céc cong ty tw nhin hodc ngudi khong 6 trach nhiém trye tiép sira

chita, xir 1y, khic phuc su cb.

3. Trudce khi thanh 1y cdc may tinh trong cdc co quan nha nude, can bd
chuyén trach c6ng nghé théng tin ph&i dung cdc bién phap k¥ thuat x6a bé vinh
vién dit li€u trong 0 cling may tinh.

Pidu 9. Quan 1y, vin hanh hé théng thong tin cia don vi

1. HE théng thong tin cua cac co quan, don vi phat ¢6 co ché sao luu dix
liéu & mitc hé thdng, dir lién cla cac ung dung, dit lidu cua ngudi st dung; co

- ché sao luu dit liéu phai dwoc thuc hién thudng xuyén; thiét bi lwu trir dit lidu
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dugc sao luru phai darn bao yéu cau k¥ thuat, dir liéu duoc sao luu phai dam
bao tinh sin sang vi toan ven dp tng yeu cau phuc héi dit liéu cho hé théng
thong tin hoat déng binh thwong khi c¢6 s ¢6 xay ra.

2. Hé thong théng tin cla cac co quan, dom vi phai duoc trién kha1 co ché
bao mét, an toan thong tin bing cac thiét bi phin cing va phin mém phu hop
vé1 quy mo cia don vi.

3. H¢ thong théng tin cta don vi phat duge trién khai chire ning giam sat
truy cdp tr ngoai vao hé thong, tir hé théng giri ra bén ngoai; _ghi lai nhat ky
(log file) ra, vao hé théng dé phuc vu cong tac khic phuc su cb, diéu tra, phan
tich va lam 16 cac nguy ¢o giy ra mat an toan, an ninh thong tin; chirc ning
khéng cho ngudi dung truy cp mdt sb website khong phu hop vO1 quy dinh
hién hanh,

4. Hé théng mang khong day (wireless) clia cac co quan, don vi phai
duoc thiét 1ap khoa khi truy cép.

5. Mang niéng 4o (VPN) cua céc co quan, don vi két ndi dé truy cap vao
hé thong théng tin phai duoc bao mat; quan ly va kiém soét chit ché cac két
ndi; iy bd két nbi khi khong con st dung.

6. T4t ca cac tai khoan truy cép vao hé thong may chu, thiét bi mang,
may tinh, cdc img dung phai dugc thiét lap mat khau; mat khiu phai duoc dit &
mic bdo mét cao (so lwong ky tw va ndi dung cua mat khAu); mat khau phai
thuomg xuyén thay @i voi tan suét phu hop, danh sach tat khodn phai duoc
quan ly, kiém tra va cép nhat kip thoi; quyén truy cip ctia tai khoan phai dwoc
thiét 1ap phu hop cho ting d6i twong.

Piéu 10. Can b chuyén trach vé cong nghé théng tin cia don vi

1. Dugc dam bao diéu kién vé dao tao, boi duting, hoc tap, nghién cin,
tiep thu kién thirc, k¥ thuit va cong nghé méi do1 vai linh vuc an toan, an ninh
théng tin.

2. Quan ly chat ché viéc di chuyén cac trang thiét bi cong nghé thong tin
Juu trit cac thong tin thudc danh muc bi mat nha nude.

3. Thuc hién cAp phat, thu hdi, cip nhat va quén ly tit ca cdc tai khoan
truy c4p vao hé thong thong tin cia don vi; hudng din ngudi sir dung thay doi
mit khiu ngay sau khi ding nhdp lan dau tién; bao v¢ thong tin cla tai khoan
theo quy dinh. _

4. Trién khai ap dung cac giai phéap tong thé dam bao an toan, an ninh
thong tin trong toan hé théng; trién khai céc giai phép k¥ thuat phong chéng
virus, m3 doc hai, thu rac cho hé thong va may tinh ca nhan; kiém soat va co
giai phap k¥ thuét chdng truy cap trai phép vao hé thong théng tin.

5. Thutng xuyen cép nhit cac ban va 16i d6i voi hé thong, cap nhat cac
phién ban mé&i dbi voi chuong trinh chdng virus.




6. Thuong xuyén sao luu dit liéu theo quy dinh; kiém tra dit liéu sac Iy
phéi dam béo tinh sin sang, tin ciy va toan ven.

7. Throng xuyén thye hién phén tich, danh gia va bdo céo cac rui ro va
nguy co gy mat an toan, an ninh théng tin d8i voi he théng théng tin cua don
vl; nguyén nhén gay ra cac rii ro va nguy co gy mét an toan, an ninh théng tin
bao gom: hién twong tw nhién (nhiét do, khong khi, mua béo, sét), truy cap trai
phép, virus, ¢ v lam thay dbi théng sé ciu hinh hé thong va pha htiy div 1iéu.
Dong thoi tham muu va xay dimg phurong an ban ché, khic phuc cac rii ro va
nguy co ¢6 thé xay ra.

Piéu 11. Giai quyét va khiic phuc sw ¢6 an toan, an ninh théng tin

1. Pbi v6i ngudi st dung

a) Thoéng tin, bao cdo kip tho cho can bd chuyen trach vé cOng nghé
thong tin ctia co quan, don vi khi phat hién cac sw cb giy méit an toan, an ninh
théng tin trong qua trinh tham gia vao hé thdng théng tin cia don vi,

b) Phdi hop tich curc trong sudt qué trinh giai quyét va khic phuc su cé.

2. Bbi v&i can bd chuyén trach vé cong nghé théng tin

a) Xir 1y khan c4p: Khi phat hién hé théng bi tin cong, théng qua cac dau
hiéu nhar luong tin (traffic) tang 1én bét ngd, ndi dung bi thay dbi, hé théng hoat
dong cham bat thudmg can thue hién cac bude co ban sau:

Budc 1: Ngit két néi may chi ra khdi mang;

~ Bude 2: Sao chép nhat ky (log file) va toan bd dit liéu cia hé théng ra
thict bi luu rit;

~ Budc 3: Khoi phuc lai hé thong bang cach chuyén dit liéu sao Iuu méi
nhit dé hé thdng hoat dong trd lai binh thuong.

Lap bién ban ghi nhan sw ¢d gay ra mét an todn, an ninh thdng tin d4i voi
hé théng théng tin cta co quan, don vi; dong thot thu thip cac chung cw, diu
vét va nguyén nhén gdy ra sw ¢d (néu co); dong thoi bao cao su ¢b va két qua
khic phuc sw ¢ cho Thi trudng co quan, don vi.

b) Trong truong h0'p su ¢b xay ra ngoai kha ning giai quyét clia co quan,
don v1 phai bdo cao khan cap bing dién thoai, giri thu dién ti cho S& Thong tin

va Truyén thong dé duge hd tro, huéng dan va phéi hop khic phuc su co; déng
thoi tham muu vin ban bdo céo su ¢b giri S& Thong tin va Truyén thong, Cong

an tinh va cac don vi ¢6 lién quan.

3. S& Thong tin va Truyén thong

a) Quyet dinh toan dién vé mit k¥ thuat dbi véi cac co quan, don vi trong
qué trinh khéc phuc sv cb vé an toan, an ninh théng tin.



b) Chi dao cac don vi truc thude nhanh chéng hd tro, phdi hop va huéng
dan céc co quan, don vi khéc phuc sy ¢6 mat an toan, an ninh théng tin.

¢) Yéu cau ngung hoat déng mdt phan hodc toan bd cdc hé thong théng
tin cla cac co quan, don vi nhim phuc vu cdng tac khic phuc sw ¢6 vé an todn,
an ninh thdng tin.

d) Pho1 hop véi Cong an tinh trong diéu tra 1am rd cac nguyén nhan gay
ra sw c6 mét an todn, an ninh théng tin.

d) Trong trurdng hO’p sir ¢6 xdy ra ¢6 pham vi réng, anh huo*ng va lién
quan dén nhiéu nganh, nhidu linh virc phai théng bao khén cdp va xin y kién
chi dao cia Uy ban nhan dén tinh, Bd Thong tin va Truyén théng.

Chwong I1I
TRACH NHIEM PAM BAO AN TOAN, AN NINH THONG TIN

Piéu 12. Trach nhiém cia cic co quan, don vi

1. Thu treéng céc co quan, don vi chiu trach nhiém tn{c’rc Uy ban nhan
dan tinh trong c6ng tac dam bao an toan, an ninh théng tin do1 vo1 toan b he
thong thoéng tin ctia don vi minh.

2. Thee hién va chi dao can b, cong chirc thudc thim quyén quan ly
thue hién nghiém tic Quy dinh nay.
| 3. Tao diéu lgién thuin loi cho cidn bd chuyén trach vé cong nghé théng
tin dwoc dao tao, boi dudng chuyén mén trong linh vire an toan, an ninh théng
tin.

4. Quan tam du tu c4c thiét bj phin cing, phdn mém lién quan dén cdng
tac dam bao an toan, an ninh théng tin.

' 5. Kht cc')’su ¢b hodc nguy co mét an to:ém, an ninh thong tin phéu' chi dao
khac phuc sy ¢6 kip thoi va han che ihép nhat mic thiét I‘lai co thé xay ra, vu
t1én sir dung lwe luong ky thuét tai ¢hd cia don vi minh, déng thoi 1ap bién ban
va bao cdo bang van ban cho co quan ¢6 li€n quan.

6. Tao diéu kién thudn loi chq cic co quan chirc ndng trong céx;g tac didu
tra, ]Jam 18 nguyén nhén gly ra sy c6; lve luong k§ thuat tham gia khac phuc su
¢6 thurc hién ding theo huéng dan chuyén mon ctia S& Thong tin va Truyén
théng.

Piéu 13. Trich nhiém cita S6 Thong tin va Truyén théng

1. Chiu trach nhiém toan dién trudc Uy ban nhan dan tinh vé céng tac
dam bdo an toan, an ninh thoéng tin trong hoat ddng tmg cong nghé thong tin
cua cac co quan nha nudc trén pham vi toan tinh.

2. Thye hién cdng tac tham mwu Uy ban nhan dén tinh ban hanh:
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a) Van ban chi dao, k& hoach, d& an nhim dam bao an toan, an ninh
thong tin.

b) Xay dung tiéu chuin danh gia mirc d an toan, an ninh thdng tin déi
vo1 hé thong théng tin cua cac don vi.

c) Thanh 14p Poan kiém tra lién nganh v& dam bao an toan, an ninh
théng tin trong hoat ddng rng dung céng nghé thong tin trong cac co quan nha
nuoc.

3. Hing ndm 8 chirc d4o tao chuyén sdu vé an toan, an ninh théng tin
cho Iuc lugng ddm bao an toan, an ninh thong tin cla cac co quan, dom vi.

4. Thye hién nhiém vu canh bao v& nguy co hodc su ¢b mit an toan, an
ninh thdng tin.

5. T6 chirc Hoi nghi, Hoi thao chuyén dé vé an toan, an ninh théng tin.

6. Phéi hop voi Trung tdm Ung ciru kbin cdp may tinh Viét Nam
(VNCERT) va cac don vi c6 lién quan trong thuc hién nhiém vy dam bao an
toan, an ninh thdng tin,

7. Phéi hop véi Cong an tinh va cac co quan, don vi ¢o lién quan td chirc
doan kiém tra vé an todn, an pinh thong tin @ kip thoi phat hién, xir 1y céc
hanh v1 vi pham theo tham quyén quy dinh.

8. Chi dong huéng dan cac co quan, don vi xay dung quy ché ndi bs, hd
trg k¥ thuat, nd1 dung, thdi gian bao cao cong téc dam bao an toan, an ninh
théng tin. . "

9. Tong hop béo cao va thong béo vé tinh hinh an toan, an ninh théng tin
theo dinh ky cho BS Thong tin va Truyén thdng, Uy ban nhéin dén tinh va céac
co quan, don vi ¢6 lién quan.

Piéu 14. Trach nhiém ciia Cong an tinh

1. Chui tri, phdi hop véi S& Théng tin va Truyén théng va cic co quan,
don vi ¢6 lién quan xdy dung ke hoach va chiu trach nhi€m quan ly, ki€m soat,
phong ngtra, dau tranh, ngin chin céc loai to1 pham lg1 dung hé thong thong tin
giy phuong hai dén an toan, an ninh thong tin trong co quan nha nude.

2. Phéi hop véi cac co quan chirc ning trong trao db1, kiém tra, dam bao
an toan, an ninh thdng tin. A

3. Tang cudng cong tic phong ngira, phat hién va tuyén truyén, phd bién
phap luit vé xit 1y t6i pham trong viéc ddm bao an toan, an ninh thong tin.

4. Ditu tra va xir Iy cac trwong hop vi pham phap luat vé linh vuc an
toan, an minh thong tin theo tham quyen.

5. Thue hién nhiém vu bao vé an toan cac cbng trinh quan trong vé an
ninh quéc gia trén linh virc cong nghé thong tin.
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Diéu 15. Trich nhiém ciia cdn b§, cong chire, vién chire tai cac co
quan, dom vi
1. Trdch nhiém cia cdn bj chuyén trdach cong nghé thing tin

a) Chiu trach nhiém trién kbai cac bién phap quan ly vén hanh, quan 1y
k¥ thudt va tham muu x8y dyng cac quy dinh vé dam bao an toan, an ninh
thdng tin cho toan bd hé théng théng tin cia don vi minh ding theo ndi dung
Quy dinh nay.

b} Chua déng ph01 hop vdi ¢4 nhén, don vi c6 lién quan trong vige kiém
tra, phat hién va khic phuc sy cd vé an toan, an ninh thong tin.

¢) Tuén tht theo sy hudng dan ky thuat coa S¢ Théng tin va Truyén
thong trong qua trinh khéc phuc s ¢6 vé& an toan, an ninh thong tin.

2. Trach nhiém cila cdn bj, céng chirc, vién chikc tham gia s dung va
khai thdc hé thong thong tin

a) Nghiém tuc thuc hién cac ndi quy, quy ché, quy trinh ndi bd vé& dam
bao an toan, an ninh théng tin cia don vi cling nhur cac quy dinh khéc cia phap
ludt v& ndi dung nay.

b) Khi phat hién nguy co hoiic sir ¢6 mét an toan, an ninh théng tin phai
bao cao kip th&i cho can bd chuyén trach cdng nghé thdng tin ctia don vi minh
dé kip thoi ngin chin va xir ly.

c) Nang cag. ¥ thuc canh gidc va trach nhiém v& an toan, an ninh théng
- "\'za_A Chwong IV
KIEM TRA CONG T C ﬂAM BAO AN TOAN, AN NINH THONG TIN

Piéu 16. Kfem *tfa dlnh ky va dét xuat

1. Poan kiém tra x4y dung ké hoach va thuc hién kiém tra dinh ky hang
nam vé cdng taic ddm bao an toan, an ninh théng tin trong hoat déng ing dung
céng nghé théng tin cia cac co quan nha nuoc.

2. Doan kiém tra phoi hop vdi S& Thong tin va Tmyén théng, Coéng an
tinh va cac don vi ¢6 lién quan tién hanh kidm tra dot xuét cic co quan, don vi
¢6 dau hiéu vi pham an toan, an ninh thong tin.

Piéu 17. Trach nhiém va phéi hop trong cong tic kiém tra

1. Doan kiém tra c6 trach nhiém théng bao thot gian, dia diém, n6i dung
va thanh phin cho don vi duoc kiém tra biét trude it nhét 05 ngay dé chuén bi.

tin.

2. Pon vi duoc kiém tra:
a) Chuin bi n6i dung béo céo theo yéu cau ctia Poan kiém tra.
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b) C6 dai dién lanh dao va can by chuyén trach cdng nghé thong tin cua
don v1 d€ cung lam viéc véi Poan kiém tra.

¢) Tao thuén lgi cho cong tac kiém tra.

Chuong V
TO CHUC THUC HIEN

Piéu 18. Té chitc thwe hién

1. S& Thong tin va Truyén thong chu tri, phdi hop véi cac co quan, don
v1 ¢6 lién quan trién khai thue hién tot nd1 dung Quy ché nay.

2. Cac co quan, don vi chu ddng xdy dung, ban hanh quy ché nodi bo vé
dam bao an toan, an ninh théng tin phu hop voi Quy ché nay. Dinh ky hang
nam bao cdo tong hop tinh hinh dam bao an toan, an ninh théng tin tai don vi
minh giri 3¢ Thong tin va Truyén thong trwedc ngay 15 thang 10 d¢ tong hop,
bao céo Uy ban nhén déin tinh.

3. Tha trudng cac co quan, don vi to chire trién khai thuc hién nghiém
tic Quy che nay. Trong qua trinh thyc hién, n€u c6 kho khan, vudng méc, phat
sinh cén stra do1, bo sung, d¢ nghi cac co quan, don vi kip thai bao cao vé S¢
Thong tin va Truyén théng d€ tong hop trinh Uy ban nhan dan tinh xem xét,
quyét dinh./.

Vo6 Thanh Hao
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